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THE  ANTI-MONEY  LAUNDERING  ACT 
OF  1993— S.  1664 


TUESDAY,  MARCH  15,  1994 

U.S.  Senate, 
Committee  on  Banking,  Housing,  and  Urban  Affairs, 

Washington,  DC. 

The  Committee  met  in  room  538,  of  the  Dirksen  Senate  Office 
Building  at  10:20  a.m..  Senator  Richard  H.  Bryan  presiding. 

OPENING  STATEMENT  OF  SENATOR  RICHARD  H.  BRYAN 

Senator  Bryan  [Presiding].  The  Senate  Banking,  Housing,  and 
Urban  Affairs  Committee  is  meeting  today  to  take  testimony  on 
S.  1664,  the  Anti-Money  Laundering  Act  of  1993. 

The  measure  is  sponsored  by  Senators  Bond,  Riegle,  and  myself. 

Parenthetically,  the  Chairman  was  unable  to  join  us  today,  but 
he's  asked  that  his  statement  be  made  a  part  of  the  record,  and 
with  no  objection,  it  will  be  done. 

This  legislation  accomplishes  two  goals:  Improving  the  efforts  to 
combat  money  laundering  while,  at  the  same  time,  reducing  unnec- 
essary paper  work  requirements  on  our  Nation's  financial  institu- 
tions. 

Last  week,  the  House  Banking,  Finance  and  Urban  Affairs  Com- 
mittee unanimously  reported  out  of  Committee  a  companion  meas- 
ure. I  commend  Chairman  Gonzalez  for  his  leadership  in  this  area. 

Later  this  week,  Senator  Bond  and  I  are  prepared  to  offer  this 
legislation  to  the  Community  Development  Bank  Bill,  S.  1275. 

The  question  that  arises  is  why  is  passage  of  this  legislation  so 
critical.  Americans  throughout  tne  country  cite  crime  as  one  of 
their  most  serious  concerns. 

What  strikes  people  is  the  rise  in  random,  senseless  violence  that 
puts  fear  into  the  minds  of  our  law-abiding  citizens.  In  far  too 
many  of  these  senseless  acts  of  violence,  drugs  have  played  a  major 
role. 

While  our  efforts  to  combat  drug  trafficking  must  be  fought  at 
many  levels,  cutting  off  the  traffickers'  cash  flow  is  an  important 
step.  Not  only  does  our  anti-money  laundering  effort  hurt  the 
smugglers'  cash  flow,  but  it  also  assists  law  enforcement  in  detect- 
ing and  prosecuting  these  cases. 

This  legislation  makes  two  improvements  in  this  effort.  First,  it 
requires  Treasury  to  weed  out  categories  of  Currency  Transaction 
Reports,  referred  to  as  CTR's,  that  have  no  useful  law  enforcement 
purposes  and  have,  in  fact,  over  the  years,  been  counterproductive 
in  the  effect  that  it  clogs  up  the  system  so  much  that  law  enforce- 
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ment  doesn't  have  the  time  to  properly  scrutinize  those  trans- 
actions singled  out  as  suspicious. 

I  read  with  interest  the  Washington  Post  story  regarding  the  ac- 
cused spy,  Aldrich  Rick  Ames,  where  a  number  of  suspicious  trans- 
actions were  filed  on  Ames  and  his  wife  but  never  acted  upon. 

It  is  my  hope  that  by  weeding  out  the  filings  that  clearly  have 
no  useful  law  enforcement  purpose,  authorities  can  better  scruti- 
nize the  ones  that  do. 

Requiring  a  30  percent  reduction  in  CTR's  is  not  only  helpful  in 
making  it  easier  for  law  enforcement  to  scrutinize  their  files,  it  also 
should  have  a  major  benefit  for  businesses  by  reducing  unnecessary 
paper  work. 

It  is  estimated  that  it  costs  businesses  around  $3  to  $4  to  file 
each  CTR.  With  businesses  filing  nine  million  CTR's  annuallv,  we 
can  see  the  enormous  cost  of  this  requirement  and  the  burden  it 
imposes  upon  our  economy. 

Second,  this  legislation  closes  a  number  of  loopholes  that  money 
launderers  have  devised  to  get  around  our  current  detection  sys- 
tem. Closing  these  loopholes  should  make  it  easier  for  law  enforce- 
ment to  track  proceeds  of  illegal  drug  sales. 

We've  come  a  long  way  since  the  first  anti-money  laundering 
laws  were  enacted  back  in  1970.  For  the  victims  of  random  drug- 
related  violence,  we  must  continue  this  fight  against  the  drug  traf- 
fickers and  their  money  laundering  schemes. 

Today,  we  will  hear  from  Assistant  Secretary  for  Enforcement, 
Ron  Noble,  who  will  give  us  the  reaction  of  the  Treasury  Depart- 
ment, the  principal  administrators  of  the  Bank  Secrecy  Act. 

I  personally  want  to  commend  Mr.  Noble  and  his  colleagues  at 
Treasury  for  the  fresh  approach  they're  taking. 

Mr.  Noble,  some  time  back,  I  had  occasion  to  call  you  and  alert 
you  to  my  own  concerns  about  current  law  and  how  we  can  im- 
prove it.  I  must  say  you've  been  most  responsive  in  getting  back 
to  us,  and  it's  been  a  pleasure  for  us  to  work  with  you.  Mr.  Noble 
will  be  accompanied  by  Tim  Wagner  of  the  U.S.  Customs  Service. 

On  our  second  panel,  we  will  hear  from  Mr.  Henry  Wray  of  the 
General  Accounting  Office;  John  Byrne  of  the  American  Bankers 
Association;  and  Steve  Greathouse  representing  the  Nevada  Resort 
Association. 

I'm  delighted  to  welcome  you  all  here  this  morning.  Your  full 
statements  have  been  received  by  the  Committee  staff  and  they 
will  be  made  a  part  of  the  record. 

Mr.  Noble,  we're  pleased  to  hear  from  you  first,  and  welcome  you 
and  your  colleagues  to  the  hearing  this  morning. 

OPENING  STATEMENT  OF  RONALD  K.  NOBLE,  ASSISTANT  SEC- 
RETARY FOR  ENFORCEMENT,  DEPARTMENT  OF  THE  TREAS- 
URY, WASHINGTON,  DC;  ACCOMPANIED  BY  FAITH 
HOCHBERG,  DEPUTY  ASSISTANT  SECRETARY  FOR  LAW  EN- 
FORCEMENT, DEPARTMENT  OF  THE  TREASURY,  WASHING- 
TON, DC;  AND  EDWARD  FEDERICO,  DIRECTOR  OF  NATIONAL 
OPERATIONS,  CRIMINAL  INVESTIGATION  DIVISION,  INTER- 
NAL REVENUE  SERVICE,  WASHINGTON,  DC 

Mr.  Noble.  Thank  you,  sir. 


Senator  Bryan,  the  Department  of  the  Treasury  is  happy  to  have 
an  opportunity  to  testify  on  S.  1664,  the  Anti-Money  Laundering 
Act  of  1993,  and  to  update  the  Subcommittee  on  Treasury's  activi- 
ties in  the  field  of  money  laundering. 

Last  fall,  I  established  a  Money  Laundering  Review  Task  Force 
staffed  by  experienced  agents,  analysts,  and  regulators  from  every 
component  of  the  Treasury  Department  with  money  laundering  re- 
sponsibilities, including  all  Treasury  enforcement  bureaus  and  the 
IRS  Exam  Division.  In  addition,  we  included  the  OCC  and  OTS. 

For  the  first  time  in  20  years,  we  are  taking  a  comprehensive 
look  at  our  anti-money  laundering  programs,  especially  the  way  we 
exercise  authority  under  the  Bank  Secrecy  Act. 

The  top  priority  of  the  Task  Force  has  been  to  reduce  regulatory 
burdens  on  financial  institutions  and  to  communicate  better  with 
financial  institutions  about  their  roles  and  responsibilities  in  the 
fight  against  money  laundering. 

The  Task  Force  has  finished  the  first  phase  of  its  work  and  has 
made  a  significant  number  of  recommendations  in  key  areas.  We 
are  in  the  process  of  evaluating  and  implementing  those  rec- 
ommendations. 

Treasury  has  also  established  a  Bank  Secrecy  Act  Advisory 
Group  composed  of  30  experts  in  the  field  from  Government,  both 
law  enforcement  and  financial  institution  regulators,  and  rep- 
resentatives of  the  major  industries  affected  by  currency  trans- 
action reporting  requirements. 

This  group,  which  will  meet  for  the  first  time  on  April  8,  1994, 
will  serve  as  a  think  tank  for  ideas  on  how  both  Government  and 
financial  institutions  should  exercise  their  responsibilities  for  pre- 
vention and  detection  of  money  laundering. 

Now  I'd  like  to  turn  to  the  bill. 

S.  1664,  which  parallels  H.R.  3235,  was  developed  in  close  co- 
operation with  our  staff,  and  we  appreciate  that.  It  arises  from 
many  of  the  concerns  that  caused  Treasury  to  establish  the  Money 
Laundering  Review  Task  Force  and  the  Bank  Secrecy  Act  Advisory 
Group. 

We  are  concerned  that  aspects  of  the  regulatory  programs  have 
become  dated,  inefficient,  have  created  undue  burdens  on  the  Na- 
tion's financial  institutions,  and  are  in  need  of  substantial  revision. 

The  bill,  section  two  in  particular,  addresses  how  to  reduce  the 
database  of  Currency  Transaction  Report  filed  by  financial  institu- 
tions. Last  year,  Mr.  Chairman,  we  received  almost  10  million 
CTR's.  Banks  are  filing  millions  of  reports  annually  on  transactions 
for  account  holders  which  they  may  exempt  under  Treasury  regula- 
tions. There  are  several  causes  for  this  phenomenon. 

First,  the  Treasury  procedures  for  exemptions  are  cumbersome 
and  difficult  to  understand.  Often  it  is  easier  to  file  than  to  apply 
for  and  maintain  exemptions.  Banks  are  also  concerned  that  if  they 
improperly  exempt  transactions,  they  may  be  subject  to  Bank  Se- 
crecy Act  civil  penalties  by  Treasury. 

The  bill  sets  some  broad,  and  we  believe  sensible,  outlines  for 
Treasury's  revision  of  the  exemption  process,  with  burdens  shifting 
from  the  banks  to  Treasury.  The  bill  also  requires  the  Secretary  to 
reduce  Currency  Transaction  Report  filings  by  banks  by  at  least  30 


percent  and  eliminate  from   the   CTR  form  information   of  little 
value  to  law  enforcement. 

We  are  close  to  accomplishing  the  latter  objective.  The  Task 
Force  has  redesigned  the  CTR  and  eliminated  approximately  a 
third  of  the  information  called  for.  We  believe  that  this  can  be  done 
without  any  significant  detriment  to  the  analytical  use  of  the  infor- 
mation provided. 

These  two  steps,  increasing  those  exempt  from  reports  and  re- 
ducing the  amount  of  information  filed,  will  move  us  to  our  goal  of 
achieving  a  simpler  and  more  valuable  system  to  address  the 
money  laundering  problem. 

Turning  to  section  3,  the  Task  Force  is  also  focusing  on  the  issue 
of  suspicious  transaction  reporting.  An  essential  complement  to 
currency  reporting  is  the  reporting  of  suspicious  activity  to  law  en- 
forcement by  financial  institutions.  While  banks  have  oeen  taking 
this  responsibility  to  heart  in  recent  years,  the  Government's  re- 
sponse has  been  less  than  satisfactory  in  my  view. 

Treasury  and  this  Committee  have  heard  the  complaints  of  fi- 
nancial institutions  that  the  reporting  is  too  complicated,  and  that 
the  reports  are  being  ignored.  The  proposal  in  section  3  is  an  ex- 
pression of  the  Committee's  concern  in  this  regard.  We  must  move 
toward  a  less  burdensome  and  more  effective  means  for  reporting 
suspicious  transactions.  The  Task  Force  has  developed  some  de- 
tailed recommendations  in  this  area. 

Section  5  of  the  bill  addresses  an  important  expansion  of  report- 
ing to  Treasury  crossborder  transportation  of  monetary  instru- 
ments in  excess  of  $10,000.  The  provision  expands  the  definition  to 
include  instruments  drawn  on  or  by  foreign  financial  institutions 
abroad,  whether  or  not  in  bearer  form. 

This  is  a  response  to  the  problem  of  drug  money  laundering 
through  foreign  bank  drafts.  Drug  money  launderers  smuggle  cur- 
rency or  transmit  it  through  a  non-bank  financial  institution  to  for- 
eign banks.  They  then  purchase  bank  drafts  or  checks  from  the  for- 
eign banks.  These  instruments  are  easily  transportable  back  into 
the  United  States  and  thereafter  negotiated. 

The  Treasury  believes  that  subjecting  the  instruments  to  cross- 
border  reporting  will  contribute  to  deterring  and  detecting  their 
use  as  money  laundering  vehicles. 

Turning  to  section  6,  imposition  of  Bank  Secrecy  Act  civil  pen- 
alties by  banking  agencies,  the  bill  directs  the  Secretary  to  delegate 
this  authority  to  assess  BSA  civil  penalties  to  the  Federal  banking 
agencies.  We  agree  and  will  consider  delegation  not  only  to  the 
banking  agencies,  but  to  IRS  for  the  non-bank  financial  institu- 
tions. 

Turning  to  sections  7  and  8,  non-bank  financial  institutions,  the 
bill  addresses  the  problem  of  money  laundering  through  what  are 
called  NBFI's.  As  banks  have  become  more  effective  in  prevention 
and  detection  of  money  laundering,  money  launderers  have  turned 
to  financial  services  offered  by  a  variety  of  non-bank  financial  insti- 
tutions, from  casas  de  cambio  to  money  transmitters  and  check 
cashers. 

These  institutions  are  subject  to  BSA  recordkeeping  and  report- 
ing with  compliance  in  examination  authority  resting  with  the  IRS 
examination  division. 


While  IRS  has  bolstered  resources  for  this  function,  the  task  is 
daunting.  Estimates  range  from  50,000  to  150,000  of  these  institu- 
tions nationwide.  The  job  cannot  be  done  by  Treasury  and  the  IRS 
alone,  and  the  Committee  agrees. 

Section  7  provides  that  there  be  uniform  licensing  and  regulation 
of  NBFI's  including  provision  under  State  law  for  penalties  for  fail- 
ure to  implement  BSA  compliance  programs  and  for  failure  to  ob- 
tain a  license.  The  Secretary  of  the  Treasury  is  to  report  to  Con- 
gress on  the  progress  made  by  the  States.  We  think  this  project 
will  be  worthwhile. 

In  a  companion  measure,  section  8  requires  Federal  registration 
of  NBFI's  with  Treasury.  This  should  result  in  the  reliable  identi- 
fication of  all  NBFI's  and  a  foundation  for  identifying  or  eliminat- 
ing illegitimate  ones. 

Summarizing  other  legislative  measures,  there  are  a  few  other 
legislative  actions,  some  not  solely  within  the  jurisdiction  of  this 
Committee,  necessary  for  Treasury  anti-money  laundering  pro- 
grams. 

First  and  foremost,  we  have  a  critical  need  for  a  legislative 
amendment  to  address  the  problems  posed  by  the  Ratzlaf  case, 
which  was  decided  by  the  Supreme  Court  on  January  24,  1994.  The 
Ratzlaf  decision  was  a  major  setback  to  the  Government's  anti- 
money  laundering  efforts.  This  decision  will  make  the  criminal 
prosecution  of  structuring  to  avoid  the  currency  transaction  report- 
ing under  31  USC  5324  substantially  more  difficult. 

Prior  to  Ratzlaf,  it  was  enough  to  establish  that  a  person  who 
structured  a  transaction  to  evade  the  reporting  requirements  knew 
that  the  financial  institution  had  a  reporting  obligation.  After 
Ratzlaf,  a  prosecutor  must  establish  that  the  person  knew  that  the 
structuring  itself  was  a  crime. 

We  have  worked  with  House  Banking  on  a  Ratzlaf  amendment 
which  is  now  part  of  H.R.  3235.  We  understand  and  welcome  the 
fact  that  the  Committee  intends  to  include  a  similar  amendment  to 
S.  1664.  Treasury  also  believes  that  changes  are  needed  to  the  BSA 
summons  authority  to  make  it  a  more  effective  tool  to  investigate 
BSA  violations. 

This  second  area  regards  an  amendment  made  by  this  Commit- 
tee in  1986  which  specifies  that  the  warrantless  border  search  au- 
thority of  the  Customs  Service  extends  to  searches  of  unreported 
currency  or  monetary  instruments.  As  BSA  compliance  by  banks 
has  improved,  the  smuggling  of  bulk  currency  and  monetary  instru- 
ments, such  as  money  orders,  has  become  rampant.  However,  the 
Postal  Service  has  taken  the  position  that  this  authority  to  search 
does  not  extend  to  letter  class  mail  and  packages.  This,  in  our 
view,  creates  a  significant  loophole  for  money  launderers  and  drug 
traffickers. 

Finally,  there  are  two  provisions  pending  with  the  House  Ways 
and  Means  Committee  introduced  by  Chairman  Pickle  last  year. 
The  first  relates  to  the  use  and  dissemination  of  reports  of  cash  by 
trades  or  businesses  under  section  60501  of  the  Internal  Revenue 
Code. 

Currently,  the  tax  disclosure  provisions  limit  the  use  of  these  re- 
ports for  tax  enforcement  purposes.  Temporary  authority  to  dis- 
seminate to  Federal  agencies  for  criminal  purposes  expired  in  No- 


vember  1992.  Since  that  time,  the  analytic  work  of  FinCEN,  the  Fi- 
nancial Crimes  Enforcement  Network  and  other  investigative  agen- 
cies on  these  forms  has  come  to  a  standstill. 

The  second  provision  would  give  the  IRS  the  authority  to  be  ex- 
empt from  certain  fiscal  provisions  in  their  conduct  of  large-scale 
undercover  operations.  Other  investigative  agencies  have  this  au- 
thority without  which  such  operations  are  cost  prohibitive. 

In  conclusion,  I  hope  that  I  have  conveyed  that  this  is  not  busi- 
ness as  usual  at  the  Department  of  the  Treasury.  We  are  open  to 
new  ideas  and  are  committed  to  better  communication  with  the  af- 
fected public.  The  establishment  of  the  Task  Force  and  the  Bank 
Secrecy  Act  Advisory  Group  are  testament  to  our  commitment. 

We  welcome  the  Committee's  partnership  with  Treasury  in  im- 
proving the  efficiency  and  effectiveness  of  our  programs.  Treasury 
and  the  Committee  are  working  toward  a  common  goal,  better  bal- 
ance and  perspective  on  the  roles  and  responsibilities  of  the  Gov- 
ernment and  financial  institutions  in  the  fight  against  money  laun- 
dering and  better  deployment  of  our  respective  skills  and  resources. 

Mr.  Chairman,  I  thank  you  for  your  kind  introductory  remarks. 

Seated  to  my  left,  I  have  Faith  Hochberg,  who  is  Deputy  Assist- 
ant Secretary  for  Law  Enforcement,  and  who  is  currently 
overseeing  the  work  of  the  Money  Laundering  Task  Force. 

Thank  you,  sir. 

Senator  Bryan.  Welcome.  It's  a  pleasure  to  have  you  with  us  as 
well. 

Thank  you  very  much,  Mr.  Noble.  I  appreciate  that  testimony 
and  we'll  get  into  some  questions  in  a  moment. 

Joining  us  in  this  panel  is  Tim  Wagner,  who  is  the  Director  of 
the  Financial  Investigations  Division  of  the  U.S.  Customs  Service. 
Mr.  Wagner,  let  me  invite  you  for  any  comments  you  care  to  make 
at  this  time.  We  have  received  a  copy  of  the  testimony,  and  if  you'd 
like  to  embellish  upon  any  aspect  of  it,  we'd  be  pleased  to  hear 
from  you. 

OPENING  STATEMENT  OF  TIMOTHY  D.  WAGNER,  DIRECTOR, 
FINANCIAL  INVESTIGATIONS  DIVISION,  U.S.  CUSTOMS  SERV- 
ICE, DEPARTMENT  OF  THE  TREASURY,  WASHINGTON,  DC 

Mr.  Wagner.  Thank  you,  sir. 

Just  as  a — I  brought  an  example  of  an  investigation  the  Customs 
Service  has  conducted,  just  to  illustrate  the  severity  of  the  prob- 
lems that  are  addressed  by  a  number  of  the  proposals  brought  forth 
today. 

This  one  particular  operation  began  in  1989  and  it  was  an  inves- 
tigation conducted  by  our  office  in  McAllen,  Texas.  That  office  tar- 
geted money  laundering  violations  in  the  Rio  Grande  Valley.  Spe- 
cifically with  the  casas  de  cambio  Cologne  currency  exchange  lo- 
cated in  Monterey,  Mexico,  which  used  bank  accounts  located  at 
First  City  Texas  Bank  in  McAllen. 

The  investigation  disclosed  that  couriers  from  Cologne  would  ei- 
ther drive  or  fiy  across  the  U.S.  border,  declare  the  currency  on 
currency  and  monetary  instrument  reports  as  that  of  Cologne,  and 
deposit  it  in  First  City  Texas  Bank.  After  the  deposit,  the  operators 
of  Cologne  in  Monterey  would  wire-transfer  blocks  of  money  inter- 


nationally.  The  volume  of  currency  being  imported  was  about  $5  to 
$10  million  per  week. 

Based  on  these  revelations,  the  agent  in  charge  of  McAllen  initi- 
ated Operation  Casa  Rico,  which  began  with  the  introduction  of 
two  U.S.  Customs  undercover  agents  to  two  money  launderers.  The 
undercover  agents  represented  their  currency  as  being  narcotics 
and  weapons  smuggling  proceeds.  Through  a  variety  of  intricate 
schemes,  the  officers'  money  was  laundered  by  these  individuals 
through  casas  de  cambio,  both  in  Mexico,  using  banks  in  the  Rio 
Grande  Valley,  including  the  Cologne  account  at  First  City. 

The  second  phase  of  the  undercover  operation  led  to  the  return 
of  a  25-count  indictment  in  1992  for  a  variety  of  money  laundering 
and  bank  fraud  conspiracy  charges.  The  indictment  resulted  in  the 
seizure  of  approximately  $2  million  cash  and  negotiable  instru- 
ments, two  luxury  condominiums,  one  quadruple,  apartment  build- 
ing, several  vehicles,  and  also  an  investment  portfolio  totaling  ap- 
proximately $30  million. 

This  is  just  one  of  a  number  of  operations  that  happened  to  flour- 
ish because  of  some  of  the  loopholes  in  our  laws,  especially  the  abil- 
ity to  transport  foreign  bank  drafts  across  the  U.S.  border  without 
reporting  them  to  U.S.  Customs  Service. 

Another  problem  is  the  ability  to  transport  the  concealed  cash 
out  of  the  country,  deposit  the  cash  in  Mexican  banks,  and  then  ob- 
tain these  bank  drafts  which  can  be  returned  to  the  United  States 
without  reporting. 

There  are  as  many  schemes  for  laundering  money  as  you  can 
imagine,  and  we've  been,  over  the  past  20  years  or  so,  attempting 
to  gradually  close  the  loopholes.  Some  of  the  proposals  brought 
forth  today  are  attempting  to  close  some  of  the  more  troublesome 
loopholes. 

Thank  you. 

Senator  Bryan.  Thank  you  very  much,  Mr.  Wagner. 

We've  been  joined  this  morning  by  the  Ranking  Member  of  the 
Committee,  Senator  D'Amato.  Let  me  yield  to  him  for  any  com- 
ments that  he'd  care  to  make  before  we  get  into  our  questions. 

OPENING  STATEMENT  OF  SENATOR  ALFONSE  M.  D'AMATO 

Senator  D'Amato.  Well,  Mr.  Chairman,  first  of  all,  let  me  com- 
mend you  for  your  leadership  on  this  legislation.  There's  no  doubt 
in  my  mind  that  providing  effective  tools  for  dealing  with  money 
laundering  is  absolutely  critical  to  any  successful  fight  against  the 
drug  cartels,  if  we're  going  to  have  any  hope  at  all. 

I  think  that  over  the  years,  our  efforts  have  not  been  nearly  as 
effective  as  they  could  and  should  be.  I  am  pleased  to  work  with 
you  in  helping  to  attempt  to  come  up  with  practical  and  effective 
tools  for  money  laundering  detection  and  to  give  to  our  people,  who 
are  on  the  front  lines,  all  of  the  support  we  can,  and  hopefully  this 
legislation  will  be  part  of  that  effort. 

Mr.  Chairman,  I'm  going  to  ask  that  my  full  statement  and  the 
statement  of  Senator  Bond  be  entered  into  the  record  in  their  en- 
tirety, and  again  I  commend  you  for  your  dedication. 

Senator  Bryan.  Thank  you  very  much.  Senator  D'Amato.  The 
two  statements,  as  requested,  will  be  made  a  part  of  the  record. 
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and  we  look  forward  to  working  with  you  as  well  on  this  legisla- 
tion. 

Let  me  begin,  Mr.  Noble,  by  asking  you  to  describe  how  this  proc- 
ess works.  I  think  we  all  have  an  idea  of  the  concept,  but  you've 
got  10  million  of  the  CTR's  coming  in  from  financial  institutions  all 
over  the  country.  Can  you  just  take  us  through,  step  by  step,  in 
very  general  terms,  exactly  what  happens?  I  mean,  the  institution 
fills  these  out  and  sends  them  back.  Take  us  through  that  process, 
if  you  will. 

Mr.  Noble.  Yes. 

The  process  begins  at  the  bank  teller  window  and  that  perhaps 
is  one  of  the  biggest  impediments  to  the  process.  You  have  a  bank 
teller  who  is  required  to  take  very  detailed  information  from  the 
person  who  has  in  excess  of  $10,000  in  cash,  information  that  if  not 
accurately  inputted  might  lead  to  the  bank  being  assessed  a  signifi- 
cant or  a  stiff  penalty. 

You  have  the  pressure  on  the  teller  and  you  also  have  the  vol- 
ume that  is  created  when  this  kind  of  detailed  information  is  re- 
trieved. Then  various  banks  have  systems  to  check  and  re-check 
the  information  to  make  certain  that  the  information  was  correctlv 
gathered  and  reported  on  the  form  and  to  make  certain  that  all 
boxes  are  completed  accurately. 

Once  they've  gone  through  an  internal  process,  the  bank  sends 
them  to  the  Detroit  Computing  Center  of  IRS  where  all  the  CTR's 
are  gathered  and  collected,  and  then  they  are  input.  The  process 
has  led  to  about  10  million  CTR's  being  filed  last  year  because 
banks  are  not  taking  advantage  of  the  exemptions  which  they  could 
seek  for  certain  accounts  because  the  process  is  quite  cumbersome 
and  costly.  And  if,  for  some  reason,  an  error  is  made,  they  risk  the 
serious  penalty  that  might  follow. 

Banks  computerize  the  data  and  mechanize  it  to  the  point  where 
they  send  the  Government  everything,  and  as  a  result,  the  Govern- 
ment now  receives  10  million  forms.  This  Committee  and  other 
Committees  have  deemed  that  we  ought  to  find  a  way  to  reduce 
those  forms  since,  for  us,  it  is  impractical  and  very  costly  to  sift 
through  10  million  files,  whether  it  is  computerized  or  non-comput- 
erized. 

Senator  Bryan.  Take  us  through,  if  you  will,  the  next  step.  These 
10  million  CTR's  fiow  from  every  point  of  the  compass  to  where, 
and  what's  done  with  them  at  that  point? 

Mr.  Noble.  They  fiow  to  Detroit.  The  Detroit  processing  center 
is  where  they  are  input,  so  that  there  would  be  computerized  ac- 
cess to  these  forms. 

Then,  in  doing  investigations,  I,  as  a  prosecutor  working  with  an 
agent,  such  as  Mr.  Wagner,  might  come  across  a  particular  target 
or  targets  and  we  would  run  the  target  or  targets'  names  through 
the  computer  center  and  see  whether  or  not  there  were  any  hits, 
if  you  will,  whether  there  are  any  matches  of  a  name  with  the  fil- 
ing of  CTR's.  And  that  helps  us  develop  a  case,  a  money  laundering 
case  or  drug  trafficking  case. 

Ideally,  what  one  would  hope  would  happen  as  well  is  that  there 
would  be  some  kind  of  system  we  could  set  up  for  looking  at  the 
forms  proactively  and  deciding  whether  or  not  there  is  something 
about  the  forms  that  are  being  filed  or  computerized  that  raises  a 


red  flag  or  sets  off  alarms.  But,  in  that  area,  we  are  far,  far,  far 
from  the  ideal  place  in  making  use  of  the  CTR's. 

Senator  Bryan.  Obviously,  if  we're  able  to  reduce  this  flow  to  a 
sensible  volume,  with  respect  to  the  purpose  for  which  it's  in- 
tended, that  will  help.  But  you  do  raise  the  question  of  what  I 
would  call  the  front  end  and  the  back  end.  Obviously,  if,  after  the 
fact,  you're  working  a  case,  you  then  can  go  to  this  vast  repository 
or  institution,  and  that  may  very  well  assist  you  in  confirming 
some  other  data  that  you  may  have,  or  augmenting  the  case  that 
you're  developing  against  a  particular  individual. 

Let  me  ask  you  on  the  front  end.  It's  my  understanding  that  the 
financial  institution  can  indicate  by  notation  that  this  is  a  sus- 
picious transaction.  Am  I  correct  on  that,  Mr.  Noble? 

Mr.  Noble.  Yes,  that  is  correct. 

Senator  Bryan.  And  what  do  you  do  when,  among  the  10  million 
that  come  in,  there  is  a  suspicious  notation?  What  kind  of  treat- 
ment is  that  given,  or  are  you  able  to  treat  it  at  all  with  this  vol- 
ume that  you've  got? 

Mr.  Noble.  Well,  just  to  give  you  an  idea,  last  year,  and  I  believe 
the  figures  are  correct,  there  were  some  65,000  suspicious  trans- 
action reports  filed.  Now,  what  we'd  like  to  do  in  that  situation  is 
when  a  suspicious  transaction  report  is  received  by  an  agent,  say 
an  IRS  agent,  who  is  looking  at  the  form,  he  or  she  would  be  able 
to  glean  the  importance  of  following  up  on  it. 

But  the  very  important  aspect  with  the  suspicious  transaction  re- 
ports is  timeliness.  If  we  are  getting  millions  of  CTR's  or  thousands 
of  CTR's,  and  if  you  cannot  look  at  the  suspicious  transaction  re- 
ports quickly  enough,  then  you  risk  the  information  becoming  stale. 

Senator  Bryan.  Could  you  give  us  some  sense,  and  we  would  in- 
vite your  colleague,  if  she  has  the  data  there,  out  of  these  sus- 
picious transaction  notations.  How  many  of  them  ultimately  result 
in  a  prosecution  or  a  case  in  which  affirmative  action  is  taken  by 
the  Department? 

Mr.  Noble.  May  I  turn  at  this  point — we  have  with  us,  Ed 
Federico,  who's  from  the  Criminal  Investigation  Division,  the  Di- 
rector of  National  Operations  of  IRS. 

Ed,  why  don't  you  walk  them  through  the  suspicious  transactions 
and  any  kind  of  data  that  you  could  give  the  Chairman. 

Senator  Bryan.  Could  we  get  your  name  for  the  record  again? 
We're  delighted  to  have  your  comment. 

Mr.  Federico.  Thank  you.  Senator. 

It's  Edward  Federico,  F  as  in  Frank,  E-D-E-R-I-C-0. 

Senator  Bryan.  Thank  you,  Mr.  Federico. 

Mr.  Federico.  I'm  the  Director  of  National  Operations  for  the 
Criminal  Investigation  Division  of  IRS.  We  have  the  responsibility 
relating  to  the  non-bank  financial  institutions  domestically  here  in 
the  United  States. 

Referring  to  your  questions  on  suspicious  transactions,  as  Mr. 
Noble  stated,  we  received  about  65,000  of  those  last  year.  Each  of 
those  are  forwarded  to  our  IRS  district  offices  around  the  United 
States,  and  they  are  analyzed  to  determine  whether  there's  any 
sort  of  criminal  activity  that  may  be  involved. 

Senator  Bryan.  If  I  might  interrupt,  you're  being  very  clear,  but 
what  time   limits — Mr.   Noble  raised   tne   question   of  the   timeli- 
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ness — you've  got  those  65,000.  How  long  does  it  take  before  those 
are  pulled  and  sent  to  you  for  this  special  evaluation? 

Mr.  Federico.  There  is  a  weekly  run  from  Detroit  that  is  for- 
warded out  to  the  respective  district  offices.  Naturally,  65,000,  even 
in  relationship  to  10  million  CTR's,  is  still  a  large  number  of  docu- 
ments to  be  analyzed  by  our  agents,  and  we  only  have  approxi- 
mately 3,000  special  agents  with  a  multitude  of  other  responsibil- 
ities. 

The  suspicious  transactions  themselves  are  most  valuable.  We  do 
not  have  a  specific  number  to  provide  to  you  at  this  time,  but  I 
could  get  that  number,  of  cases  that  are  initiated  as  a  result  of 
those. 

Senator  BRYAN.  I  think  that  might  be  helpful  for  our  record,  and 
we'll  keep  the  record  of  this  hearing  open  so  you  can  provide  that 
information  for  us. 

Mr.  Federico.  Yes,  sir. 

Once  they  are  sent  out,  they  are  analyzed,  they  are  compared  to 
other  pieces  of  information  in  the  database  itself.  They  may  also  be 
compared  with  forms  8300  that  Mr.  Noble  referred  to  in  his  testi- 
mony. They  are  referred  to  tax  returns  to  determine  whether  there 
is  a  comparable  amount  of  income  being  reported  to  the  IRS  that 
would  be  commensurate  with  the  type  of  income  or  the  type  of  dol- 
lars that  is  reported  on  the  suspicious  transaction.  At  that  point, 
a  decision  would  be  made  as  to  whether  there  is  any  potential  for 
a  criminal  investigation  to  be  initiated. 

Senator  Bryan.  The  Rick  Ames  case  is  much  in  the  news.  I  have 
occasion,  as  has  my  colleague,  to  serve  on  another  Committee  in 
which  this  matter  is  being  discussed  in  some  depth.  I  mean,  that 
strikes  me  as  an  example  that  your  overwhelming  volume  of  paper 
that  comes  in,  that  perhaps  that  matter  might  have  been  addressed 
much  sooner  and  with  much  less  damage  to  national  security.  Do 
you  care  to  make  any  comment  generally  without  going  into  any 
specific  details  on  that? 

Mr.  Noble.  Actually,  may  I  interject? 

Senator  Bryan.  Yes,  Mr.  Noble. 

Mr.  Noble.  We  discussed  this  last  night  in  terms  of  what  kind 
of  information  we  could  give  to  the  Committee  that  would  be  valu- 
able without  jeopardizing  an  on-going  criminal  investigation. 

I  would  just  simply  state  that  in  an  ordinary  case,  if  someone  is 
the  target  or  subject  of  a  criminal  investigation  or  a  sensitive  in- 
vestigation by  an  agency,  some  kind  of  process  being  set  up  where 
they  could  contact  a  FinCEN,  for  example,  to  see  whether  or  not 
any  Currency  Transaction  Reports  were  filed  under  the  name  of 
that  employee,  would  be  something  that  would  be  valuable,  we 
think,  for  national  security  as  well  as  other  sorts  of  clearances. 

Senator  Bryan.  I  appreciate  that. 

Give  us  some  sense,  Mr.  Noble — I'll  ask  you  the  question,  but  you 
can  certainly  defer  to  Mr.  Federico  if  he  might  have  additional  in- 
formation— in  terms  of  actions  that  are  taken  as  a  follow-on  from 
the  filing  itself,  there  are  two  generic  categories  that  come  to  mind. 

One  is  the  anti-laundering  provision  that  we're  talking  about. 
None  of  us  who  are  familiar  with  this  process  are  unmindful  of  the 
fact  that  it  also  has  another  purpose  as  well,  and  that  is  to  make 
sure  everybody  pays  what  they  owe  the  Federal  Government  in 
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terms  of  the  tax  collection  aspect  of  this,  separate  and  apart  from 
money  laundering. 

Can  you  give  us  some  perspective  as  to  how  much  of  the  action 
that  is  generated  as  a  result  of  these  CTR's  would  fall  into  the  cat- 
egory of  the  money  laundering  concerns  and  how  much  would  fall 
into  the  tax  evasion  concerns? 

Mr.  Noble.  I'll  let  Mr.  Federico  follow  up  on  it,  but  it  is  my  un- 
derstanding that  depending  upon  the  nature  of  the  suspicious 
transaction,  and  the  information  that's  attached  or  included  on  the 
form,  would  determine  what  next  step  the  investigator  would  take. 

But  I  believe  that  in  the  ordinary  course  of  business — and  Ed, 
you  can  follow  up  on  this  if  I'm  incorrect — running  it  against  the 
tax  information  associated  with  that  individual  is  done.  Is  that  cor- 
rect? 

Mr.  Federico.  Yes.  Every  criminal  investigation  that  IRS  initi- 
ates, those  names  of  corporations  or  individuals  are  run  against  the 
database  in  Detroit.  Likewise,  we  are  trying  to  use  them  system- 
ically  in  the  civil  investigations,  both  in  an  attempt  to  reduce  our 
outstanding  accounts  receivables  in  the  collection  area,  as  well  as 
to  increase  our  audit  coverage  in  the  civil  arena. 

Senator  Bryan.  Mr.  Federico,  is  it  possible  to  give  us  just  some 
general  sense,  perhaps  not  quantifying  for  us  in  particular  num- 
bers, if  you  don't  have  that,  but  a  percentage?  I  mean,  what  per- 
cent would  be  the  tax  evasion  and  what  percent  would  be  attrib- 
uted to  the  money  laundering,  if  you  can? 

Mr.  Federico.  I  don't  think  that  we  have  that  type  of  informa- 
tion. 

I  would  say,  though,  that  the  large,  large  percentage  of  the  sus- 
picious transactions  are  from  a  tax  evasion  as  well  as  an  illegal  ac- 
tivity percentage.  But,  as  Mr.  Noble  referred  to  earlier,  with  10 
million  of  the  forms,  and  as  you  are  trying  to  assist  us  with  reduc- 
ing that,  a  considerable  portion  of  the  10  million  relates  to  legiti- 
mate business. 

Mr.  Noble.  But,  Mr.  Chairman,  your  point  is  well  taken,  and 
that  is  when  people  are  engaged  in  suspicious  transactions  relating 
to  CTR's,  there  is  a  dual  purpose  in  theory,  and  one  is  pure  tax 
evasion.  You  just  don't  want  the  Government  to  know  how  much 
cash  you  are  generating  or  how  much  cash  is  flowing  through  your 
business. 

To  the  extent  you  can  structure  an  activity  to  not  lead  to  genera- 
tion of  a  report,  you  are  better  off  than  if  you  have  a  report  gen- 
erated. So  your  point  is  well  taken,  and  that  is  a  concern  of  the  IRS 
and  the  Department  of  the  Treasury  as  well. 

Senator  Bryan.  Mr.  Noble,  currently,  as  you  know,  under  the 
law  there  are  provisions  which  allow  the  Department  to  delegate 
certain  authority  for  enforcement  to  the  State  level. 

I  note  in  your  testimony,  as  well  as  the  provisions  that  we  have 
in  this  bill  and  the  companion  measure  in  the  House,  we  involve 
the  States  and  encourage  them  to  adopt  legislation  under  the  aegis 
of  the  Uniform  Commissioners  of  State  Laws.  Is  it  the  philosophy 
of  the  Department  to  continue  this  delegation  concept  to  the  States, 
to  allow  them  to  assist  in  the  enforcement  and  to  work  with  the 
Department  generally  in  the  enforcement  of  the  Act? 
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Mr.  Noble.  Yes.  It  is  our  philosophy  or  our  judgment  that  the 
people  who  can  best  regulate  and  control  this  activity  are,  the  first 
level,  the  bankers. 

If  we  want  to  know  what  a  suspicious  transaction  is,  we  ought 
to  turn  to  the  bankers  and  ask  them  what  they  believe  is  a  sus- 
picious transaction.  That's  why  we  are  asking  the  banks  to  start  to 
implement  policies  like  know  your  customer  and  so  forth. 

The  second  point  is,  we  believe  that  in  the  Federal  Government 
here  in  Washington,  we  should  not  be  dictating  to  the  States  what 
to  do  specifically,  that  is,  dotting  the  i's  and  crossing  the  t's,  but 
we  should  encourage  the  States  to  have  regulatory  mechanisms 
that  can  deal  with  tne  problem,  especially  the  problem  of  non-bank 
financial  institutions,  which  range  in  number  anywhere  from 
50,000  to  150,000.  There  is  no  way  we  could  monitor  their  activities 
at  the  Federal  level.  So  I  would  like  to  say  that  we  are  thinking 
about  working  in  concert  with  the  States  collaboratively,  rather 
than  dictatorially. 

Senator  Bryan.  You  made  the  point  in  your  testimony,  but  I 
think  it  needs  to  be  emphasized  again,  that  by  reducing  the  vol- 
ume, we  in  no  way  intend  to  minimize  the  enforcement,  just  the 
opposite.  And  section  5,  which  you  commented  on,  really  is  one  of 
the  major  loopholes  that  we're  dealing  with  and  both  bills  do  ad- 
dress foreign  bank  drafts,  which  has  been  a  problem  for  us. 

Let  me  give  you  an  opportunity,  one  more  time,  before  deferring 
to  my  colleague  to  ask  any  questions  that  he  may  have,  to  explain 
the  Ratzlaf  decision  with  respect  to  its  impact  on  you.  And  we  were 
talking  about,  I  think,  as  the  lawyers  would  say,  scienter,  that  is, 
what  knowledge  is  required  as  a  condition  precedent  to  moving 
through  a  criminal  process  to  prosecute  under  the  provisions.  Can 
you  go  through  that  again,  Mr.  Noble,  one  more  time? 

Mr.  Noble.  Sure. 

Senator  Bryan.  We  are  very  interested  in  working  with  you  and 
correcting  that. 

Mr.  Noble.  Imagine  if  I  have  $12,000  that  I  would  like  to  deposit 
into  an  account.  And  I  know  that  if  I  deposit  $10,000  or  more  in 
the  account  on  one  occasion,  the  bank  would  be  required  to  gen- 
erate a  CTR  on  me.  I  know  that.  I  have  the  mental  state,  scienter, 
if  you  will. 

So  I  decide  to  do  it  on  three  occasions,  $4,000,  $4,000,  $4,000. 
The  Government  learns  about  it  and  is  able  to  establish  that  I  did 
do  this.  I  deposited  3  amounts  of  $4,000  each  time  in  order  to  avoid 
a  reporting  requirement. 

In  the  Government's  view,  that  ought  to  be  enough  in  order  to 
convict  someone  of  a  structuring  violation.  The  Ratzlaf  decision 
said  no,  no,  no,  no.  You  need  another  mental  state,  a  higher  level. 
I  need  not  only  to  know  that  the  bank  has  this  obligation  but  also 
that  structuring  the  way  that  I  have  is  unlawful,  and  therefore, 
there  is  another  element  that  must  be  achieved. 

Someone  in  defense  could  say,  look,  I  just  didn't  want  the  bank 
to  report  me  to  the  IRS.  I  didn't  intend  to  do  anything  unlawful, 
I  didn't  know  it  was  unlawful. 

So  the  legislative  correction  that  this  Committee  and  the  House 
Banking  Committee  support  and  we  support  is  one  that  establishes 
a  mental  state  of  knowing  that  there  is  a  reporting  requirement 
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and  doing  something  consciously  to  avoid  that  reporting  require- 
ment or  making  that  reporting  requirement  more  difficult. 

Senator  Bryan.  Thank  you. 

Senator  D'Amato. 

Senator  D'Amato.  Thank  you,  Mr.  Chairman. 

Mr.  Noble,  let  me  take  you  to  another  area.  I  understand  that 
the  Treasury  Department  has  undertaken  an  investigation  that  has 
been  or  will  soon  be  completed  regarding  the  White  House  Treas- 
ury meetings  on  Whitewater  Madison.  Is  that  correct? 

Mr.  Noble.  It's  my  understanding,  from  having  testified  with 
Secretary  Bentsen,  that  the  Treasury  Department  has  taken  steps 
to  comply  with  a  request  for  documents  by  Special  Counsel  Robert 
Fiske,  sir,  yes. 

Senator  D'Amato.  Were  you  aware  of  any  independent  investiga- 
tion by  the  Department,  or  was  this  in  connection  with  the  request 
from  Mr.  Fiske? 

I  was  given  to  believe  that  there  was  this  studv  that  is  in  the 
process  and  may  have  been  completed  regarding  the  White  House 
Treasury  meetings  on  Madison.  Is  that  correct? 

Mr.  Noble.  Sir,  all  of  my  information  that  I  am  about  to  relate 
to  you  is  information  that  I  gathered  or  received  while  sitting  next 
to  Secretary  Bentsen  during  his  testimony. 

I  believe  he  made  three  points,  sir.  One  point  is,  upon  first  being 
advised  of  it,  he  made  a  referral  to  the  Office  of  Government  Eth- 
ics. Following  that  time,  the  Inspector  General's  Office  at  the  De- 
partment was  contemplating  doing  some  kind  of  independent  inves- 
tigation. Finally,  Independent  Counsel  Robert  Fiske  served  subpoe- 
nas on  people,  including  Treasury  officials,  and  at  that  point  the 
Inspector  General  decided  not  to  proceed. 

I  think  the  Office  of  Government  Ethics  is  consulting  with  Spe- 
cial Counsel  Fiske,  and  the  Secretary  ordered  that  all  the  docu- 
ments be  produced  and  no  records  be  destroyed,  and  that  was  fairly 
comprehensive.  But,  again,  as  I  say,  I  got  all  of  this  information 
from  attending  a  hearing  with  the  Secretary. 

Senator  D'iA^ATO.  Good.  Thanks.  I  understand. 

Mr.  Noble,  have  you  ever  attended  any  meetings  or  had  any  con- 
versations with  White  House  personnel  concerning  the  Whitewater 
Madison  matter? 

Mr.  Noble.  I  would  say  that  I  have  no  personal  knowledge  of 
anything  to  do  with  the  RTC,  Whitewater,  or  Madison  Guaranty. 

Senator  D'Amato.  Excuse  me  a  second.  Staff  is  whispering  in  my 
ear. 

[Pause.] 

Have  you  attended  any  meetings  or  had  any  conversations  with 
White  House  personnel  concerning  Whitewater  Madison? 

Understand  the  question.  Listen  to  me  carefully. 

Mr.  Noble.  It  sounds  like  a  two-part  compound,  complex,  and 
confusing  question. 

Senator  D'AMATO.  OK.  If  you're  having  trouble  with  it,  let's  look 
at  it.  Have  you  had  any  personal — or  have  you  had  any  conversa- 
tions with  anyone,  any  personnel  at  the  White  House  concerning 
the  Whitewater  Madison  issue? 

Mr.  Noble.  It  would  be  helpful  for  me,  Senator,  if  you  gave  me 
a  time  fi*ame.  I  mean,  with  the  press  reports  and  the  media  atten- 
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tion,  any  political  appointee  who  has  any  kind  of  compassion  is 
talking  about  what  can  happen  with  regard  to  accusations  about 
one's  integrity  and  so  forth  when  someone  comes  to  Washington. 

So,  yes,  I've  talked  about  the  press  reports,  I've  talked  about  the 
media  coverage.  But  I  have  no  personal  knowledge.  I  attended  no 
meetings,  I  had  no  information.  I  have  nothing  to  do  with  the  RTC, 
Whitewater,  or  Madison  Guaranty.  Everything  I  know  I've  either 
read  or  heard  or  saw  on  TV  or  heard  at  a  hearing.  I  have  no  per- 
sonal knowledge. 

Senator  D'Amato.  Have  you  spoken  to  any  people  at  the  White 
House  in  connection  with  any  matters  as  it  relates  to  Whitewater 
Madison? 

Mr.  Noble.  Following  the  public  disclosure  that  meetings  oc- 
curred? 

Senator  D'Amato.  Well,  have  you — ^yes. 

Mr.  Noble.  Yes. 

Senator  D'Amato.  Have  you  advised  anybody  about  any  actions 
or  activities  that  you  may  be  aware  of  that  Treasury  has  under- 
taken in  connection  with  this? 

Mr.  Noble.  First,  I  have  no  knowledge  of  any  activities  other 
than  the  publicly  reported  information.  And  second,  I  have  not 
talked  about  the  substance  of  anything  to  do  with  Whitewater, 
RTC,  or  Madison  Guaranty.  I  have  not  talked  about  any  of  the  un- 
derlying facts  that  have  been  written  about,  talked  about,  or  tele- 
vised. I've  not  talked  about  the  facts  at  all.  I  don't  know  the  facts. 
I'm  happy  that  I  don't  know  the  facts. 

Senator  D'Amato.  I'm  happy  for  you. 

Mr.  Noble.  So  are  my  mother  and  father.  They're  happy  as  well. 

[Laughter.] 

Senator  D'Amato.  Mr.  Noble,  I'm  not  going  to  pursue  this  line  of 
questioning  for  two  reasons. 

No.  1,  I  think  you're  an  honorable  man,  and  sometimes  the  proc- 
ess can  be  used  in  a  manner  which  is  not  fair.  I  just  want  to  really 
ascertain  whether  or  not  you've  given,  or  have  been  asked  for  any 
information  regarding  Whitewater  Madison,  regarding  Vince  Fos- 
ter's death,  or  regarding  ballistic  assistance  that  your  Department 
may  or  may  not  have  given  to  any  people  in  the  White  House. 

Mr.  Noble.  I  can  answer  that  categorically,  that  no  one  in  the 
White  House  has  asked  me  for  any  information  with  regard  to 
Whitewater,  RTC,  Madison  Guaranty,  the  Vince  Foster  suicide,  the 
investigation  by  ATF  of  the  ballistics  associated  with  the  Vince 
Foster  suicide,  or  anything  to  do  with  any  of  the  matters  that  you 
just  articulated,  sir. 

Senator  D'Amato.  I  am  satisfied  with  that  answer,  and  I  wish 
you  continued  success  in  your  endeavors  as  the  Assistant  Secretary 
in  charge  of  Enforcement. 

Mr.  Noble.  I  appreciate  that,  sir. 

Senator  D'Amato.  I  want  you  to  know  that  any  way  in  which  we 
can  be  helpful,  I  intend  to  loan  my  assistance,  to  this  Committee 
and  to  Senator  Bryan  in  particular,  who's  doing  an  outstanding  job 
in  this  area. 

Mr.  Noble.  Thank  you,  sir. 

Senator  D'Amato.  Thank  you,  Mr.  Chairman. 

Senator  Bryan.  Thank  you  very  much.  Senator  D'Amato. 
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I  have  a  copy  of  the  article  that  appeared  in  the  Washington 
Post,  and  it  does  make  reference  to  this  Rick  Ames'  matter  that  we 
talked  about  briefly  before,  that  this  data  was  allegedly,  if  this  arti- 
cle is  accurate,  made  available. 

Does  the  CIA  or  any  of  our  national  security  agencies,  do  they 
have  access  to  these  CTR's,  Mr.  Noble? 

Mr.  Federico.  Through  the  Office,  and  through  the  Assistant 
Secretary,  other  enforcement  agencies  do  have  access  to  these  upon 
their  request.  Normally,  we  utilize  FinCEN  for  that  purpose. 

Now,  whether  specifically  the  CIA  has  made  inquiries  of  the 
database,  I  am  not  in  a  position  to  state. 

Senator  Bryan.  Let's  expand  it  just  a  little  bit  more,  not  with  re- 
spect to  the  particular  case  in  question,  but  if  the  CIA  comes  to  you 
and  says,  look,  we  have  some  concerns  about  a  series  or  individual 
CTR's.  Are  you  then,  under  the  law,  able  to  provide  that  informa- 
tion to  them,  Mr.  Federico? 

Mr.  Federico.  Yes,  sir,  we  are. 

Senator  Bryan.  There's  been  some  concern,  as  you  know,  in  some 
of  the  testimony,  as  there  may  be  some  legal  limitations  as  to  what 
can  be  done  with  respect  to  some  of  the  privacy  concerns.  But  you 
do  have  that  authority  then,  under  the  current  law,  to  respond  to 
any  concerns  that  they  may  have? 

Mr.  Noble.  With  one  exception,  Mr.  Chairman.  That  has  to  do 
with  the  8300.  There  are  tax  secrecy  obligations  that  prevent  us 
from  disclosing  that  information  to  people  who  are  not  on  a  certain 
list.  But  with  regard  to  the  CTR,  a  starting  point,  we  certainly 
would  be  able  to  give  that  information.  And  if  the  CIA  was  inves- 
tigating someone  who  is  engaged  in  violations  of  national  security, 
then  there  would  be  a  mechanism  for  them  to  get  access  to  addi- 
tional information  as  well. 

Senator  Bryan.  Again,  in  a  broad  constraint,  do  you  ever  see  ei- 
ther suspicious  notations  or  otherwise  suggest  that  perhaps  there 
may  be  a  need  for  an  agency  outside  the  Department,  because  of 
other  legitimate  public  policy  needs,  to  call  their  attention  to  the 
fact  that  these  transactions  look  like  they  ought  to  be  more  thor- 
oughly investigated  by  another  department  of  Government?  Does 
that  ever  occur,  Mr.  Federico,  or  do  you  just  simply  keep  those  in 
house  unless  you're  requested  to  provide  that  information? 

Mr.  Federico.  No,  sir.  Most  of  the  suspicious  transactions,  if  it 
involves  another  agency  or  jurisdiction  or  interest  to  another  agen- 
cy, we  are  constantly  striving  for  a  cooperative  venture  with  that 
agency  to  bring  it  to  their  attention. 

I  should  note  that  most  of  the  money  laundering  investigations 
that  are  successful  are  worked  in  a  multi-agency  environment.  And 
as  we  gather  information  that  is  available  to  other  agencies,  we 
make  that  available  to  them. 

Now,  as  Mr.  Noble  pointed  out,  if  there  are  just  tax  violations  in- 
volved and  we  are  not  in  a  multi-agency  approved  environment, 
then  the  law  does  not  permit  the  sharing  of  that  type  of  informa- 
tion. That  would  be,  as  you  well  know,  tax  return  information  as 
well  as  the  Forms  8300. 

Mr.  Noble.  Mr.  Chairman,  I  would 

Senator  Bryan.  Certainly,  Mr.  Noble. 
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Mr.  Noble.  — just  follow  up  on  a  theme.  That  is  the  Ames'  case 
certainly  has  taught  me  that  there  is  more  for  us  to  do  perhaps, 
as  a  Government,  across  the  board.  And  we  in  the  Department  of 
the  Treasury,  I'm  sure  at  Justice  and  the  CIA  as  well,  are  going 
to  be  working  on  ways  to  improve  the  flow  of  information  so  that 
if  there  is  an  investigation  being  conducted  by  the  CIA,  or  any  in- 
telligence entity,  that  they  could  have  access  to  information  of  all 
sorts,  including  the  Form  8300,  sir. 

Senator  Bryan.  I  appreciate,  Mr.  Noble,  your  candor  and  that  of 
Mr.  Federico.  And  I  don't  want  to  dwell  on  this.  But  I  serve  on  the 
Intelligence  Committee,  and  I  just  wanted,  factually,  to  be  clear. 

Would  your  answers  be  the  same  with  respect  to  a  request  by  the 
FBI,  who  came  to  you  and  said,  look,  we  have  some  concerns  about 
some  security? 

Mr.  Noble.  Yes. 

Senator  Bryan.  National  security  concerns,  we'd  like  to  take  a 
look  at  what  you  have  with  respect  to  any  CTR's  on  individual  A? 

Mr.  Noble.  Right.  We  definitely  would  and  I  would  say  that,  get- 
ting back  to  the  Form  8300,  it  is  important  that  these  investiga- 
tions can  be  conducted  in  private. 

For  example,  prior  to  being  nominated  for  this  position,  I  had  to 
fill  out  a  tax  disclosure  form,  making — permitting  the  IRS  to  dis- 
close tax-related  information  about  me.  Obviously,  if  I  am  the  sub- 
ject of  an  investigation,  they  cannot  get  me  to  sign  a  waiver  be- 
cause that  would  alert  me  to  the  investigation.  So  it  is  important 
that  we  at  the  Department  of  the  Treasurv  and  the  FBI  and  the 
CIA  be  permitted  to  have  secret  access  to  tnat  information  as  long 
as  it's  for  a  national  security  or  legitimate  law  enforcement  pur- 
pose. 

Senator  Bryan.  I  appreciate  your  response. 

Trying  to  put  this  into  focus,  we're  trying  to  do  a  couple  of  things 
here,  obviously,  to  enhance  the  ability  to  ascertain  money  launder- 
ing activities  as  well  as  tax  evasion. 

We're  also  trying  to  make  this  process  work  for  those  who  pro- 
vide currently  these  10  million  reports  each  year,  and  those  are  the 
financial  institutions.  We  have  been  provided  with  information  that 
the  cost  of  these  reports  are  about  $3  to  $4  a  piece  to  send  in. 

Do  you  have  any  comments  as  to  whether  or  not  your  own  inde- 
pendent evaluation  or  what  you've  heard  would  indicate  that  that 
would  be  a  fair  dollar  cost? 

We've  got  some  people  on  the  panel  coming  up  that  may  be  able 
to 

Mr.  Noble.  Yes.  Yes.  We  do  not  dispute  it. 

Senator  Bryan.  You  don't  dispute  that. 

Mr.  Noble.  Some  might  even  say  it  may  be  a  bit  conservative, 
but  we  certainly  don't  dispute  this. 

Senator  Bryan.  Mr.  Wagner,  is  there  anything  that  you  might 
have?  We've  neglected  you  in  this  series  of  questions.  Sir,  do  you 
have  anything  else  to  add  for  our  record? 

Mr.  Waoner.  Customs,  as  a  Treasury  law  enforcement  agency, 
has  direct  line  access  to  the  CTR  database  as  well,  and  in  the  ex- 
arnple  that  I  gave  and  the  numerous  examples  of  cases  that  Cus- 
toms has  made  over  the  last  several  years  that  the  CTR  inforrria- 
tion  has  been  instrumental. 
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The  particular  case  that  I  mentioned  previously  started  with  an 
agent  who  was  at  an  airport  in  Texas  and  observed  some  travelers 
bringing  in  $3  or  $4  million  from  Mexico  by  way  of  a  private  air- 
craft. Their  suspicions  were  aroused  but  they  went  to  the  database, 
the  CTR  database,  as  well  as  the  PMIR  database,  to  ascertain  that 
what  they  had  was  a  long-standing,  highly  significant  organization 
that  was  moving  immense  sums  of  money. 

I  would  venture  to  say  that  in  at  least  95  percent  of  Customs' 
money  laundering  investigations,  the  CTR  database  has  some  role. 
It's  either  queried  or  becomes  actually  instrumental  in  making  the 
case. 

Senator  Bryan.  Does  most  of  that  action  come  at  the  front  end 
or  the  back  end? 

Mr.  Wagner.  Most  of  it  comes  at  the  front  end.  One  of  the  first 
things  an  investigator  would  do  when  he  becomes  suspicious  of  a 
particular  transaction  or  a  particular  individual,  is  explore  the 
database  to  see  what  else  he  can  learn.  And  oftentimes  a  wealth 
of  information  is  gained  by  just  a  simple  query. 

Senator  Bryan.  Mr.  Wagner,  we  thank  you.  Thank  each  of  you, 
and  let  me  again  compliment  you,  Mr.  Noble,  you  and  the  Depart- 
ment. Mr.  Newman  has  been  in  and  been  equally  supportive,  as 
has  the  Secretary  himself. 

I  think  the  Department  is  really  doing  the  right  thing  in  trying 
to  address  the  issue  that  we  ought  to  be  more  effective  and  yet  try 
to  lighten  the  burden  on  those  who  are  required  to  generate  this 
mass  of  paper  work. 

Mr.  Noble.  Mr.  Chairman,  I  would  like  to  thank  you  again  for 
your  leadership  and  the  fine  work  of  your  staff.  They  have  been 
very  helpful  and  worked  with  us  very  cooperatively,  and  we  appre- 
ciate that  as  well. 

Senator  Bryan.  Thank  you. 

We'll  now  have  our  second  panel  join  us.  That's  Mr.  Henry  Wray, 
the  Director,  Administration  of  Justice  Issues  from  the  Greneral  Ac- 
counting Office.  Mr.  John  Byrne  is  the  Senior  Counsel  of  the  Amer- 
ican Bankers  Association.  And  Mr.  Steve  Greathouse  is  the  Chair- 
man of  the  Nevada  Resort  Association  in  Las  Vegas,  Nevada,  who 
is  joined  by  Mr.  Bob  Faiss,  their  counsel,  who  is  a  senior  partner 
in  the  law  firm  of  Lionel  Sawyer  &  Collins. 

[Pause.] 

Senator  BRYAN.  Mr.  Wray,  am  I  pronouncing  your  last  name  cor- 
rectly, sir? 

Mr.  Wray.  Yes,  sir.  You  are. 

Senator  Bryan.  May  we  hear  fi-om  you  first,  and  I  will  share 
with  each  of  the  witnesses,  as  I  did  the  previous  panel,  that  your 
full  statement  is  made  a  part  of  the  record,  and  we'd  invite  you  to 
highlight  those  points  that  you  think  you  need  to  reemphasize  with 
us. 

OPENING  STATEMENT  OF  HENRY  R.  WRAY,  DHIECTOR,  ADMIN- 
ISTRATION OF  JUSTICE  ISSUES,  U.S.  GENERAL  ACCOUNTING 
OFFICE,  WASHINGTON,  DC 

Mr.  Wray.  Thank  you  very  much,  Mr.  Chairman. 
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I  will  very  briefly  summarize  my  prepared  statement.  A  number 
of  points  that  I  make  in  my  statement  I  think  have  already  been 
touched  on  by  you  or  the  Treasury  Department  witnesses. 

I'm  pleased  to  appear  before  you  today  to  discuss  GAO's  assess- 
ment of  the  Government's  processing  and  use  of  Currency  Trans- 
action Reports  as  it  relates  to  the  provisions  of  S.  1664.  My  testi- 
mony is  based  on  previous  GAO  reports  and  testimony  that  are 
listed  on  the  last  page  of  my  prepared  statement. 

As  you  know,  Mr.  Chairman,  the  Bank  Secrecy  Act  has  become 
a  major  weapon  in  the  (government's  efforts  to  combat  money  laun- 
dering. The  implementing  regulations  require  banks  and  other  fi- 
nancial institutions  to  file  a  Currency  Transaction  Report,  or 
"CTR,"  for  each  transaction  that  involves  more  than  $10,000  in  cur- 
rency. 

According  to  law  enforcement  agencies,  CTR's  are  an  extremely 
useful  tool  in  identifying,  investigating,  and  prosecuting  money 
laundering  operations  and  other  criminal  activities  generating 
large  amounts  of  cash.  However,  it  appears  that  the  CTR  database 
is  becoming  unwieldy  and  contains  many  reports  that  lack  law  en- 
forcement value. 

As  the  figure  on  page  3  of  my  statement  indicates,  the  number 
of  CTR's  filed  annually  has  increased  steadily  in  recent  years  from 
slightly  over  10  million  in  1987  to  almost  50  million  as  of  April 
1993.  At  the  rate  the  filings  are  increasing,  which  is  in  excess  of 
12  percent  each  year,  the  total  could  exceed  92  million  in  1996. 

The  Internal  Revenue  Service 

Senator  Bryan.  What  was  that  number  again,  Mr.  Wray.  I  was 
distracted. 

Mr.  Wray.  The  total  could  be  more  than  92  million  by  1996. 

Senator  Bryan.  Ninety-two  million? 

Mr.  Wray.  That's  right. 

The  Internal  Revenue  Service  estimates  that  between  30  and  40 
percent  of  the  CTR's  filed  are  reports  of  routine  deposits  by  large, 
well-established  retail  businesses.  These  CTR's  are  unlikely  to 
identify  potential  money  laundering  or  other  currency  violations, 
but  they  impose  substantial  costs  on  the  Nation's  banking  industry 
and  on  the  Government  itself. 

As  has  been  mentioned  earlier  today,  it's  estimated  that  it  costs 
banks  more  than  $3  to  file  a  CTR  with,  as  we  understand  it,  the 
costs  varying  depending  on  the  extent  to  which  they  use  automated 
systems.  IRS  officials  estimated  that  in  fiscal  year  1992,  it  cost  $2 
per  CTR  for  the  Government  to  process  the  reports  and  store  them 
on  its  database. 

GAO's  analysis  of  CTR  filings  confirms  that  the  volume  of  CTR's 
could  be  greatly  reduced  without  jeopardizing  law  enforcement 
needs.  In  fact,  our  work  indicates  that  the  large  volume  of  CTR's 
in  the  database  makes  analysis  difficult,  expensive,  and  time-con- 
suming. 

Therefore,  as  you  mentioned  in  your  opening  remarks,  Mr.  Chair- 
man, eliminating  routine  CTR's  should  not  only  reduce  Govern- 
ment and  industry  costs,  but  also  enhance  the  usefulness  of  the 
database  by  enabling  it  to  better  focus  on  those  CTR's  that  are  rel- 
evant for  law  enforcement  purposes.  And  our  understanding  is  that 
this  is  particularly  important  in  terms  of  using  the  database  for 
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proactive  analyses  that  require  trends  and  patterns  where  the  clut- 
ter of  routine  reports  now  on  the  system  makes  it  very  difficult  to 
isolate  those  trends. 

Treasury  Department  regulations  now  authorize  banks  to  exempt 
routine  transactions  from  CTR  reporting  under  certain  conditions. 
However — and  this  was  touched  on  also — most  banks  appear  reluc- 
tant to  use  the  exemption  authority  because  of  difficulty  under- 
standing the  exemption  procedures  and  concern  that  they  may 
incur  liability  for  granting  improper  exemptions.  Also,  we've  been 
told  that  many  banks  use  automated  systems  that  make  it  easier 
and  less  costly  to  report  all  transactions  than  to  go  through  the 
process  of  programming  an  exemption.  Mr.  Noble  also  touched  on 
that  fact. 

S.  1664  contains  several  provisions  that,  while  recognizing  the 
value  of  CTR's,  emphasize  the  need  to  reduce  the  number  filed  by 
ensuring  that  those  transactions  that  could  be  exempted  are,  in 
fact,  exempted.  The  bill  requires  the  Secretary  of  the  Treasury  to 
exempt  certain  categories  of  transactions  from  reporting  and  also 
authorizes  the  Secretary  to  grant  discretionary  exemptions  for 
other  types  of  transactions  based  on  information  submitted  by  fi- 
nancial institutions. 

The  bill  shields  institutions  from  liability  for  failing  to  file  a  re- 
port on  an  exempted  transaction  unless  the  institution  knowingly 
filed  false  or  incomplete  information  or  had  reason  to  believe  that 
the  exemption  criteria  was  not  satisfied. 

The  bill,  as  has  been  mentioned  earlier,  also  establishes  a  goal 
for  reducing  CTR's  by  at  least  30  percent  of  the  number  filed  dur- 
ing the  year  preceding  its  enactment. 

We  support  these  provisions.  It's  clear  that  banks  are  not  using 
the  exemption  process  to  the  extent  they  could  in  order  to  reduce 
the  volume  of  CTR's  filed.  The  bill  addresses  many  of  the  factors 
that  appear  to  underlie  the  failure  to  grant  more  exemptions.  We 
believe  that  any  action  taken  to  increase  the  use  of  legitimate  ex- 
emptions will  help  both  eliminate  unnecessary  costs  and  ensure 
that  the  CTR  data  collected  will  have  the  maximum  value  to  law 
enforcement  authorities. 

Thank  you. 

Senator  Bryan.  Thank  you  very  much,  Mr.  Wray. 

Mr.  Byrne,  we'll  hear  from  you  next. 

OPENING  STATEMENT  OF  JOHN  J.  BYRNE,  SENIOR  COUNSEL, 
AMERICAN  BANKERS  ASSOCIATION,  WASfflNGTON,  DC 

Mr.  Byrne.  Thank  you,  Mr.  Chairman, 

I'm  John  Byrne,  the  Senior  Counsel  of  the  American  Bankers  As- 
sociation and  a  member  of  the  Bank  Secrecy  Act  Advisory  Board 
that  was  recently  announced  by  Treasury  Secretary  Bentsen.  I  ap- 
preciate the  opportunity  to  testify  on  behalf  of  the  ABA  on  S.  1664, 
the  Anti-Money  Laundering  Act  of  1993. 

The  ABA's  long  been  involved  in  the  debate  on  how  to  make 
Bank  Secrecy  Act  compliance  and  money  laundering  deterrence 
more  efficient.  We  believe  that  there's  a  need  to  review  all  of  the 
requirements  currently  in  place  in  order  to  ensure  that  we  are  not 
unduly  hindering  the  U.S.  financial  system  while  adding  little  to 
our  country's  law  enforcement  efforts. 
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We  are  pleased  that  the  Treasury  Department,  under  the  direc- 
tion of  Assistant  Secretary  Noble,  agrees  with  the  need  for  Bank 
Secrecy  Act  review.  Most  importantly,  we  strongly  support  S.  1664 
as  an  approach  that  goes  a  long  way  toward  fixing  the  current  re- 
porting system. 

Senator  Bryan,  we've  been  frustrated  at  the  amount  of  routine 
reports  filed  by  our  industry  and  their  limited  utility  to  the  Gov- 
ernment. While  the  value  to  law  enforcement  of  the  reports  are  fre- 
quently hampered  by  diminished  resources,  the  reports  themselves 
are  adding  to  the  problem.  However,  we  are  beginning  to  see  im- 
provements. 

As  we've  heard  before,  in  1993,  the  industry  filed  about  10.1  mil- 
lion currency  reports.  The  time  for  completing  one  of  these  reports 
runs  anywhere  from  20  to  30  minutes.  Based  on  those  parameters, 
financial  institutions  believe  that  it  costs  anywhere  from  $3,  which 
is  the  number  that  we  accept,  to  as  high  as  $15,  depending  on 
whether  or  not  the  filing  is  manual  or  done  by  magnetic  media. 
However,  as  we  said  before,  this  seems  destined  to  change  and  we 
now  will  turn  our  comments  to  S.  1664. 

This  bill  will  help  in  a  drastic  reduction  of  routine  or  useless 
Currency  Transaction  Reports.  As  you  pointed  out  in  your  floor 
statement  announcing  the  bill's  introduction,  the  excessive  number 
of  reports  filed,  many  of  which  clearly  have  no  bearing  on  Federal 
money  laundering  enforcement,  place  a  great  strain  on  both  Fed- 
eral investigators  and  the  businesses  which  must  file  the  CTR's. 

We  are  particularly  pleased  with  the  requirements  in  section  2 
mandating  that  the  Treasury  reduce  the  number  of  CTR's  by  a 
minimum  of  30  percent.  This  is  an  important  call  to  the  Govern- 
ment to  ensure  that  the  CTR  reports  are  used  to  deter  and  inves- 
tigate money  laundering.  The  system  change  to  the  CTR  exemption 
process  will  greatly  assist  in  that  goal. 

As  the  Committee  knows.  Bank  Secrecy  Act  reporting  require- 
ments allow  banks  to  permit  exemptions  and  there's  been  some  dis- 
cussion about  why  banks  do  not  use  the  exemption  process. 

In  part,  it's  because  it  is  cumbersome,  but  I  must  also  say,  hav- 
ing worked  and  trained  the  bankers  for  the  past  10  years  on  the 
exemption  system,  frequently  law  enforcement  agents  will  tell 
bankers,  privately  and  in  public  settings,  that  perhaps  if  we  are 
unable  to  determine  the  source  of  a  business  if  it's  changed  hands, 
and  they're  on  our  exemption  list,  we  would  be  unintentionally 
helping  in  the  laundering  of  illegal  monies. 

So  part  of  the  reason  is  our  inability  to  always  know  the  business 
once  we've  set  up  the  exemption.  We  believe  the  existing  exemption 
mechanism  no  longer  works  and  should  be  revamped. 

Section  2  appears  to  be  the  answer  for  both  banks  and  law  en- 
forcement. It  creates  a  two-tier  exemption  system,  a  mandatory 
system  that  would  be  signed  off  by  the  Treasury,  and  a  discre- 
tionary system  in  which  we  would  make  recommendations  and  the 
Treasury  would  approve  or  deny  those  recommendations. 

This  proposal  is  consistent  with  IRS'  own  analysis  that  40  per- 
cent of  the  CTR  database  is  filled  with  routine  information.  We 
hope  that  the  agency  will  review  the  discretionary  list  in  a  prompt 
and  timely  manner  and  we  recommend  that  the  section  be  changed 
to  ensure  swift  review. 
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The  Treasury  Department,  like  many  Federal  agencies,  has  been 
hampered  by  limited  resources,  so  there  must  be  adequate  staff  to 
handle  this  new  authority. 

With  the  addition  of  certainty  to  the  process,  as  well  as  a  safe 
harbor  for  financial  institutions.  Congress  can  rekindle  our  interest 
in  bank  initiated  exemptions.  However,  efficiency  is  the  key. 
Streamlining  currency  reports  should  not  turn  out  to  be  more  ex- 
pensive than  leaving  things  alone.  Therefore,  we  support  the  con- 
cept of  redesign  in  the  bill,  but  banks  must  be  consulted  during 
this  process  if  change  is  to  have  any  real  effect.  This  is  an  excellent 
issue  for  the  Bank  Secrecy  Act  Advisory  Group,  and  we  will  be  of- 
fering our  suggestions  in  that  forum. 

Mr.  Chairman,  we've  also  long  criticized  the  multiple  filing  proc- 
ess for  reporting  suspicious  transactions  to  the  Government.  Tech- 
nology being  what  it  is,  it  stands  to  reason  that  banks  should  only 
have  to  file  with  one  agency. 

Section  3  of  your  bill  will  go  a  long  way  toward  guaranteeing 
that  result  if  it  covers  all  current  suspicious  transaction  reports. 
We  would  be  happy  to  work  with  both  the  Government  and  Con- 
gress on  this  issue. 

Mr.  Chairman,  section  5  of  the  bill  we  would  recommend  also  be 
amended  along  the  lines  of  the  House  Banking  Committee  money 
laundering  companion  bill  that  passed  the  Full  Committee  on 
March  9. 

The  House  bill  was  amended  to  require  persons  bringing  nego- 
tiable instruments  drawn  on  or  by  foreign  banks  in  excess  of 
$10,000  into  the  United  States  to  file  a  report,  instead  of  requiring 
banks  to  report  such  instruments  as  part  of  the  currency  reporting 
requirements. 

We  understand  that  the  Treasury  Department  supports  this  ap- 
proach, and  we  would  be  pleased  to  work  with  this  Committee  to 
develop  language  to  accomplish  that  result. 

In  January,  the  Supreme  Court  ruled  that  the  laws  regarding 
structuring  of  cash  transactions  to  avoid  reporting  could  not  be  vio- 
lated simply  by  avoidance  of  the  over  $10,000  reporting  require- 
ments. 

The  Court,  in  Ratzlaf  v.  United  States,  held  that  even  though  the 
bank  had  a  duty  to  report  cash  transactions  and  that  it  was  a 
crime  for  willful  violation  of  the  structuring  prohibition,  that  the 
individual  could  not  be  guilty  of  violating  the  bank's  reporting  re- 
quirements because  he  did  not  intend  to  disobey  the  law. 

Mr.  Chairman,  while  this  is  not  a  bank  decision  per  se,  we  are 
concerned  about  the  possible  ramifications  for  our  industry.  Institu- 
tions are  still  required  to  report  possible  violations  of  law,  includ- 
ing structuring,  to  law  enforcement  and  the  agencies.  A  perfect  ex- 
ample is  in  the  CIA  situation. 

Therefore,  if  a  banker  suspects  that  a  transaction  is  being  con- 
ducted to  avoid  reporting,  a  report  must  be  sent  to  the  appropriate 
agencies.  It  should  not  be  up  to  the  banker  to  determine  an  individ- 
ual's intent.  And  we  do  frequently  get  calls  from  bankers  who  have 
been  told  by  customers  that  the  reason  why  they're  structuring 
their  transactions  is  because  they  simply  don't  want  the  Govern- 
ment to  know  about  the  monies  that  they  are  putting  in  a  bank, 
or  they're  hiding  it  from  a  spouse. 
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That's  not  our  job  to  make  that  determination.  If  you  make  a 
change  and  overturn  the  Ratzlaf  decision,  and  we  can  go  back  to 
where  it  was  before,  and  if  we  see  a  suspicious  transaction  like 
structuring,  we'll  simply  report  it,  we'll  not  train  the  banker  to  de- 
termine the  intent  behind  it. 

Senator  Bryan.  Mr.  Byrne,  let  me  be  clear.  Are  you  supporting 
the  provision  as  amended  in  the  House  bill  that  deals  with  the 
Ratzlaf  decision? 

Mr.  Byrne.  Absolutely,  Senator  Bryan. 

We  also  would  recommend,  in  addition  to  that  change,  that  this 
Committee  and  the  Congress  consider,  if  the  exemptions  change  in 
section  2  does  not  work  in  the  next  several  years,  to  take  a  look 
at  a  long-held  recommendation  of  the  ABA  that  we  increase  the 
currency  transaction  reporting  threshold  from  the  current  $10,000 
limit. 

Right  now,  $10,000  is  still  a  large  amount  of  money  for  an  indi- 
vidual. However,  for  corporations,  that  number  was  created  in  1972 
and  our  economists  have  taken  a  look  at  the  cost  of  inflation  and 
other  changes,  and  in  1994  dollars,  we  would  suggest  that  it's  clos- 
er to  $35,000  or  $36,000.  Therefore,  we  have  recommended  that  the 
CTR  level  be  raised  to  $25,000  for  corporations  but  remain  at 
$10,000  for  transactions  by  individuals. 

We  believe  that  our  argument  has  been  bolstered  by  a  November 
1993  GAO  report  which  concluded  that  58  percent  of  the  CTR's  in 
1992  were  in  amounts  of  $20,000  or  less. 

As  we  said  before,  we're  not  prepared  to  push  this  particular  pro- 
posal at  this  point,  but  that  Congress  may  want  to  look  at  this  if 
the  30  to  40  percent  goal  is  not  reached  by  the  exemption  change. 

Finally,  Mr.  Chairman,  deterrence  works  if  risks  are  raised  suffi- 
ciently. We  believe  that  the  risks  involved  in  attempting  to  launder 
money  through  financial  institutions  are  great,  and  reporting  sus- 
picious activity  is  constantly  on  the  rise. 

Congress  can  close  out  the  possibility  of  laundering  in  financial 
institutions  by  improving  the  CTR  reporting  system.  We  ask  this 
Committee  to  consider  our  comments  as  constructive  criticism  to  a 
system  that  can  work  if  all  affected  parties  work  as  a  team. 

We  thank  you  for  the  opportunity  to  present  our  views. 

Senator  Bi^yan.  Mr.  Byrne,  we  thank  you  very  much. 

We'll  now  hear  from  Mr.  Greathouse  and  Mr.  Faiss. 

Gentlemen,  neighbors,  friends,  it's  nice  to  have  you  here  today. 

OPENING  STATEMENT  OF  STEVE  GREATHOUSE,  CHAIRMAN, 
NEVADA  RESORT  ASSOCIATION,  LAS  VEGAS,  NEVADA 

Mr.  Grp:athous?:.  It's  good  to  be  here,  Mr.  Chairman. 

I  am  Steve  Greathouse,  the  president  of  Harrah's  Casino  Hotel 
Division.  I  appear  today  as  the  chairman  of  the  Nevada  Resort  As- 
sociation, an  association  of  37  casinos,  casino  hotels,  and  resorts 
throughout  Nevada.  The  association's  members  also  have  current 
or  planned  gaming  operations  in  eleven  other  States  including  Ari- 
zona, California,  Colorado,  Illinois,  Indiana,  Louisiana,  Mississippi, 
Missouri,  New  Jersey,  New  York,  and  Washington. 

With  me  today  is  Robert  Faiss,  our  legal  counsel. 
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My  remarks  are  brief  and  shall  focus  on  the  policies  embodied  in 
S.  1664.  Mr.  Faiss  will  then  discuss  the  specific  provisions  of  the 
bill. 

Our  association  supports  S.  1664  and  its  primary  goals — increas- 
ing the  effectiveness  of  governmental  and  private  efforts  to  control 
money  laundering,  while  reducing  the  regulatory  burden  on  private 
businesses. 

Over  the  course  of  the  last  year,  the  association  has  sought  to  ad- 
vance those  goals  by  working  with  the  Treasury  Department  to 
help  refine  casino  cash  reporting  regulations  to  effectively  deter 
and  detect  money  laundering  without  creating  an  unnecessary  reg- 
ulatory burden  on  business.  We  pledge  to  continue  working  in  co- 
operation with  Treasury  to  reach  those  goals. 

Although  S.  1664  is  primarily  directed  toward  banks,  sections  7 
and  8  envision  a  comprehensive  State  licensing  scheme  for  non- 
bank  financial  institutions  that  are  engaged  in  transmitting  money. 
Our  association  endorses  this  concept  of  comprehensive  State  regu- 
lation as  a  complement  to  Federal  cash  reporting  regulations.  We 
believe  that  casino  regulation  in  the  State  of  Nevada  provides  an 
excellent  example  of  the  effectiveness  of  such  comprehensive  State 
regulation  being  used  to  augment  the  Federal  cash  transaction  re- 
porting requirements. 

We  believe  the  benefits  of  such  an  effective  State  regulatory  pro- 
gram, built  around  the  cash  reporting  parameters  of  the  Federal 
authorities,  can  be  realized  for  all  non-bank  financial  institutions 
as  well  as  casinos.  However,  we  submit  that  such  a  State  licensing 
and  regulatory  scheme  loses  much  of  its  utility  and  economy  if  the 
Secretary  of  the  Treasury  is  restricted  from  entering  into  enforce- 
ment agreements  with  the  State  licensing  and  regulatory  authori- 
ties. 

We  believe  the  Secretary  of  the  Treasury  must  have  the  discre- 
tion to  enter  into  agreements  with  the  various  jurisdictions  to  en- 
force cash  reporting  regulations  as  part  of  a  comprehensive  State 
regulatory  and  licensing  scheme. 

H.R.  3235,  the  House  counterpart  to  S.  1664,  removes  this  discre- 
tion of  the  Secretary  to  enter  into  such  enforcement  agreements 
with  the  States.  We  submit  that  the  Secretary's  power  to  enter  into 
such  agreements,  which  is  undisturbed  by  S.  1664,  can  only  add  to 
the  effectiveness  of  the  State  licensing  and  enforcement  schemes 
such  as  those  envisioned  by  sections  7  and  8  of  S.  1664. 

Moreover,  we  believe  that  all  gaming  jurisdictions,  whether  they 
be  States  or  the  regulatory  bodies  in  charge  of  Indian  gaming, 
should  have  the  option  of  entering  into  such  enforcement  agree- 
ments with  the  Treasury.  Currently,  only  States  have  this  abiHty. 

If  such  State  or  Indian  jurisdictions  are  able  to  satisfy  the  Sec- 
retary of  the  Treasury  that  they  have  comprehensive  regulatory 
systems  that  provide  Treasury  the  information  sought  by  the  Fed- 
eral cash  reporting  laws,  the  Secretary  should  have  the  discretion 
to  enter  into  enforcement  agreements  with  those  jurisdictions. 

This  allows  the  Secretary  to  obtain  the  information  needed  for 
Federal  anti-money  laundering  efforts  with  minimum  allocation  of 
Federal  resources.  The  avoidance  of  duplicative  State  and  Federal 
regulations  also  lessens  the  compliance  costs  of  the  regulated  busi- 
nesses and  the  enforcement  costs  of  Government. 
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In  summary,  we  support  the  bill  and  its  goals,  but  ask  that  the 
final  language  of  the  bill  specifically  give  all  jurisdictions  the  op- 
portunity to  create  and  enforce  comprehensive  cash  transaction  re- 
porting laws  through  enforcement  agreements  with  the  Secretary  of 
the  Treasury. 

If  the  jurisdiction  can  demonstrate  to  the  Secretary's  satisfaction 
that  the  cash  transaction  reporting  laws  will  enhance  and  com- 
plement the  Federal  anti-money  laundering  efforts  without  com- 
promising enforcement,  monitoring,  or  the  quality  of  information 
provided  to  the  Treasury,  that  jurisdiction  should  be  given  the  op- 
portunity to  police  cash  transactions  as  a  part  of  its  own  regulation 
affected  businesses. 

We  believe  the  costs  will  ultimately  be  lower  for  both  Govern- 
ment and  business,  while  the  effectiveness  of  anti-money  launder- 
ing efforts  will  be  enhanced. 

Senator  Bryan.  Mr.  Greathouse,  we  thank  you. 

Mr.  Faiss. 

OPENING  STATEMENT  OF  ROBERT  D.  FAISS,  LEGAL  COUNSEL, 
NEVADA  RESORT  ASSOCIATION 

Mr.  Faiss.  Mr.  Chairman,  thank  you.  Steve  Greathouse  and  I  ap- 
pear today  as  representatives  of  an  industry  that  has  a  strong  com- 
mitment to  keeping  itself  free  of  money  laundering  and  takes  pride 
in  its  success  in  doing  so. 

Ronald  Noble  spoke  this  morning  of  the  need  for  an  amendment 
to  strengthen  the  laws  against  structuring  in  the  aftermath  of  the 
Ratzlaf  decision. 

Steve  Greathouse  has  asked  me  to  state  that  the  Nevada  Resort 
Association  supports  Mr.  Noble's  call  for  that  amendment.  By  vir- 
tue of  an  enforcement  agreement  with  the  Secretary  of  the  Treas- 
ury, our  State  enforces  the  goal  of  the  Bank  Secrecy  Act  through 
regulation  6A  of  the  Nevada  Gaming  Commission. 

Although  adoption  of  this  bill  would  have  no  immediate  or  direct 
impact  on  Nevada,  it  is  important  to  us  because  any  change  in  the 
Act  may  ultimately  affect  Nevada  casinos.  And  any  development 
that  affects  casinos  can  have  a  decided  impact  on  Nevada.  Nevada's 
gaming  industry,  directly  or  indirectly,  is  responsible  for  about 
three-quarters  of  our  State's  tax  revenue,  economic  activity,  and 
employment. 

Sections  7  and  8  of  the  bill,  as  Mr.  Greathouse  said,  recognize 
that  State  licensure  and  regulation  is  an  effective  method  to  regu- 
late non-bank  financial  institutions.  We  suggest  equally  important 
is  the  power  of  the  Secretary  to  enter  into  enforcement  agreements 
with  the  State,  to  implement  the  Federal  cash  reporting  laws  or 
State  laws  patterned  after  the  Federal  laws. 

Nevada  today  has  the  only  enforcement  agreement  with  the 
Treasury.  That  has  been  misunderstood  by  a  few  as  meaning 
Treasury  abdicated  its  responsibility  with  respect  to  Nevada  casi- 
nos and  the  State  of  Nevada  assumed  none.  Neither  is  correct,  and 
the  contrary  is  true.  Nevada  has  a  strong  partnership  with  Treas- 
ury in  preventing  money  laundering  in  our  casinos. 

Our  gaming  regulators  have  been  tough  in  enforcing  the  Nevada 
counterpart  of  title  31  regulations.  And  Treasury  has  been  tough 
in  its  oversight  function. 


25 

Nevada's  tough  approach  dates  back  to  that  day  almost  10  years 
ago,  Senator  Bryan,  when  you,  as  Governor  of  Nevada,  approved 
the  State  participation  in  the  enforcement  agreement  only  after 
you  were  satisfied  Nevada  had  the  resources  and  the  commitment 
to  do  the  job  that  had  to  be  done. 

I  can  report  today  that  since  1985,  pursuant  to  its  agreement 
with  the  Secretary,  the  Nevada  State  Gaming  Control  Board  has 
done  the  job.  The  Nevada  Board  spends  20,000  agent  hours  a  year 
on  regulation  6A  enforcement,  which  takes  the  form  of  compliance 
audits,  overt  inspections,  and  undercover  operations. 

More  than  240,000  CTR's  have  been  filed  by  Nevada  casinos  in 
that  period.  The  Nevada  Board  has  levied  fines  totaling  approxi- 
mately $1.8  million  against  casinos  for  violations,  including  a  sin- 
gle fine  of  $1  million.  I  stress  that  these  were  technical  violations. 
In  no  case  was  there  even  a  hint  of  a  money  laundering  offense. 
Our  regulation  6A  goes  beyond  mere  reporting  and  actually  pro- 
hibits some  activities  that  are  permitted  under  title  31. 

If  I  may  give  you  just  a  couple  of  examples. 

The  transaction  of  an  exchange  of  cash  for  cash  with  a  patron  in 
an  amount  exceeding  $2,500  but  less  than  $10,000,  title  31  has  no 
provision.  That  transaction  is  prohibited  in  Nevada. 

In  an  exchange  of  cash  for  cash  with  a  patron  in  excess  of 
$10,000,  title  31  requires  two  CTR's,  but  that  transaction  is  prohib- 
ited in  Nevada. 

In  the  exchange  of  a  casino  check  for  patron  cash  in  excess  of 
$3,000  but  less  than  $10,000,  title  31  today  has  no  provision.  That 
transaction  is  prohibited  in  Nevada. 

The  Nevada  Board  has  forced  regulation  6A  to  be  a  priority  with 
our  licensees.  At  least  one  observer  on  the  Federal  level  has  said 
that  the  Nevada  regulators  may  get  the  attention  of  the  gaming  in- 
dustry much  better  than  the  Federal  Government  because  those 
regulators  have  the  power  not  only  to  fine  but  to  revoke  gaming  li- 
censes. 

Nevada  regulation  6A  embodies  a  major  goal  S.  1664  seeks  to 
achieve.  Efficiency  of  the  Federal  cash  transaction  laws,  both  in 
terms  of  resources  employed  and  the  results  achieved. 

We  suggest  to  you  and  the  Committee  that  that  goal  can  be 
furthered  by  preservation  of  the  Secretary's  discretion  to  enter  into 
enforcement  agreements  such  as  the  one  with  Nevada.  We  com- 
mend you  and  the  cosponsors  of  S.  1664  for  recognizing  that  revoca- 
tion of  the  Secretary's  exemption  authority  is  unnecessary  and 
could  be  counterproductive. 

If  Nevada's  enforcement  agreement  has  enhanced  the  fight 
against  money  laundering,  it  would  be  counterproductive  to  that 
fight  for  the  Congress  to  revoke  it.  On  the  other  hand,  if  Nevada's 
enforcement  agreement  has  weakened  the  fight  against  money 
laundering,  the  Secretary  of  the  Treasury  has  the  authority  to  re- 
voke it  without  any  Congressional  action. 

Further,  we  suggest  that  it  would  be  premature  at  best  to  strip 
the  Secretary  of  this  flexibility  without  benefit  of  the  study  now  un- 
derway by  the  Money  Laundering  Review  Task  Force. 

We  fully  expect  that  any  review  will  find  the  casino  industry  is 
so  diverse,  not  only  between  the  different  States  but  even  within 
a  State  itself,  that  the  national  interests  will  be  benefited  by  the 
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Secretary  having  the  discretion  to  shape  anti-money  laundering  en- 
forcement to  meet  the  characteristics  of  the  different  jurisdictions. 

As  a  last  note,  we  would  like  to  suggest  that  this  matter  affects 
more  than  the  State  of  Nevada.  Casino  gaming  today  is  in  oper- 
ation or  in  development  in  nearly  20  States.  It  has  been  estimated 
that  every  population  center  in  the  country  will  be  within  a  3-hour 
drive  of  casino  gaming  within  10  years. 

Enforcement  agreements  could  give  those  new  casino  jurisdic- 
tions the  incentive  to  enact  and  enforce  comprehensive  programs 
against  money  laundering,  thus  bolstering  the  national  effort  with- 
out burden  on  the  Federal  funds  allocated  to  that  effort,  as  the  Ne- 
vada experience  has  shown. 

We  find,  among  those  jurisdictions,  Mr.  Chairman,  that  there  is 
a  growing  recognition  of  the  importance  of  the  Secretary's  exemp- 
tion authority.  We  are  told  the  Colorado  gaming  industry  has  dis- 
cussed with  Federal  authorities  a  possible  request  for  an  exemp- 
tion. The  matter  is  under  discussion  by  the  gaming  industry  in  var- 
ious other  States  where  casino  gaming  is  now  approved. 

Two  weeks  ago  in  Houston,  the  members  of  the  National  Gaming 
Law  Council  supported  retention  of  the  Secretary's  exemption  au- 
thority. And  so,  as  Mr.  Greathouse  testified,  instead  of  revoking 
this  discretion  of  the  Secretary,  we  suggest  that  the  Congress 
should  enhance  its  effectiveness  by  making  it  available  to  addi- 
tional entities. 

Thank  you,  Mr.  Chairman,  for  the  privilege  of  appearing  here 
today. 

Senator  Bryan.  Mr.  Faiss,  thank  you  very  much. 

Mr.  Wray,  let  me  begin  with  you  with  a  couple  of  questions. 

I  was  somewhat  shocked  by  your  projection,  1996,  92  million. 

Mr.  Wray.  That  would  be  the  total  number  of  CTR's  in  the  sys- 
tem. It's  a  cumulative  figure. 

Senator  Bryan.  Do  you  have  any  idea  what  the  annual  rate 
would  be?  Right  now,  we're  told  it's  10  million.  What  would  it  be 
in  terms  of  1996?  Do  you  know  what  kind  of  increase  would  be  pro- 
jected, or  did  you  do  any  work  on  that  one? 

Mr.  Wray.  Well,  it's  been  increasing  at  a  rate  of  about  a  little 
over  12  percent  a  year;  it  would  be  in  that  neighborhood. 

Senator  Bryan.  I  mean,  it's  clear  from  your  testimony  and  the 
observation  of  Treasury — in  other  words,  the  amount  oi  informa- 
tion in  the  database  is  simply  overwhelming.  And  what  you're  say- 
ing, as  I  understand  your  testimony,  is  that  without  change,  that's 
going  to  be  a  compounded  problem  with  the  rate  of  increase  to- 
gether with  what  is  the  cumulative  amount  of  volume  of  informa- 
tion in  the  database. 

Mr.  Wray.  Yes.  Essentially,  the  volume  would  close  to  double  in 
3  or  4  years. 

Senator  Bi^yan.  You  indicated  that  you  had  a  chance  to  look  at 
S.  1664  and  the  exemption  process.  I  take  it  that  you  are  satisfied 
that  in  terms  of  structuring  something  that  is  workable  in  reducing 
the  volume  and  yet  protecting  the  public  policy  objective  of  the  Act, 
that  S.  1664  and  its  counterpart  hit  the  mark? 

Mr.  Wray.  We  believe  so,  Mr.  Chairman.  It  still  will  depend  on 
the  banks,  to  a  large  extent,  to  use  the  exemption  authority  and 
you  still  might  have  the  problem  that  automated  systems  perhaps 
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still  make  it  cost  effective  to  continue  filing.  But  we  believe  that 
these  provisions  are  certainly  a  major  step  toward  making  the  ex- 
emption process  more  meaningful. 

One  of  the  main  things  they  do,  from  our  point  of  view,  is  change 
the  incentives.  I  think  one  of  the  problems  now  is  that  the  entity 
with  the  greatest  incentive  to  reduce  the  volume  is  the  Federal 
Government. 

While  the  exemptions  are  granted  by  banks,  as  Mr.  Byrne  has 
mentioned,  banks  aren't  really  in  the  best  position  to  do  this.  The 
businesses  themselves,  who  are  engaged  in  routine  transactions, 
don't  have  any  particular  incentive  to  have  an  exemption.  So  we 
think  that  one  of  the  major  benefits  of  the  provisions  of  the  bill  is 
to  shift  the  incentives  to  where  they  should  be. 

Senator  Bryan.  Mr.  Bvrne,  I  think  you  used  the  term  that  about 
40  percent  of  these  CTRs  probably  relate  to  fairly  routine  banking 
transactions  that  really  have  no  probative  value  in  terms  of  dealing 
with  money  laundering  as  such? 

Mr.  Byrne.  Yes,  Senator.  That's  basically  what  the  Government 
has  said,  and  we  agree  with  that,  and  we  have  found  that  this  per- 
centage is  major  retailers  and  grocers  and  places  like  that. 

Senator  Bryan.  Sure. 

You're  satisfied  that  the  way  we  structured  this  exemption  that, 
as  you've  pointed  out,  now  that  there  is  an  exemption  process  cur- 
rently available  under  the  law,  it  is  unworkable  and  unmanageable 
and  because  you  are  at  risk  to  some  extent  if  you  don't  dot  all  of 
the  i's  and  cross  the  t's,  that  it's  almost  easier  for  you  simply  to 
over-comply,  if  you  will,  and  not  face  the  risk  of  being  penalized. 
Is  this  structure  that  we've  provided  here  in  S.  1664,  in  your  judg- 
ment, going  to  be  workable? 

Mr.  Byt?ne.  What  is  so  workable  about  it.  Senator  Bryan,  is  that 
there's  a  mandatory  exemption  system,  but  there's  also  the  discre- 
tionary, so  the  bank  can  make  an  argument  that  if  a  particular 
company  isn't  on  the  mandatory  list  but  maybe  it's  a  major  re- 
gional retailer  that  wasn't  picked  up,  we  could  make  that  sugges- 
tion and  work  with  Treasury  to  come  to  the  same  conclusion.  I 
think  in  that  instance,  the  bank  would  offer  its  suggestions  about 
that  particular  customer.  So  I  think  the  two-tier  system  should 
work  fairly  well. 

Senator  Bryan.  As  you  know,  there  has  been  a  regulation  that 
has  been  deferred  until  December  1,  which  reduces  at  least  the  col- 
lection threshold  from  10  thousand  to  3  thousand.  Do  you  have  any 
idea  what  additional  burden  that  would  impose  upon  banks  to  com- 
ply with  that  information? 

Mr.  Byrne.  I  believe  that  the  threshold  you're  mentioning  ap- 
plies to  non-banks  and  not  to  our  industry.  With  us,  it  would  nave 
a  tenfold  increase  in  currency  reports  if  that  were  to  happen. 

Senator  Bryan.  Mr.  Greathouse,  you  have  offered  your  comments 
about  the  current  provisions  as  they  exist  under  Nevada  law.  And 
I'll  give  Mr.  Faiss  an  opportunity  to  respond  to  this  as  well. 

I  think  a  number  of  people  are  not  aware  that  there  is  a  report- 
ing requirement  by  Nevada  casinos. 

The  point  that  you  and  Mr.  Faiss  are  making  is  that,  not  only 
do  you  comply  with  the  requirements  of  the  Federal  law,  but  that 
you  have,  in  addition,  provisions  which  the  Gaming  Commission 
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has  adopted  and  which  are  enforced  by  the  Gaming  Control  Board, 
that  makes  vour  comphance  even  greater  than  that  required  under 
the  terms  of  the  Federal  law.  Is  that  the  essence  of  your  testimony, 
Mr.  Faiss? 

Mr.  Faiss.  Insofar  as  money  laundering  is  concerned,  yes,  Mr. 
Chairman.  There  are  some  differences  between  the  two. 

Senator  Bhyan.  In  terms  of  the  additional  sanction  that  you 
mentioned  because  gaming  is  a  privileged  industry  in  Nevada,  you 
are  indicating  that  there  is  an  additional  incentive  to  comply  under 
this  delegated  authority  that  exists  now,  because  not  only  would  a 
casino  be  in  violation,  and  you've  indicated  that  there  have  been 
some  technical  violations  in  which  rather  substantial  fines  have 
been  imposed  that  in  no  way  dealt  with  money  laundering,  but 
you're  indicating  that  the  ultimate  hammer  by  the  Gaming  Com- 
mission is  for  such  a  regulated  licensee  that  tne  license  itself  can 
be  revoked? 

Mr.  Faiss.  Yes,  Mr.  Chairman.  That  is  the  supreme  punishment. 
Afler  that,  there's  nothing  for  a  casino. 

Senator  Bryan.  Are  you  satisfied  that  the  way  S.  1664  is  cur- 
rently structured  that  this  exemption  that's  been  provided  in  terms 
of  the  categories  of  reduction — now  I'm  not  talking  about  the  6A, 
but  in  terms  of  the  exemption,  that  that  makes  some  sense  from 
your  perspective  as  well? 

Mr.  Faiss.  It  certainly  does.  Sections  2  and  3  call  for  the  CTR 
process  to  eliminate  information  which  has  little  or  no  value  for 
law  enforcement  purposes  and  to  seek  to  reduce,  as  you  said,  the 
CTR's  by  at  least  30  percent.  The  Nevada  gaming  industry  strongly 
supports  both  of  those  goals. 

Senator  BiiYAN.  Mr.  Byrne,  returning  to  you,  you're  on  the  Task 
Force.  Would  you  have  any  suggestions  or  recommendations  that 
you  would  make  to  the  Task  Force  before  we  finalize  all  of  this? 
Or  do  you  have  any  additional  thoughts  that  you  are  going  to  be 
offering  to  the  Task  Force  in  terms  of  the  implementation  of  any 
of  these  regulations  that  may  come  about? 

Mr.  BYimK.  Senator,  some  of  the  things  that  we've  detailed  in 
our  testimony  include  this  whole  question  of  suspicious  reports. 
There  is  a  combination  of  reports  to  get  filed.  You  heard  about  the 
currency  report  where  you  check  the  suspicious  transaction  box. 

Senator  Bkyan.  Yes. 

Mr.  Byknk.  That's  not  a  mandatory  duty.  You  don't  have  to 
check  the  box,  but  there  is  something  called  a  criminal  referral 
form,  which  includes  a  whole  host  of  crimes  including  money  laun- 
dering. We  hope  there  will  be  some  combination  of  those  reporting 
schemes  so  that  the  banker  knows  that  if  it's  a  money  laundering 
offense,  we're  to  go  with  that  form  as  opposed  to  trying  to  deter- 
mine what's  mandatory  and  what's  voluntary.  And  I  think  there's 
some  agreement  within  the  Government  to  do  that.  That  will  be  a 
major  point  for  us  to  bring  up  in  the  Board  meetings. 

Senator  Bkyan.  What  do  your  people  use  as  a  criteria  for  check- 
ing that  suspicious  transaction?  In  other  words,  what — you've  indi- 
cated that  you've  been  involved  in  training  people  to  comply  with 
the  law.  What  generally  are  the  parameters?  What  do  you  use  in 
terms  of  general  criteria  for  saying,  look,  this  is,  quote,  a  trans- 
action that  we  suggest  that  you  check  as  suspicious? 
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Mr.  Byi^ne.  There  are  a  combination  of  things.  We  realize  that 
we  don't  have  all  the  answers.  So  frequently,  when  we  do  our  train- 
ing, we  invite  the  Government  and  they  readily  agree  to  come, 
whether  they  are  Treasury  officials  or  IRS  officials,  to  conferences 
and  programs  to  explain  what  we  would  call  red  flags  or  caution 
indicators.  And  I  brought  a  couple  with  us  just  to  mention  briefly. 
These  are  the  types  of  things  we  tell  bankers  to  look  out  for. 

One  would  be  multiple  account  openings  under  multiple  names. 
That  does  happen.  That's  certainly  a  red  flag  that  something's  oc- 
curring. 

No  references  or  documentation  or  reluctance  to  furnish  data. 
The  tellers  are  trained  as  much  as  possible,  but  there's  a  high  turn- 
over with  front  line  tellers,  and  so  frequently  when  they  are  asking 
the  questions  to  fill  out  the  forms,  there  is  a  reluctance  on  the  part 
of  an  individual,  whether  it's  legitimate  reasons  or  not,  to  furnish 
that  data.  If  that  occurs,  we  suggest  they  check  the  box  and  make 
a  phone  call. 

Seemingly  false  information  is  another  caution  indicator. 

Frequent  denomination  exchange  such  as  coming  in  with  $100 
bills  that  you  want  to  change  to  $20's  and  lower  denominations 
which  obviously  work  more  on  the  streets  when  you're  dealing  with 
drug  trafficking  proceeds. 

Senator  Bryan.  Would  you  file  a  suspicious  notation  even  if  it 
didn't  reach  the  reporting  threshold?  Suppose,  for  example,  there 
was  an  on-going  series  of  transactions  that  you  saw  were  below 
$10,000,  as  I  understand,  that  is  the  reporting  obligation,  but  sup- 
pose somebody  was  coming  in  fairly  consistently  with  some  pretty 
bizarre  business  transactions,  $8,000,  $8,000,  $8,000.  Would  that 
cause  you  to  take  any  action? 

Mr.  Byrne.  Absolutely,  and  that  would  probably  go  on  the  other 
form  I  referred  to,  the  criminal  referral  form. 

As  a  matter  of  fact,  some  of  these  individuals  know  the  laws  bet- 
ter than  our  bankers  and  will  come  in  with  $9,500  3  or  4  days  in 
a  row,  because  they  know  that  there's  that  limit.  Those  types  of  sit- 
uations occur  frequently  and  we  will  report  that  activity. 

The  final  one  I  would  just  mention  is  if  you  have  a  sudden  large 
problem  loan  pay  down,  where  someone  comes  in  to  pay  off  a  loan 
quickly  that's  been  a  problem  loan.  This  may  be  another  indication 
of  red  flags. 

I  have  to  say  that  the  Government  has  done  a  terrific  job  of  try- 
ing to  give  us  information  to  supplement  what  we  believe  is  sus- 
picious, and  the  two  have  to  work  together.  We've  seen  a  sea 
change  in  attitudes  in  the  past  10  years,  and  I  think  it's  helping 
us  a  lot. 

Senator  Bryan.  Mr.  Byrne,  let  me  make  sure  that  I  understand 
the  mechanics.  It's  been  a  while  since  I've  opened  an  account.  Tra- 
ditionally, at  least  in  most  banks  that  I've  been  familiar  with,  your 
new  account,  you  may  even  have  a  new  account  person  who  is  sep- 
arate and  apart  from  the  teller  window,  and  that's  where  you'd  get 
all  the  information  about  the  business  or  the  account  itself,  in 
terms  of  background  and  that  sort  of  thing.  That,  obviously,  is  an 
opportunity  to  trigger,  as  you've  suggested,  some  unusual  or  sus- 
picious circumstance. 
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With  respect  to  deposits  themselves,  traditionally,  if  I  still  under- 
stand the  way  banking  works,  that  is  something  that  you  would 
not  go  to  the  person  that  opened  the  account  where  you  would 
have,  in  effect,  the  information  or  the  database  as  required  by 
banks  to  have  a  record  of  the  account.  That's  where  the  actual 
transactions  would  prospectively  occur  at  the  teller  window.  What 
is  the  obligation  of  the  teller? 

Suppose  that  there  is  a  $10,000  transaction  that  would  indeed 
trigger  a  requirement.  The  teller,  himself  or  herself,  as  I  under- 
stand it,  is  required  to  make  a  report  under  the  CTR's.  Tell  us 
what  your  internal  process  is.  Do  you — ^you  don't  stop  the  trans- 
action and  say,  no,  we  can't  do  that,  or  we  need  to  refer  you  to  an- 
other person  in  the  bank?  You  comply  with  the  request,  but  then 
note  it  and  record  it  for  CTR's.  Tell  us  how  that  generally  works, 
if  I  have  an  understanding  of  this. 

Mr.  Byrne.  Sure.  As  you  stated  before,  with  the  new  accounts, 
that's  something  you  do  the  first  day  you  walk  into  the  bank.  When 
you  come  to  the  teller  window,  you're  dealing  with  the  frontline 
personnel. 

No.  1,  the  currency  report  has  to  be  signed  off  by  more  than 
frontline  personnel,  so  there  is  an  internal  process  where  either  a 
compliance  officer  or  a  security  officer  will  look  over  the  currency 
report  before  we  send  it  into  IRS. 

If  the  teller  makes  a  determination  that  something  is  suspicious, 
that  person  won't  make  the  final  determination.  There  will  be  a 
consultation  with  counsel  and  compliance  officers,  and  at  that  point 
there  will  be  a  determination  whether  that  was  in  fact  a  suspicious 
transaction. 

So  you'll  have  a  double  signing  authority  on  the  CTR.  Also,  if  a 
customer  won't  provide  documentation,  we  can't,  as  a  bank,  ask 
you  to  provide  ID  and  you  simply  say,  well,  I  provided  it  when  I 
opened  up  the  account.  That's  not  good  enough.  We're  not  going  to 
write  on  the  form,  signature  card  on  file.  We're  going  to  make  sure 
we  determine  it  right  then  and  there  that  you've  given  us  proper 
identification. 

So  internally,  it's  a  two-  or  three-step  process.  No  one  on  the 
frontline  will  have  the  final  determination  of  whether  to  report  an 
activity  as  suspicious  or  as  routine. 

Senator  Bryan.  You  had  indicated,  although  not  a  part  of  your 
request  at  this  point  from  an  industry  perspective,  but  you'd  like 
to  see  the  reporting  threshold  increased  perhaps.  Do  you  have  a 
number  in  mind? 

Mr.  BYimK.  We  have  recommended,  on  several  occasions,  either 
$20,000  or  $25,000  for  corporations;  but  not  for  individuals  because 
over  $10,000  in  cash  is  still  a  high  amount  of  money  for  someone 
to  walk  in  off  the  street  with.  We're  just  suggesting  that  that  be 
looked  at  seriously  if  the  exemption  system  that  we're  changing 
doesn't  result  in  a  20,  30,  or  40  percent  decrease  in  currency  re- 
ports. 

Senator  Bryan.  I  thank  you  very  much. 

We've  been  joined  by  our  colleague  on  the  Committee,  Senator 
Moseley-Braun.  I  defer  to  her  for  any  questions  that  she  might 
have  to  ask. 
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OPENING  STATEMENT  OF  SENATOR  CAROL  MOSELEY-BRAUN 

Senator  Moseley-Braun.  Thank  you  very  much,  Mr.  Chairman. 
I  don't  really  have  questions,  and,  frankly,  I  have  an  opening  state- 
ment that  I  m  prepared  to  file. 

As  a  former  prosecutor,  I  know  how  important  a  Federal  anti- 
money  laundering  law  is  and  I  know  that  this  is  a  serious  problem. 
Some  estimates  indicate  that  there  could  be  as  much  as  $300  bil- 
lion spent  in  money  laundering  in  a  given  year.  That's  even  more 
than  the  Pentagon  spends  every  year. 

I  know  very  well,  however,  how  it  is  to  be  buried  in  paper  work, 
and  that  the  number  of  Currency  Transaction  Reports  is  growing 
at  over  13  percent  per  year.  And  there  are  now  about  9  million 
such  reports  filed  each  year. 

There  are,  as  I  understand  it,  some  657  large  companies,  mostly 
retailers,  who  file  over  a  thousand  reports  each,  and  that  collec- 
tively, they  account  for  almost  2.3  million  of  the  9  million  Currency 
Transaction  Reports  filed. 

I  therefore  strongly  agree  with  you,  Mr.  Chairman,  that  the  co- 
sponsors  of  this  bill  are  to  be  congratulated  for  their  effort.  Cer- 
tainly currency  transaction  reporting  needs  greater  focus  and  that 
focusing  the  reporting  requirements  where  the  real  need  is  will  en- 
hance Taw  enforcement  efforts  while  reducing  the  unnecessary 
paper  work  burden. 

I  think  the  goal  that  you  set  out  in  the  legislation,  reducing  the 
volume  of  reports  filed  by  depository  institutions  by  at  least  30  per- 
cent, is  a  goal  that  makes  sense  and  one  that  will  better  enable  us 
to  fulfill  tne  goal  of  the  law  and  help  address  and  detect  money 
laundering  where  it  occurs. 

And  so,  Mr.  Chairman,  I  would  iust  want  to  congratulate  you, 
and  ask  that  my  statement  be  filed  for  the  record,  and  I  have  no 
questions  really  of  the  panel. 

Senator  Bryan.  Thank  you  very  much.  Senator  Moseley-Braun. 
Your  statement  will  be  made  a  part  of  the  record  and  we  appre- 
ciate your  attendance  and  participation  in  the  hearing  today. 

Thank  you. 

Mr.  Wray,  just  one  last  question  before  we  conclude  our  hearing, 
a  follow-up  to  Mr.  Byrne's  observation.  What  are  the  pros  and  cons, 
as  you  see  it,  in  terms  of  lifting  the  corporate  CTR  level  to  $25,000, 
if  that  should  ever  become  a  serious  proposal? 

Mr.  Wray.  Well,  the  pro  would  be  that  it  would  certainly  elimi- 
nate many  reports.  As  he  mentioned,  we  issued  a  fact  sheet  in  No- 
vember 1993,  indicating  that  raising  the  level  to  $20,000  would 
eliminate  about  58  percent  of  the  CTR's  in  the  system,  over  half 
of  them. 

Senator  Bryan.  About  58  percent? 

Mr.  Wray.  That's  right. 

Senator  Bryan.  That  would  reduce  the  volume  by 

Mr.  Wray.  Oh,  yes,  it  would  reduce  it  by  over  half  in  one  fell 
swoop.  I  think  that  figure  may  be  a  little  high  because  there  are 
some  individual  filers,  but  well  over  90  percent  of  the  CTR's  are 
filed  by  businesses. 

The  con,  I  suppose,  is  that  the  amount  of  the  transaction  may 
not,  per  se,  equate  to  its  value  for  law  enforcement  purposes.  The 
exemption  process  in  the  bill,  I  would  say,  not  being  a  law  enforce- 
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ment  expert,  is  more  tailored  to  really  get  at  the  question  of  law 
enforcement  value  and  simply  raising  the  level  to  $20,000  might 
run  some  risk  of  eliminating  transactions  that  might  have  law  en- 
forcement value  more  so  than  the  exemption  process. 

Senator  Bryan.  I  guess  there  is  an  arguable  basis  to  index  it  in 
some  way.  The  threshold  exemption,  in  terms  of  real  dollars, 
changes  as  inflation  progresses.  I  mean  these  numbers  are  obvi- 
ously far  less  in  terms  of  spending  or  purchasing  power  today  than 
they  were  at  the  time  that  they  were  enacted,  so  there  may  be 
some  basis  upon  which  to  periodically  make  adjustments  to  and  re- 
view that. 

Mr.  Faiss. 

Mr.  Faiss.  Mr.  Chairman,  you  asked  about  the  difference  be- 
tween title  31  and  regulation  6A.  I  should  point  out  that  there  is 
one  difference.  Unlike  title  31,  Nevada  does  not  require  a  CTR  on 
verified  gaming  payouts. 

And  further,  I'd  like  to  say,  that  despite  our  pride  in  what  we 
think  is  a  great  success  of  regulation  6A,  the  Treasury  Department 
does  think  it  can  be  enhanced,  and  we  are  in  discussions  with  them 
to  see  how  we  might  resolve  those  issues. 

Senator  Bryan.  First,  let  me  ask  you  also,  the  Ratzlaf  case, 
which  you've  heard  discussed  by  both  Mr.  Byrne  and  Mr.  Noble, 
have  you  had  a  chance  to  take  a  look  at  that  case  and  has  the  in- 
dustry taken  a  position  with  respect  to  its  view  in  terms  of  modify- 
ing the  Supreme  Court's  decision? 

Mr.  Faiss.  I  have  examined  that  case,  as  Mr.  Greathouse  has 
done,  and  after  surveying  the  industry,  which  was  completed  yes- 
terday, we  are  authorized  to  state  support  for  such  an  amendment. 

Senator  Bryan.  I  appreciate  that. 

Any  other  comment  or  question,  gentlemen? 

[No  response.] 

If  not,  we  thank  you  very  much  for  your  participation  and  your 
testimony.  And  this  hearing  will  be  adjourned. 

(Whereupon,  at  11:59  a.m.,  Tuesday,  March  15,  1994,  the  Com- 
mittee was  adjourned,  subject  to  call  of  the  Chair.] 

(Prepared  statements,  response  to  written  questions,  and  addi- 
tional material  supplied  for  the  record  follow:] 


33 

PREPARED  STATEMENT  OF  SENATOR  DONALD  W.  RIEGLE,  JR. 

This  morning  the  Committee  will  consider  S.  1664,  the  Anti-Money  Laundering 
Act  of  1993.  I  am  an  original  co-sponsor  of  this  legislation  and  want  to  particularly 
compliment  Senators  Bryan  and  Bond  for  their  leadership  and  efTorts  in  this  area. 

The  legislation  under  consideration  this  morning  has  the  support  of  the  Adminis- 
tration and  would  reform  the  process  of  filing  Currency  Transaction  Reports.  The 
bill  establishes  a  system  of  exemptions  under  which  transactions  that  are  clearly 
of  no  interest  for  law  enforcement  purposes  do  not  require  the  filing  of  a  Currency 
Transaction  Report.  In  addition,  S.  1664  provides  institutions  the  option  of  develop- 
ing a  list  of  regular  business  customers  who,  with  the  approval  of  the  Treasury  De- 
partment, would  be  exempt  from  these  Currency  Transaction  Reports.  This  legisla- 
tion would  also  require  tne  Treasury  Secretary  to  implement  rule  changes  which 
will  reduce  the  volume  of  Cuirency  Transaction  Reports  by  at  least  30  percent.  The 
bill  would  also  make  other  changes  to  streamline  the  currency  transaction  reporting 
process  and  increase  the  ability  of  law  enforcement  agencies  to  make  use  of  Cur- 
rency Transaction  Reports  in  criminal  investigations. 

It  is  my  intention  to  move  very  quickly  on  this  bill  and  I  hope  that  we  are  able 
to  consider  it  on  the  floor  shortly  after  this  morning's  hearing. 


PREPARED  STATEMENT  OF  SENATOR  ALFONSE  M.  D'AMATO 

Thank  you,  Mr.  Chairman.  I  want  to  commend  you  on  holding  this  hearing  today 
and  for  your  co-sponsorship,  along  with  Senators  Bryan  and  Bond,  of  this  legisla- 
tion. This  bill  represents  the  latest  in  a  series  of  legislative  efTorts  in  our  fight 
against  money  laundering. 

In  recent  years.  Congress  has  passed  legislation  that  made  money  laundering  a 
specific  criminal  offense.  Nevertheless,  we  should  never  lose  sight  of  one  thing — 
money  laundering  is  a  crime  with  resounding  implications.  Money  laundering  is 
more  than  a  means  of  hiding  the  true  source  of  proceeds;  money  laundering  is  a 
means  of  removing  the  criminal  taint  of  drug  trafficking  and  other  criminal  activity 
from  the  proceeds  of  those  crimes.  To  the  extent  that  criminals  can  launder  money, 
they  can  legitimize  the  ill-gotten  gains  of  their  criminal  enterprises.  Money  launder- 
ing is  a  means  of  making  sure  that  crime  does  pay.  As  such,  money  laundering  im- 
pacts on  the  safety  of  our  streets,  homes,  and  schools. 

The  key  component  of  Congressional  efTorts  toward  money-laundering  detection  is 
the  Bank  Secrecy  Act.  The  Bank  Secrecy  Act  requires  the  reporting  of  certain  finan- 
cial transactions.  The  Bank  Secrecy  Act  was  intended  to  create  a  paper  trail  for  cash 
transactions,  to  allow  the  tracking  of  ill-gotten  proceeds  as  they  re-enter  the  legiti- 
mate financial  system.  However,  many  tell  us  that  this  paper-trail  goal  of  the  Bank 
Secrecy  Act  has  been  "over-achieved." 

Financial  institutions  that  have  to  comply  with  the  Bank  Secrecy  Act  complain 
of  the  paper  work  burden  that  compliance  creates,  with  no  tangible  benefits.  Even 
many  in  law  enforcement  talk  about  the  information-overload  that  the  law  currently 
creates — we  are  told  that  too  much  information  with  too  little  real  law  enforcement 
value  enters  the  system,  and  the  Bank  Secrecy  Act  reporting  requirements  need  to 
be  modernized. 

This  bill  is  also  intended  to  expand  the  scope  of  the  Federal  money  laundering 
laws  in  order  to  address  new  trends,  produce  better  coordination  of  law  enforcement 
efTorts  and  to  potentially  increase  the  involvement  of  the  regulatory  agencies  in  the 
money  laundering  detection  effort. 

I  know  that  two  of  our  colleagues — Senators  Mack  and  Shelby — have  pushed  to 
reform  the  CTR  filing  requirements  as  part  of  their  paper  work  reduction  efTorts. 
They  deserve  to  be  commended.  Also,  Senator  Roth  should  be  commended  for  his 
hard  work  on  the  Government  Affairs  Investigative  Subcommittee  on  this  issue. 

If  there  is  any  subject  within  our  Committee's  jurisdiction  on  which  there  is  true 
bipartisan  agreement,  it  is  this — our  Nation  must  have  effective  tools  to  fight  money 
laundering.  The  fight  against  money  laundering  is  a  part  of  the  fight  against  drug 
trafficking  and  other  criminal  activity  that  impacts  all  of  us.  I  look  forward  to  hear- 
ing the  testimony  of  our  witnesses  regarding  this  bill  that  is  intended  to  modernize 
the  weapons  available  for  this  fight. 

PREPARED  STATEMENT  OF  SENATOR  CHRISTOPHER  S.  BOND 

Mr.  Chairman,  thank  you  for  holding  this  hearing  today.  Senator  Bryan,  Senator 
Riegle,  and  I  introduced  the  Anti-Money  Laundering  Act  of  1993,  a  bill  to  reduce 
the  number  of  Currency  Transaction  Reports  which  banks  have  to  file  under  the 
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Bank  Secrecy  Act,  on  November  17,  1993.  I  believe  that  this  bill,  which  will  be 
added  to  S.  1275,  the  Community  Development,  Credit  Enhancement,  and  Regu- 
latory Improvement  Act  of  1993,  on  the  floor  will  help  relieve  bank  regulatory  bur- 
den, improve  compliance  under  the  Bank  Secrecy  Act,  and  better  money  laundering 
deterrence  efforts. 

Action  must  be  taken  to  relieve  the  banking  industry  of  the  burden  of  unreason- 
able regulatory  requirements  it  now  faces.  The  bank  regulators  currently  require  all 
kinds  of  burdensome  compliance  reports,  activities,  and  documents  that  cost  signifi- 
cant amounts  of  time  and  resources.  Consequently,  banks  are  generating  too  many 
reports  and  other  paper  work  of  questionable  value,  instead  of  making  loans. 

In  particular,  to  help  combat  money  laundering,  banks  have  to  file  a  Currency 
Transaction  Report  (CTR)  for  all  currency  transactions  over  $10,000.  The  American 
Bankers  Association  estimates  that  it  cost  banks  almost  $130  million  to  file  9.2  mil- 
lion CTR's  with  the  Internal  Revenue  Service  in  1992.  The  utility  to  the  Govern- 
ment of  this  massive  number  of  reports  has  yet  to  be  proven. 

This  bill  will  help  to  reduce  drastically  the  number  of  useless  CTR's  which  are 
filed  with  the  Government,  thus  reducing,  in  part,  bank  regulatory  burden.  The 
Anti-Money  Laundering  Act  of  1993  would  create  mandatory  exemptions  for  trans- 
actions between  dcpo.sitory  institutions,  transactions  with  any  U.S.  Government  or 
agency,  and  transactions  with  any  business  or  category  of  business  where  CTR's 
have  little  or  no  value  for  law  enforcement  purposes.  In  addition,  Treasury  would 
have  the  di.scretion  to  exempt  transactions  between  a  depository  institution  and  its 
qualified  business  customers  who  most  frequently  engage  in  transactions  which  are 
subject  to  reporting  requirements  under  the  Bank  Secrecy  Act.  I  also  look  forward 
to  identifying  and  making  additional  reforms  to  CTR  requirements  where  the  regu- 
latory burdens  on  depository  institutions  are  unreasonable  and  the  usefulness  to  the 
Federal  Government  is  not  evident. 

I  am  well  aware  of  the  serious  problem  this  situation  has  created  for  the  banking 
industry  and  have  been  in  consultation  with  my  colleagues  on  the  Senate  Banking 
Committee  to  find  solutions.  Bank  regulatory  reform  is  one  of  my  highest  priorities. 
I  also  consider  it  a  key  to  economic  growth. 

A  companion  bill,  H.R.3235,  has  already  been  acted  on  in  the  House.  I  look  for- 
ward to  working  with  my  colleagues  in  both  the  Senate  and  the  House  and  with 
the  new  Administration  on  this  bipartisan  measure  to  relieve  bank  regulatory  bur- 
den. 

Thank  you,  Mr.  Chairman. 


PREPARED  STATEMENT  OF  SENATOR  CAROL  MOSELEY-BRAUN 

Mr.  Chairman,  I  am  pleased  to  be  here  this  morning  as  the  Banking  Committee 
considers,  S.  1664,  the  Anti-Money  Laundering  Act  of  1993.  We  have  a  good  group 
of  witnesses  before  the  Committee  this  morning,  and  I  look  forward  to  their  testi- 
mony. 

As  a  former  Federal  prosecutor,  I  know  how  important  a  Federal  anti-money  laun- 
dering law  is.  I  know  money  laundering  is  a  serious  problem.  Some  estimates  indi- 
cate that  there  could  be  as  much  as  $300  billion  in  money  laundering  annually; 
that's  even  more  than  the  Pentagon  spends  each  year. 

I  also  know  very  well,  however,  what  it  means  to  be  buried  under  paper  work. 
I  understand  that  the  number  of  Currency  Transaction  Reports,  used  to  report  cash 
transactions  of  over  $10,000,  is  growing  at  over  13  percent  per  year,  and  that  there 
will  be  over  9  million  such  reports  filed  this  year. 

I  also  understand  that  657  large  companies,  mostly  retailers,  filed  over  1,000  re- 
ports each,  and  that  collectively,  they  alone  account  for  over  2.3  million  of  the  9  mil- 
lion Currency  Transaction  Reports  filed. 

I,  therefore,  strongly  agree  with  you,  Mr.  Chairman,  and  with  the  cosponsors  of 
S.  1664,  Senators  Bryan  and  Bond,  that  the  currency  transaction  reporting  needs 
greater  focus,  and  that  focusing  the  reporting  requirement  where  the  real  need  is 
will  enhance  law  enforcement  efforts  while  also  reducing  unnecessary  paper  work 
burdens.  I  think  the  goal  you  set  out  in  the  legislation,  reducing  the  volume  of  re- 
ports filed  by  depository  institutions  by  at  least  30  percent,  is  a  goal  that  makes 
sense,  one  that  will  better  enable  the  law  to  fulfill  its  goal  of  helping  us  detect  and 
address  money  laundering. 
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PREPARED  STATEMENT  OF  RONALD  K.  NOBLE 

Assistant  Secretary  for  Enforcement,  Department  of  the  Treasury 

March  15,  1994 

Chairman  Riegle  and  Members  of  the  Committee,  the  Department  of  the  Treasury 
is  happy  to  have  an  opportunity  to  testify  on  S.  1664,  the  Anti-Money  Laundering 
Act  of  1993,  introduced  by  Senators  Bryan,  Bond,  and  Riegle,  and  to  update  the 
Committee  on  Treasur/s  activities  in  the  field  of  money  laundering  and  Bank  Se- 
crecy Act  enforcement.  We  also  wish  to  express  our  appreciation  for  the  responsive- 
ness of  the  Conunittee  staff  to  Treasury's  concerns  as  this  bill  was  developed.  The 
result  has  been  a  bill  which  Treasury  can  squarely  endorse. 

Money  Laundering  Task  Force 

Last  fall,  I  established  a  Money  Laundering  Task  Force  staffed  by  experienced 
agents,  analysts,  and  regulators  from  every  component  of  Treasury  with  money 
laundering  responsibilities.  For  the  first  time  in  20  years,  we  are  taking  a  com- 
prehensive look  at  our  anti-money  laundering  programs,  especially  the  way  we  exer- 
cise our  authority  under  the  Bank  Secrecy  Act  (BSA).  In  the  face  of  a  burgeoning 
money  laundering  problem  and  strains  on  Government  and  financial  institution  re- 
sources, we  cannot  afford  to  continue  business  as  usual. 

The  Task  Force  has  finished  the  first  phrase  of  its  work  and  has  made  a  signifi- 
cant number  of  recommendations  in  key  areas.  We  are  in  the  process  of  evaluating 
and  implementing  these  recommendations.  While  the  Director  of  the  Task  Force, 
Mark  Matthews,  recently  left  to  join  the  Justice  Department  as  Deputy  Assistant 
Attorney  General  for  the  Tax  Division,  the  work  of  the  Task  Force  continues  under 
its  Deputy  Director,  Pamela  Johnson,  who  brings  extensive  banking  experience  to 
the  Task  Force.  After  a  period  of  several  months  in  Washington,  the  personnel  de- 
tailed to  the  Task  Force  have  returned  to  their  regular  posts,  but  they  remain  in- 
volved in  the  work  of  the  Task  Force. 

The  top  priority  of  the  Task  Force  has  been  to  reduce  regulatory  burdens  on  fi- 
nancial institutions  and  to  communicate  better  with  financial  institutions  about 
their  roles  and  responsibilities  in  the  fight  against  money  laundering.  Toward  the 
goal  of  reducing  regulatory  burden,  the  Task  Force  has  made  a  number  of  rec- 
ommendations which  I  will  discuss  in  connection  with  relevant  sections  of  the  bill. 
These  recommendations  include  improving  and  shortening  the  Currency  Transaction 
Report  (CTR),  simplifying  the  CTR  exemption  procedure  available  to  banks,  stream- 
lining suspicious  transaction  reporting,  and  better  defining  the  universe  of  non-bank 
financial  institutions  subject  to  Bank  Secrecy  Act  reporting. 

I  must  caution  that  the  recommendations  of  the  Task  Force  are  at  this  juncture 
just  that — recommendations.  The  recommendations  appear  to  me  to  be  solid  ways 
of  proceeding,  but  the  ideas  are  in  the  process  of  being  circulated  to  Government 
agencies  outside  Treasury,  primarily  the  Department  of  Justice,  and  have  not  re- 
ceived formal  input  from  the  affected  public.  The  first  order  of  business  for  the 
newly  established  Bank  Secrecy  Advisory  Group  when  it  meets  on  April  8th  will  be 
to  review  and  suggest  refinements  to  these  first  recommendations  of  the  Task  Force, 
relating  to  the  Bank  Secrecy  Act. 

Bank  Secrecy  Act  Advisory  Group 

Before  turning  to  this  bill,  I  would  like  to  share  our  thinking  on  the  establishment 
of  the  Bank  Secrecy  Act  Advisory  Group.  One  of  the  reasons  why  we  have  been  op- 
erating so  long  with  inefficient  and  burdensome  requirements  is  that  our  coinmu- 
nications  with  the  industries  affected  by  the  BSA  has  been  less  than  systematic.  In 
order  to  broaden  and  regularize  our  communications  and  to  insure  that  our  initia- 
tives are  developed  with  the  benefit  of  Government  and  private  expertise,  I  have 
established  a  Bank  Secrecy  Act  Advisory  Group  composed  of  30  experts  in  the  field 
from  Government— both  law  enforcement  and  financial  institution  regulators — and 
representatives  of  the  major  industries  affected  by  currency  transaction  reporting 
requirements. 

Such  a  group  was  called  for  in  money  laundering  legislation  in  1992,  with  the  nar- 
row purpose  of  discussing  the  utility  of  currency  reporting.  While  the  statute  was 
an  impetus  for  establishing  the  group,  we  envision  a  much  wider  role  for  this  group 
that  the  statute  contemplates.  This  group  will  serve  as  a  think  tank  for  ideas  on 
how  both  Government  and  financial  institutions  should  exercise  their  responsibil- 
ities for  prevention  and  detection  of  money  laundering.  This  is  a  forum  in  which  we 
can  develop  creative  solutions  to  the  challenges  of  law  enforcement  while  at  the 
same  time  not  imposing  undue  burdens  on  financial  institutions. 
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S.  1664 

Now  I  would  like  to  turn  to  S.  1664.  This  bill  was  developed  in  close  cooperation 
with  Treasury  and  is  parallel  to  H.R.3235  which  was  marked-up  and  reported  on 
last  week  by  the  House  Banking  Committee.  These  bills  were  bom  from  some  of  the 
same  concerns  that  caused  Treasury  to  establish  the  Money  Laundering  Task  Force 
and  Bank  Secrecy  Act  Advisory  Group — that  aspects  of  our  enforcement  programs 
have  become  dated,  inefficient,  and  are  in  need  of  substantial  revision.  Several  pro- 
visions in  the  bill  correspond  to  the  thinking  and  recommendations  of  the  Task 
Force. 

Section  2— Bank  Exk.mptions  from  Currency  Transaction  Reporting 

Section  2  addresses  one  of  the  issues  that  was  the  first  order  of  business  for  the 
Task  Force — how  to  reduce  the  data  base  of  Currency  Transaction  Reports  (CTR's) 
filed  by  financial  institutions  on  transactions  over  $10,000.  Banks,  (including  sav- 
ings associations  and  credit  unions)  are  filing  millions  of  reports  annually  on  trans- 
actions for  account  holders  which  they  may  exempt  under  Treasury  regulations.  We 
believe  at  least  30  percent  of  the  estimated  9  million  Currency  Transactions  Reports 
filed  last  year  may  fall  into  this  category. 

There  are  several  causes  for  this  phenomenon.  First,  the  Treasury  procedures  for 
exemptions  have  become  cumbersome  and  difficult  to  understand.  Often,  it  is  easier 
to  file  than  to  apply  for  and  maintain  exemptions.  Second,  as  banks  automate  their 
BSA  programs  and  magnetically  file  CTR's,  it  may  be  just  as  easy  and  cost-effective 
to  file  on  all  large  currency  transactions.  Banks  are  also  concerned  that  if  they  ex- 
empt transactions  improperly,  they  may  be  subject  to  BSA  civil  penalties  by  Treas- 
ury. 

Section  2(a)  sets  some  broad  and  sensible  outlines  for  Treasures  revision  of  the 
exemption  process.  The  bill  envisions  two  broad  categories  of  exemptions.  The  first 
would  be  mandatory.  The  Secretary  would  be  required  to  exempt  depository  institu- 
tions from  CTR  reporting  on  transactions  with  (1)  other  depository  institutions,  (2) 
Federal,  State,   and  local  governmental  and  quasi-governmental  entities,  such  as 

fmblic  utilities,  and  (3)  businesses  or  categories  of  businesses  whose  reports  "have 
ittle  or  no  value  to  law  enforcement."  The  Secretary  is  to  publish  a  list  of  such  enti- 
ties at  least  once  a  year. 

Under  the  current  regulations,  transactions  between  depository  institutions  are 
excepted  and  transactions  with  governmental  agencies  may  be  exempted  by  banks. 
What  is  new  is  the  concept  of  a  published  list  of  businesses  which  could  be  exempt- 
ed under  all  circumstances.  This  list  would  most  likely  be  composed  of  nationally 
known  businesses  with  high  cash  volumes. 

The  .second  category  is  discretionary  exemptions.  The  Secretary  retains  discretion 
to  allow  banks  to  exempt  other  qualified  business  accounts  based  on  criteria  and 
procedures  to  be  established  by  regulations,  including  information  required  to  be 
submitted  by  the  customer.  The  Secretary  will  be  required  to  publish  guidelines  for 
granting  such  exemptions  and  may  publish  a  list  of  types  of  businesses  which  may 
not  be  exempted  for  banks  to  use  in  selecting  accounts  qualified  for  exemption.  Afler 
a  first  time  submission  of  exemption  lists  to  Treasury,  a  bank  would  be  required 
to  review  its  list  and  .submit  modifications  to  the  Secretary  at  least  annually.  This 
would  be  a  departure  and  an  improvement  from  the  current  procedure  where  the 
Secretary  only  reviews  selected  lists  upon  request.  An  exemption  would  be  deemed 
approved  unless  Treasury  objected  to  it. 

There  would  be  a  new  "limitation  on  liability"  for  banks  that  follow  the  exemption 
procedures.  A  bank  would  not  be  subject  to  a  BSA  penalty  for  failure  to  file  unless 
it  knowingly  files  bad  or  incomplete  information  or  had  reason  to  believe  the  cus- 
tomer did  not  meet  the  regulatory  criteria  for  exemption  at  the  time  the  exemption 
was  granted.  The  bill  provides  that  this  limited  liability  does  not  affect  the  obliga- 
tion to  report  suspicious  transactions  or  criminal  referral  forms.  The  Secretary 
would  retain  the  authority  to  revoke  any  exemptions  at  any  time. 

While  we  understand  tne  Committees  desire  to  offer  the  limitation  on  liability  as 
an  incentive  for  banks  to  use  exemptions,  it  presents  practical  and  resource  prob- 
lems for  Treasury.  Trea.sury  may  be  inundated  with  lists  at  the  beginning  of  the 
new  process  and  mistakes  are  bound  to  be  made.  A  recent  amendment  to  HLR.  3235 
provides  for  a  phase-in  period. 

As  a  companion  provision  in  sub.section  2(b),  the  bill  requires  that  the  Secretary 
"seek  to  reduce"  CTK  filings  by  at  least  30  percent  of  the  annual  rate  for  the  year 
previous  to  the  date  of  the  Act.  A  report  is  required  to  Congress  within  6  months 
on  progress  made  in  this  regard  and  annually  at  the  end  of  each  calendar  year  after 
date  of  enactment.  A  30  percent  reduction  should  result  from  improved  exemption 
procedures. 
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The  bill  mirrors  the  framework  of  the  new  exemption  procedure  the  Task  Force 
is  recommending.  However,  there  is  no  guarantee  that  banks  will  avail  themselves 
of  the  improved  exemption  process.  Many  banks  may  determine  it  is  simply  easier 
and  less  costly  to  file.  Nevertheless,  Treasury  is  working  to  insure  development  of 
the  simplest  procedures  possible,  under  clear  guidelines,  to  encourage  banks  to  take 
advantage  of  exemptions. 

New  Currency  Transaction  Report  (CTR) 

In  section  2(c)  the  Secretary  is  directed  to  take  action  as  may  be  appropriate  to 
redesign  the  format  or  eliminate  information  of  little  value  to  law  enforcement  from 
the  CTR.  We  are  close  to  accomplishing  this.  The  Task  Force  has  redesigned  the 
CTR  and  eliminated  approximately  a  third  of  the  information  called  for.  We  believe 
that  this  can  be  done  without  any  significant  detriment  to  the  analytical  use  of  the 
information.  The  new  form  is  under  review  within  the  Government  and  will  be  pre- 
sented to  the  Advisory  Group  in  April.  We  believe  that  this  measure  will  be  very 
welcome  by  the  afi"ected  industries. 

Section  3 — Suspicious  Transaction  Reporting 

Another  very  complex  issue  is  the  question  of  suspicious  transaction  reporting. 
Alert  and  timely  reporting  of  suspicious  activity — cash  and  non-cash — to  law  en- 
forcement is  an  essential  complement  to  currency  reporting.  Treasury  and  Congress 
have  listened  to  many  complamts  from  financial  institutions  that  the  current  system 
is  too  complicated  and  that  many  reports  are  not  being  acted  upon  by  law  enforce- 
ment. We  agree  that  there  is  some  merit  to  these  complaints.  The  proposal  in  sec- 
tion 3,  directing  the  Secretary  to  establish  a  single  Government  point  for  suspicious 
reports,  is  an  expression  of  tne  Committee's  concern,  but  does  not  rectify  the  situa- 
tion. 

The  current  procedure  for  reporting  possible  violations  of  money  laundering  and 
Bank  Secrecy  Act  violations  is  cumbersome  and  confusing  for  the  financial  institu- 
tions. In  some  cases,  a  bank  files  more  than  one  report  on  the  same  transaction  and 
sends  multiple  copies  of  the  report  to  different  agencies.  Treasury's  goal  is  to  im- 
prove the  quality  of  what  is  filed  and  of  law  enforcement's  response  to  it.  At  the 
same  time,  we  want  to  interject  needed  efficiency  into  the  reporting  process.  Our 
goal  is  that  banks  and  other  financial  institutions  file  one  report  on  a  given  trans- 
action or  situation  and  that  only  one  copy  of  the  report  be  sent  to  one  place,  such 
as  FinCEN.  The  information  would  then  be  available  to  appropriate  law  enforce- 
ment and  regulatory  agencies  through  Treasury.  We  plan  to  impose  mandatory  re- 
porting of  suspicious  activity  by  non-bank  financial  institutions  under  similar  proce- 
dures. 

The  Task  Force  has  developed  some  detailed  recommendations  in  this  area  which 
are  soon  to  be  discussed  with  Justice  and  the  bank  regulatory  agencies  and  will  be 
explored  with  the  BSA  Advisory  Group  in  April. 

Section  4— Money  Laundering  Scheme  Detection  by  Bank  Examiners 

Section  4  directs  the  Federal  Reserve  Board  and  the  Office  of  Comptroller  of  the 
Currency  to  establish  a  pilot  program  to  test  the  feasibility  of  using  examiners  to 
detect  money  laundering  schemes  in  the  banks  they  supervise.  The  parallel  provi- 
sion to  this  section,  H.R.  3235,  has  been  amended  recently,  and  in  my  opinion  im- 
proved, to  give  more  specific  direction  to  Federal  regulators.  The  House  version  now 
requires  that  all  Federal  banking  agencies  must  enhance  the  training  of  examiners 
and  examination  procedures  and  improve  detection  of  money  laundering  and  proce- 
dures for  referring  cases  to  law  enforcement.  This  would  be  done  in  consultation 
with  Treasury  and  law  enforcement  agencies.  We  recommend  the  House  version. 

Section  5 — Foreign  Bank  Drafts 

Under  the  BSA,  Treasury  requires  that  reports  of  cross-border  transportations  of 
monetary  instruments  in  excess  of  $10,000  (the  "CMIR"  requirement)  be  filed  with 
Customs.  "Monetary  instruments"  is  a  term  defined  by  statute  to  include  currency 
or  cash-equivalent  bearer  instruments  such  as  traveler's  checks  or  bearer  checks 
and  securities.  The  provision  in  section  5  would  expand  the  definition  to  include  in- 
struments drawn  on  or  by  foreign  financial  institutions  abroad  whether  or  not  in 
bearer  form. 

This  is  a  direct  response  to  the  problem  of  drug  money  laundering  through  foreign 
bank  drafts.  Drug  money  launderers  smuggle  bulk  currency  or  transmit  it  through 
a  non-bank  financial  institution  to  foreign  banks.  They  then  purchase  bank  drafts 
or  checks  from  the  foreign  banks,  sometimes  directly  with  the  cash  or  sometimes 
after  first  depositing  it  to  an  account  at  the  foreign  bank.  Some  of  these  instruments 
resemble  cashier's  checks  with  a  twist:  They  are  dollar-denominated  checks  drawn 
by  the  forejgn  bank  on  its  own  account  at  a  U.S.  bank  and  sold  to  customers  first 
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like  cashier's  checks.  These  instruments  are  transported  back  into  the  United  States 
and  then  negotiated.  Because  foreign  bank  drafts  and  checks  are  generally  not  in 
bearer  form,  they  are  not  currently  subject  to  CMIR  reporting. 

Treasury  believes  that  subjecting  the  instruments  to  cross-border  reporting  will 
contribute  to  deterring  and  detecting  their  use,  although  it  will  not  completely  elimi- 
nate the  problem  and  may  lead  to  a  significant  increase  in  the  number  of  CMIR 
filings. 

Section  6— Imposition  of  BSA  Civil  Penalties  by  Banking  Agencies 

This  section  directs  the  Secretary  to  delegate  the  authority  to  assess  BSA  civil 
penalties  to  the  Federal  banking  agencies  (OCC,  the  Federal  Reserve,  OTS,  FDIC, 
and  NCUA).  From  the  inception  of  tne  BSA,  Treasury  has  delegated  compliance  and 
examination  authority  to  these  agencies. 

Under  section  6,  the  Secretary  would  be  given  complete  discretion  to  set  the  terms 
and  conditions  for  civil  p)enalties,  including  the  ability  to  reserve  the  authority  to 
assess  or  review  penalties  over  a  certain  dollar  amount.  The  provision  stems  from 
Congressional  criticism  of  the  handling  of  civil  penalties  in  the  past  by  the  Treas- 
ury's Office  of  Financial  Enforcement  (OFE).  I  want  to  emphasize  that  past  penalty 
processing  delays  have  been  corrected  and  that  OFE  has  produced  an  unprecedented 
number  oi  penalties  in  recent  years. 

Nevertheless,  I  am  of  the  view  that  serious  consideration  should  be  given  to  dele- 
gation of  this  operational  function  not  only  to  the  banking  agencies,  but  to  IRS  for 
the  non-bank  financial  in.stitutions  and  to  Customs  for  CMIR  violations.  All  of  these 
agencies  have  penalty  authority  and  experience  under  other  statutes. 

Sections  7  and  8 — Non-Bank  Financial  Institltions 

Sections  7  and  8  address  the  problem  of  money  laundering  through  certain 
NBFI's.  P^or  several  years,  the  Committee  and  Treasury  have  grappled  with  this  dif- 
ficult issue.  It  is  indisputable  that  as  banks  have  become  more  active  in  the  preven- 
tion and  detection  of  money  laundering,  money  launderers  have  turned  in  droves 
to  the  financial  services  offered  by  a  variety  of  NBFI's,  from  casas  de  cambio  to 
money  transmitters  and  check  cashers.  The  majority  of  these  are  legitimate  busi- 
nesses that  furnish  needed  financial  services  to  segments  of  the  population  who 
have  limited  access  to  banks  or  have  limited  access  to  banking  services. 

The  question  of  how  best  to  use  our  authorities  and  resources  to  deal  more  effec- 
tively with  the  problem  is  an  issue  on  the  agenda  for  the  Task  Force.  These  institu- 
tions— money  transmitters,  currency  exchanges,  check  cashers,  large  sellers,  and  re- 
deemers of  traveler  checks  and  money  orders — are  subject  to  BSA  recordkeeping 
and  reporting,  with  compliance  and  examination  authority  resting  with  the  IRS  Ex- 
amination Division.  While  IRS  has  bolstered  resources  for  this  function,  the  task  is 
daunting.  Estimates  range  from  50,000-150,000  of  these  institutions  nationwide. 
The  job  cannot  be  done  by  Treasury/IRS  alone.  State  licensing  and  regulation  is  es- 
sential to  insure  that  these  businesses  are  run  to  ofTer  legitimate  financial  services 
and  that  they  not  be  purchased  or  exploited  for  illegal  purposes.  State  licenses  and 
regulation  is  meant  to  complement,  not  substitute,  tne  BSA  compliance  responsibil- 
ities of  the  IRS. 

Many  States  have  made  strides  to  license  and  examine  various  categories  of 
NBFI's.  Texas,  Arizona,  New  York,  and  Florida  have  made  significant  progress. 
Nevertheless,  in  the  majority  of  States  these  institutions  operate  with  little  more 
than  a  general  business  license. 

Section  7  expresses  the  view  of  Congress  that  there  be  uniform  licensing  and  reg- 
ulation of  NBFI's  including  provisions  under  State  law  for  civil  and  criminal  pen- 
alties for  failure  to  implement  BSA  compliance  programs  and  criminal  penalties 
under  State  law  for  failure  to  obtain  a  license.  The  Secretary  of  Treasury  is  to  report 
to  Congress  after  3  years,  and  annually  thereafter,  on  the  progress  made  by  the 
States. 

This  will  be  a  very  extensive  project  for  Treasury,  but  one  which  builds  on  our 
ongoing  outreach  efforts  with  States  and  will  prove  to  be  a  worthwhile  undertaking. 
At  the  same  time.  Treasury  will  move  forward  to  require  suspicious  reporting  and 
compliance  programs  by  NBFI's,  continue  to  educate  the  NBFI's  on  their 
vulnerabilities  and  re-sponsibilities,  and  investigate  and  penalize  the  NBFI's  for 
money  laundering  and  BSA  violations. 

Section  8  requires  Federal  registration  of  NBFI's  subject  to  BSA  with  Treasury. 
Criminal  and  civil  penalties  and  civil  forfeiture  could  be  applied  for  failure  to  reg- 
ister. Potentially,  this  will  result  in  the  reliable  identification  of  all  NBFI's  and  a 
means  to  eradicate  illegitimate  ones. 

This  will  be  a  very  expensive  and  labor-intensive  program  to  start  and  maintain. 
A  number  of  practical  details  will  need  to  be  worked  out.  Nevertheless,  Treasury 
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is  prepared  to  undertake  this  project.  One  option  we  may  wish  to  consider,  which 
would  require  legislative  authority,  is  a  registration  fee  which  would  be  available 
to  offset  the  costs  of  administering  a  registration  program. 

Section  9— Cashier's  Check  Study 

This  section  directs  Treasury  to  study  and  report  to  Congress  on  the  use  of  cash- 
ier's checks  in  money  laundering  and  the  possibility  of  additional  recordkeeping 
measures  for  cashier's  checks.  For  instance,  one  suggestion  has  been  to  require 
banks  to  make  copies  retrievable  by  customer  name  or  account  rather  than  just 
chronologically  as  is  generally  the  practice.  The  Task  Force  did  not  think  that,  in 
practice,  the  way  cashier's  checks  are  maintained  presently  pose  significant  prob- 
lems. While  we  are  not  sure  a  special  study  is  called  for,  we  welcome  recent  amend- 
ments to  H.R.  3235,  under  which  this  study  would  be  done  by  GAO. 

Other  Legislative  Measures 

As  the  Committee  is  aware,  there  are  a  few  other  legislative  actions,  some  outside 
the  jurisdiction  of  this  Committee  alone,  necessary  for  Treasury  anti-money  launder- 
ing programs. 

Ratzlaf  Response 

First  and  foremost,  we  have  a  critical  need  for  a  legislative  amendment  to  address 
the  problems  posed  by  the  Ratzlaf  case  which  was  decided  by  the  Supreme  Court 
on  January  24,  1994.  The  Ratzlaf  decision,  as  was  widely  reported  in  the  press,  was 
a  major  setback  to  the  Government's  anti-money  laundering  efforts.  This  decision 
will  make  the  prosecution  of  structuring  to  avoid  the  currency  transaction  reporting 
under  31  U.S.C.  5324  substantially  more  difficult.  Prior  to  Ratzlaf,  it  was  enough 
to  establish  that  a  person  who  structured  a  transaction  to  evade  the  reporting  re- 
quirements knew  that  the  financial  institution  had  a  reporting  obligation.  After 
Ratzlaf,  a  prosecutor  must  establish  that  the  person  knew  that  structuring  itself 
was  a  crime. 

We  estimate  that  Ratzlaf  may  have  an  adverse  affect  on  some  200  pending  cases 
and  no  doubt  dozens  of  others  will  not  be  brought  because  of  this  decision.  Treasury 
and  Justice  have  worked  with  House  Banking  on  a  Ratzlaf  amendment  which  is 
now  part  of  H.R.  3235.  We  understand  and  welcome  the  fact  that  the  Committee  in- 
tends to  include  a  similar  amendment  to  S.  1664. 

BSA  Summons  Authority 

Treasury  would  like  to  seek  amendments  to  the  BSA  summons  authority  in  31 
U.S.C.  5318  to  make  it  a  more  effective  tool  to  investigate  BSA  violations  and  to 
assist  Treasury  in  responding  to  reports  of  suspicious  activity,  such  as  customer 
structuring  of  transactions  to  avoid  triggering  CTR  reporting.  The  current  authority 
is  very  limited  in  scope  and  purpose.  It  can  only  be  used  to  request  documents  or 
take  testimony  from  financial  institutions  and  their  employees  and  can  only  be  used 
for  civil  purposes,  for  instance  to  perfect  information  for  a  civil  penalty  or  civil  for- 
feiture. What  Treasury  needs  is  a  general  purpose  summons  that  can  be  used  simi- 
lar to  an  IRS  summons,  for  civil  and  criminal  purposes,  up  until  the  point  the  mat- 
ter is  referred  to  Justice  for  litigation  or  prosecution. 

In  suspicious  transaction  situations,  despite  the  statutory  protection  from  cus- 
tomer liability,  financial  institutions  are  reluctant  to  give  full  information  about  a 
customer  and  his  transactions  without  legal  process.  If  a  suspicious  call  comes  or 
the  suspicious  box  is  checked  on  a  CTR,  an  IRS  criminal  investigation  agent  cannot 
use  the  BSA  summons  to  obtain  enough  information  to  assess  whether  or  not  the 
matter  is  worth  pursuing.  If  the  summons  were  used  and  the  matter  is  ultimately 
developed  as  a  criminal  rather  than  civil  case,  IRS  would  be  subject  to  legal  chal- 
lenge for  improper  use  of  a  civil  enforcement  authority.  The  only  course  now  is  to 
involve  an  Assistant  U.S.  Attorney,  open  a  case,  and  obtain  a  grand  jury  subpoena. 
This  is  an  imposition  on  the  agent's  and  the  prosecutor's  time  and  on  the  judicial 
system  and  simply  cannot  be  done  routinely  in  all  suspicious  situations.  Treasury 
would  like  a  simpler,  less  cumbersome  method  for  evaluating  reports  of  suspicious 
transactions. 

The  limitation  to  financial  institutions  and  their  employees  is  also  problematic. 
The  focus  of  Treasury's  interest  in  BSA  violations,  especially  CMIR  violations,  fre- 
quently involve  persons  beyond  the  financial  institutions.  Treasury  needs  to  be  able 
to  use  summons  authority  with  respect  to  the  person  conducting  the  transaction,  his 
principals,  and  other  businesses. 

We  are  seeking  administrative  clearance  on  this  matter.  The  Department  of  Jus- 
tice has  expressed  reservations  and  concerns. 
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Smuggling  of  Currency  through  the  Mail 

As  BSA  compliance  by  banks  has  improved,  the  smuggling  of  bulk  currency  and 
monetary  instruments,  such  as  money  orders,  has  become  rampant.  An  amendment 
made  to  31  U.S.C.  5317  in  1986  specifies  that  the  warrantless  border  search  author- 
ity of  the  Customs  Service  extends  to  search  for  unreported  currency  or  monetary 
instruments.  However,  the  Postal  Service  has  taken  the  position  that  this  authority 
docs  not  extend  to  letter  class  mail  and  packages.  This  creates  an  enormous  loop- 
hole. 

Envelopes  and  packages  being  transported  by  private  couriers,  common  carriers, 
or  by  any  means  of  transportation  are  subject  to  search  as  are  envelopes  and  pack- 
ages accompanying  international  travelers,  or  on  their  persons.  Customs  can  only 
open  first  class  packages  with  a  search  warrant  based  on  probable  cause  that  the 
package  contains  unreported  currency  or  monetary  instruments. 

We  have  been  working  with  the  U.S.  Postal  Service  on  a  legislative  solution.  We 
hope  to  be  able  to  provide  the  Committee  with  statutory  language  that  will  protect 
legitimate  privacy  interests  in  outbound  mail  without  sacrificing  law  enforcement's 
ability  to  seize  the  illegal-source  currency  and  monetary  instruments. 

8300  Dissemination  and  IRS  Undercover  Offset 

Finally,  there  are  two  provisions  pending  with  the  House  Ways  and  Means  Com- 
mittee introduced  by  Congressman  Pickle  in  1993  as  H.R.22.  These  provisions  are 
supported  by  the  Aaministration  but  have  yet  to  be  acted  upon  to  the  detriment  of 
our  programs. 

The  first  provision  relates  to  the  use  and  dissemination  of  reports  of  cash  received 
over  $10,000  filed  by  trades  or  businesses,  under  section  60501  of  the  Internal  Reve- 
nue Code.  Currently,  the  tax  disclosure  provisions  of  IRC  §6103  effectively  limit  the 
use  of  these  reports  for  tax  enforcement  purposes.  The  reports  have  the  same  ana- 
lytical use  to  law  enforcement  as  currency  reports  filed  by  financial  institutions  and 
should  be  able  to  be  used  and  analyzed  to  the  same  extent.  Therefore,  Congressman 
Pickle  and  the  Administration  seek  authority  to  disseminate  and  use  the  reports 
under  the  same  guidelines  and  safeguards  as  BSA  reports — to  Federal,  State,  and 
local  agencies  for  criminal  and  regulatory  purposes.  Temporary  authority  to  dissemi- 
nate to  F'edcral  agencies  for  criminal  purposes  expired  last  November.  Since  that 
time,  the  analytic  work  on  these  valuable  reports  by  FinCEN  and  by  other  inves- 
tigatory agencies  outside  the  IRS,  has  come  to  a  standstill. 

The  second  provision  in  H.R.22  would  give  IRS  the  same  authority  as  other  law 
enforcement  agencies  with  substantial  money  laundering  investigative  authority  to 
be  exempt  from  certain  fiscal  and  administrative  provisions  applied  to  day-to-day 
Government  activities.  Key  among  these  provisions  is  the  authority  to  offset  ex- 
penses from  undercover  operations  from  the  proceeds  of  the  operation.  Without  this 
authority  large-scale  undercover  operations,  such  as  establishing  front  currency  ex- 
change business,  are  cost  prohibitive.  This  authority  was  also  given  in  1988  on  a 
temporary  basis  but  has  expired. 

Conclusion 

I  hope  that  I  have  conveyed  that  it  is  not  business  as  usual  at  the  Department 
of  the  Treasury.  We  are  open  to  new  ideas  and  are  committed  to  better  communica- 
tion with  the  affected  public.  The  establishment  of  the  Task  F'orce  and  BSA  Advi- 
sory Group  are  testament  to  our  commitment. 

We  welcome  the  Committee's  partnership  with  Treasury  in  improving  the  effi- 
ciency and  effectiveness  of  our  programs.  Treasury  and  the  Committee  are  working 
toward  a  common  goal — to  reach  a  better  balance  and  perspective  on  the  roles  and 
responsibilities  of  the  Government  and  financial  institutions  in  the  fight  against 
money  laundering  and  better  deployment  of  our  respective  skills  and  resources. 
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Summary  of  Statemp:nt 

The  Bank  Secrecy  Act  is  a  major  weapon  in  the  Government's  efforts  to  combat 
money  laundering.  The  Act's  implementing  regulations  require  banks  and  other  fi- 
nancial institutions  to  file  a  Currency  Transaction  Report  (CTR)  for  each  transaction 
that  involves  $10,000  or  more  in  currency.  The  numoer  of  CTR's  filed  annually  has 
steadily  increased  in  recent  years.  As  of  April  1993,  almost  50  million  CTR's  had 
been  filed.  The  total  could  exceed  92  million  in  another  3  years. 

The  Senate  Committee  on  Banking,  Housing,  and  Urban  Affairs  asked  GAO  to  as- 
sess the  Government's  use  of  CTR's  in  relation  to  a  bill,  S.  1664,  which  includes  pro- 
visions designed  to  reduce  the  filing  of  CTR's  on  routine  business  transactions  that 
lack  law  enforcement  value. 

The  Internal  Revenue  Service  estimates  that  between  30  and  40  percent  of  the 
CTR's  filed  are  reports  of  routine  deposits  by  large,  well-established  retail  busi- 
nesses. These  CTR  s  impose  costs  on  tne  Government  and  the  Nation's  banking  in- 
dustry, but  they  are  unlikely  to  identify  potential  money  laundering  or  other  cur- 
rency violations. 

GAO's  analysis  of  CTR  filings  confirms  that  the  volume  of  CTR's  could  be  sub- 
stantially reduced  without  ieopardizing  law  enforcement  needs.  In  fact,  GAO's  work 
indicates  that  the  large  volume  of  CTR's  in  the  database  makes  analysis  difficult, 
expensive,  and  time-consuming.  Therefore,  eliminating  routine  CTR's  should  not 
only  reduce  Government  and  industry  costs,  but  also  enhance  the  usefulness  of  the 
database  by  enabling  it  to  better  focus  on  those  CTR's  that  are  relevant  for  law  en- 
forcement purposes. 

Treasury  Department  regulations  now  authorize  banks  to  exempt  routine  trans- 
actions from  reporting  under  certain  conditions.  However,  according  to  Treasury  of- 
ficials and  banking  industry  representatives,  most  banks  are  reluctant  to  use  this 
exemption  authority  because  of  difiiculty  in  understanding  the  exemption  proce- 
dures and  concern  that  they  may  incur  liability  for  granting  improper  exemptions. 

S.  1664  contains  several  provisions  designed  to  address  these  problem's  and  en- 
courage greater  use  of  exemptions  to  eliminate  CTR's  for  routine  transactions  that 
have  no  law  enforcement  value.  GAO  supports  these  provisions. 

Mr.  Chairman  and  Members  of  the  Committee: 

We  are  pleased  to  appear  before  you  to  discuss  some  of  our  work  concerning  Cur- 
rency Transaction  Reports  (CTR's)  required  by  the  Bank  Secrecy  Act,  in  relation  to 
S.  1664.  Among  other  things,  S.  1664  contains  provisions  designed  to  reduce  the  fil- 
ing of  CTR's  on  routine  business  transactions  that  have  no  value  for  law  enforce- 
ment purposes.  Our  testimony  today  is  based  on  the  previous  GAO  reports  and  tes- 
timony listed  at  the  end  of  this  statement. 

Money  laundering  supports  a  wide  range  of  illegal  activities — basically  any  crime 
where  profit  is  the  primary  motive.  Consequently,  combating  money  laundering  is 
a  vital  component  oi  this  country's  war  on  crime.  In  October  1992,  we  reported  that 
Federal  law  enforcement  agencies  have  found  Bank  Secrecy  Act  reports,  and  espe- 
cially CTR's,  extremely  useful  in  identifying,  investigating,  and  prosecuting  money 
laundering  operations  or  any  other  criminal  activity  generating  large  amounts  of 
cash.  The  data  are  also  used  to  identify  and  trace  the  disposition  of  proceeds  from 
illegal  activity  for  possible  seizure  and  forfeiture. 

It  is  important  that  optimal  use  be  made  of  the  financial  intelligence  data  pro- 
vided by  CTR's.  As  we  testified  last  May,  the  volume  of  CTR's  filed  annually  has 
been  steadily  increasing.  The  number  of*^ reports  then  on  the  computer  database — 
almost  50  million — could  nearly  double  in  3  years.  The  large  volume  of  reports  has 
made  analysis  difficult,  expensive,  and  time-consuming.  Moreover,  many  of  the  re- 

fiorts  being  filed  are  of  normal  business  transactions  that  could  have  been  exempted 
rom  being  reported.  CTR's  that  report  normal  business  transactions  are  of  no  value 
to  law  enforcement  and  regulatory  agencies  in  detecting  money  laundering  activity. 

Fkdkral  Efforts  to  Figiit  Money  Laundering 

Money  laundering  is  the  disguising  or  concealing  of  illicit  income  to  make  it  ap- 
pear legitimate.  Although  precise  figures  are  not  available,  F'ederal  law  enforcement 
officials  estimate  that  oetween  $100  billion  and  $300  billion  in  U.S.  currency  is 
laundered  each  year.  The  methods  used  can  vary  from  extremely  complex  schemes 
involving  .sham  corporations  to  something  as  simple  as  purchasing  expensive  com- 
modities with  ca.sh. 

The  process  of  money  laundering  has  been  broken  down  into  a  number  of  steps. 
It  is  generally  agreed  that  the  point  at  which  criminals  are  most  vulnerable  to  de- 
tection, is  "placement."  Placement  is  the  concealing  of  illicit  proceeds  by  (1)  convert- 
ing the  cash  to  another  medium  that  is  more  convenient  or  less  suspicious  for  pur- 
poses of  exchange — such  as  property,  cashier's  checks,  or  money  orders — or  (2)  de- 
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positing  the  funds  into  a  financial  institution  account  for  subsequent  disbursement. 
Because  of  the  problems  associated  with  converting  large  amounts  of  cash  that  are 
often  in  small  denominations,  placement  is  perhaps  the  most  difficult  part  of  money 
laundering  and  is  currently  the  primary  focus  of  U.S.  law  enforcement,  legislative, 
and  regulatory  efforts  to  attack  money  laundering. 

Federal  efforts  to  detect  the  placement  and  track  the  flow  of  large  deposits  of 
money  and  monetary  instruments  were  significantly  enhanced  with  the  enactment 
of  the  Bank  Secrecy  Act  (BSA)  in  1970.  The  Act  requires  individuals  as  well  as 
banks  and  other  institutions,  such  as  check  cashing  businesses,  currency  exchanges, 
and  money  transmitters,  to  report  large  foreign  and  domestic  financial  transactions 
to  the  Department  of  the  Treasury.  Treasury  regulations  implementing  the  Act  re- 
quire four  reports: 

— Currency  Transaction  Report,  Internal  Revenue  Service  (IRS)  Form  4789; 
— Currency  Transaction  Report  by  Casino,  IRS  Form  8362; 

— Report  of  International  Transportation  of  Currency  or  Monetary  Instruments,  Cus- 
toms Form  4790;  and 
— Report  of  Foreign  Bank  and  Financial  Accounts,  Treasury  Form  TDF  90-22.1. 

By  far,  the  most  frequently  filed  report  has  been  the  Currency  Transaction  Re- 
port. As  of  last  May,  over  95  percent  of  the  52  million  BSA  reports  filed  were  CTR's. 
Financial  institutions  and  certain  types  of  businesses  must  file  a  CTR  with  IRS  for 
each  deposit,  withdrawal,  exchange,  or  other  payment  or  transfer  by,  through,  or  to 
such  financial  institutions  or  businesses  that  involves  more  than  $10,000  in  cur- 
rency. 

The  financial  institutions  required  to  file  CTR's — such  as  banks,  thrifts,  and  credit 
unions — are  subject  to  examination  for  compliance  with  BSA  reporting  requirements 
by  their  regulatory  agency.  Businesses  required  to  file — such  as  check  cashing  oper- 
ations, currency  exchanges,  and  money  transmitters — are  subject  to  compliance  ex- 
aminations by  IRS. 

Treasury  and  law  enforcement  ofiicials  generally  believe  that,  in  the  past,  banks 
and  other  traditional  financial  institutions  were  the  primary  means  used  by  money 
launderers.  These  ofiicials  also  believe  that  increased  efforts  by  Federal  regulatory 
and  law  enforcement  agencies,  as  well  as  enhanced  cooperation  by  the  banks  them- 
selves, have  significantly  improved  compliance  with  the  reporting  requirements, 
making  it  much  more  difficult  to  use  these  institutions  for  money  laundering  pur- 
poses. 

The  Department  of  the  Treasury  has  reported  that  improved  compliance  with  BSA 
reporting  requirements  is  reflected  by  an  increase  in  the  number  of  reports  filed. 
In  1992,  8.97  million  CTR's  were  filed  with  IRS,  almost  5  times  the  number  filed 
in  1985.  Since  1987,  annual  filings  have  increased  at  an  average  rate  of  12.7  per- 
cent. As  of  April  1993,  there  were  49.8  million  CTR's  in  the  IRS  computer  database. 
If  this  historical  pattern  continues,  the  total  could  exceed  92  million  in  3  years.  Fig- 
ure 1  shows  the  growth  in  the  number  of  CTR's  on  file  in  the  past  several  years 
and  the  projected  size  of  the  database  in  1996. 

Filing  CTR's  represents  a  significant  investment  in  costs  and  resources  to  finan- 
cial institutions  and  the  Federal  Government.  On  the  basis  of  a  poll  of  its  members, 
the  American  Bankers  Association  estimated  in  1991  that  it  costs  a  bank  between 
$3  and  $15  to  file  a  CTR,  depending  upon  the  extent  to  which  an  automated  filing 
system  is  used.  IRS  estimated  that  in  fiscal  year  1992  it  cost  $2  per  CTR  to  process 
the  reports  and  store  them  on  the  computer. 

Law  Enforcement  Use  of  BSA  Financial  Intelligence  Data 

Duplicate  databases  of  all  of  the  BSA  reports  are  stored  on  computers  at  two 
Treasury  computer  facilities:  the  Detroit  Computing  Center  operated  by  IRS  and  the 
Treasury  Enforcement  Communications  System  (TECS)  in  Newington,  VA,  which  is 
operated  by  the  U.S.  Customs  Service.  Access  to  the  BSA  reports  at  both  facilities 
is  available  to  authorized  users  through  a  network  of  computer  terminals.  As  of  Feb- 
ruary 1993,  slightly  more  than  10,000  staff,  almost  all  of  them  IRS  employees,  were 
authorized  access  to  BSA  data  at  the  IRS  Detroit  Computing  Center.  While  most 
of  the  IRS  staff  accessing  the  data  use  the  information  for  tax  administration  pur- 
poses, almost  a  third  of  the  authorized  users,  or  3,287,  are  assigned  to  IRS'  Criminal 
Investigation  Division  and  use  the  data  for  law  enforcement  purposes. 
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filed  a  report  or  been  the  subject  of  a  report.  Table  2  shows  the  number  of  times 
BSA  reports  were  accessed  for  law  enforcement  purposes  during  1992. 


Table  2 


Access  to  BSA  Reoorts  at  Treasurv  Comouter  Facilities 


for  Law  Enf orce.ner.t 


•near 


sa-      1  CC  ■ 


User  agency 

Detroit  Ccrr.puting 
Center 

1 
TECS 

Sessions 

Queries 

Sessions 

Queries 

IRS 

43,090 

800,627 

142,619 

283,730 

Regulatory 
agencies'" 

1,057 

7,695 

-0- 

-0- 

FinCEN 

2,433 

23,163 

46,604 

173,465 

BATF 

-0- 

-0- 

14,170 

40,968 

Customs  Service 

-0-          -0- 

393,376 

1,  152,296 

Secret  Service 

-0- 

-0- 

1,439 

4,748 

Treasury  -  other 

-0- 

-0- 

91 

274 

Totals 

46,580 

831,485 

598,299 

1,655,481 

'Includes    Treasury's   Office   of    Financial    Enforcement,    the    Federal 
Deposit    Insurance   Corporation,    the   Office   of    Thrift    Supervision, 
and    the   Securities    and   Exchange   Commission. 

Note:  Sessions  are  the  number  of  users  signing  onto  the  system. 
Queries  are  the  number  of  personal  identifiers  (e.g.,  names,  zip 
codes,    etc.)    searched   for. 

Source:      GAO   analysis    of    IRS   and   Customs    data. 

While  access  to  the  BSA  data  through  the  Treasury  facilities  is  generally  limited 
to  Federal  authorities,  FinCEN  serves  as  an  access  mechanism  for  both  Federal  and 
State  authorities.  In  1992.  FinCEN  received  3,208  quick  turnaround  requests  for 
BSA  and  other  data.  Tabic  3  shows  the  source  of  these  requests.  FinCEN  also  re- 
ceives requests  for  more  in-depth  analysis  of  this  data. 

Table    3:       Requests    for   BSA   Data   Through    FinCEN   Received   During 
Calendar   Year    1992 


Number  of 
Source                      requests 

Treasury  Depc.  agencies             33  1 

Justice  Dept.  agencies              801 

State  agencies 

677 

Postal  Inspection  Service 

340 

INTERPOL 

113 

Defense  Dept.  agencies 

103 

Financial  regulatory 
agencies 

90 

Other                      1         253 

Total                       1        3,208 

Source:      GAO   analysis    of    FinCEN   data. 
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The  BSA  reports  at  the  Customs  facility  are  used  only  for  law  enforcement  pur- 
poses. As  of  February  1993,  more  than  10,000  staff  were  authorized  access  to  BSA 
data  at  this  facility,  all  of  them  assigned  to  Treasury  agencies.  Table  1  lists  the 
number  of  authorized  users  by  agency. 

Table    1:      TECS    Users    Authorized   Access    to   BSA   Reports    as    of 
February    1993 


Agency 

Number  of  authorized 
users 

Customs 

4,271 

FinCEN 

120 

BATF 

3,479 

IRS 

2,623 

Secret  Service 

24 

Office  of  Financial 
Enforcement 

1 

Total  users 

10,518 

Source:      U.S.    Customs    Service. 

BSA  reports,  especially  CTR's,  are  used  by  law  enforcement  in  several  ways.  Some 
Federal  agencies  analyze  them  on  a  strategic  level.  For  example,  Treasury's  Finan- 
cial Crimes  Enforcement  Network  (FinCEN)^  prepares  reports  assessing  the  threat 
from  money  laundering  operations  to  particular  geographic  areas  or  for  a  particular 
State  based  on  the  number  and  type  of  CTR's  filed  in  the  region.  Some  agencies 
analyze  the  reports  on  a  "proactive"  basis.  IRS  criminal  investigators,  for  example, 
routinely  perform  analyses  of  CTR's  to  identify  investigative  leads  based  on  certain 
criteria.  Law  enforcement  officials  agree,  however,  that  by  far  the  biggest  use  of  the 
data  is  in  a  "reactive"  manner,  where  a  name  or  other  form  of  identification  of  a 
suspect  is  known  and  a  search  of  the  data  is  made  to  determine  if  the  suspect  has 


1  FinCEN  is  a  relatively  small  Treasury  organization  established  in  1990  to  support  Federal, 
State,  local,  and  foreign  law  enforcement  agencies  by  analyzing  and  coordinating  financial  intel- 
ligence. 
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Under  guidelines  promulgated  by  the  Assistant  Secretary  of  the  Treasury  (En- 
forcement), IRS,  and  Customs  may  also  disclose  BSA  data  to  State  or  local  law  en- 
forcement agencies  on  the  same  case-by-case  basis  that  FinCEN  does.  In  October 
1992,  we  reported  the  extent  to  which  State  law  enforcement  agencies  were  request- 
ing and  utilizing  BSA  reports  obtained  from  these  sources.  IRS  informed  us  that 
from  April  1990  through  December  1991,  State  and  local  law  enforcement  authori- 
ties in  24  States  made  116  requests  for  BSA  data.  Customs  officials  estimated  that 
they  normally  receive  between  200  to  300  requests  from  State  and  local  authorities 
a  year. 

Our  October  1992  report  also  identified  six  States — Arizona,  California,  Florida, 
Illinois,  Maryland,  and  New  York — that  have  agreements  with  Treasury  that  permit 
them  to  receive  CTR's  and  other  BSA  reports  relating  to  the  State  already  on  mag- 
netic tape,  thus  enabling  them  to  process  the  data  at  their  own  computer  facilities. 
Four  other  States — Georgia,  Nebraska,  North  Carolina,  and  Utah — obtain  CTR's  by 
requiring  that  filers  send  copies  of  the  reports  filed  with  Treasury  to  the  State. 

Factors  Affecting  the  Usefulness  of  BSA  Data 

Our  previous  work  indicates  that  the  usefulness  of  the  CTR  database  is  limited 

because 

— access  to  the  data,  particularly  by  State  law  enforcement  agencies,  is  too  cum- 
bersome; and 

— the  volume  of  data  collected,  processed,  and  stored  has  become  extremely  large, 
making  the  database  cumbersome  to  handle. 

Treasury  and  FinCEN  are  currently  evaluating  and  testing  several  initiatives  that 
would  facilitate  access  to  CTR  data  by  State  law  enforcement  agencies.  We  believe 
the  initial  results  are  very  encouraging.  There  remains,  however,  the  problem  of  the 
ever-increasing  volume  of  CTR's  being  filed. 

As  previously  mentioned,  there  were  almost  50  million  CTR's  on  Treasury's  com- 
puters as  of  April  1993.  This  number  could  nearly  double  by  the  end  of  1996.  Even 
with  computers,  the  extensive  size  of  the  BSA  database  makes  intelligence  analyses 
of  the  reports — particularly  proactive  analyses — difTicult,  expensive,  and  time-con- 
suming. For  example,  FinCEN  has  developed  a  computer  program  for  identifying  px)- 
tential  suspects  based  on  trends  and  other  characteristics  of  reports.  However,  given 
the  size  of  the  database  and  FinCEN's  computer  capabilities,  the  system  is  unable 
to  use  all  of  the  historical  data  and  is  limited  to  the  more  recent  data. 

IRS  officials  have  estimated  that  between  30  and  40  percent  of  the  CTR's  filed 
are  reports  of  routine  deposits  by  large,  well-established,  well-recognized,  retail 
businesses  each  with  a  number  of  chain  stores.  IRS  and  Treasury  recognize  that 
these  kinds  of  CTR's  (1)  are  less  likely  to  identify  potential  money  laundering  or 
currency  violations,  (2)  increase  the  Government's  cost  to  process  the  reports,  and 
(3)  place  an  unnecessary  reporting  burden  on  the  Nation's  banking  industry. 

Treasury  has  issued  regulations  that  authorize  banks  to  exempt  certain  busi- 
nesses from  the  reporting  requirements  under  certain  conditions.  We  have  been  told, 
however,  by  Treasury  and  banking  industry  spokespersons  that  most  banks  are  re- 
luctant to  use  this  exemption  authority  because  of  difficulty  in  understanding  the 
exemption  procedures  and  concern  that  they  may  be  liable  for  penalties  if  they  im- 
properly grant  exemptions.  We  have  also  been  told  that  many  banks  use  automated 
systems  that  make  reporting  all  transactions  easier  and  more  cost-effective  than 
dealing  with  exemptions. 

In  November  1993,  we  reported  on  the  characteristics  of  CTR's  filed  in  1992.  The 
data  that  we  developed  support  IRS'  estimate  that  30  to  40  percent  of  the  CTR's 
filed  each  year  represent  normal  business  transactions  and  meet  the  exemption  cri- 
teria. Consequently,  the  potential  exists  to  significantly  reduce  the  number  of  CTR's 
filed  annually. 

Of  the  8.98  million  CTR's  filed  during  1992,  98  percent  were  filed  by  banks.  Many 
of  the  CTR's  could  be  eliminated  by  increasing  the  reporting  threshold.  As  shown 
in  figure  2,  over  half  of  the  CTR's  were  for  transactions  of  $20,000  or  less. 
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Source:       IRS    Detroit   Computing   Center. 

Businesses  accounted  for  8.29  million  (92.3  percent)  of  all  CTR's  filed  and  for 
$•  ]1.8  billion  C98.6  percent)  of  the  total  dollar  amount  of  transactions  reported.  A 
total  of  364,310  businesses  were  the  subjects  of  the  reports.  As  shown  by  figure  3, 
most  of  these  businesses  had  50  or  fewer  CTR's  filed. 
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When  a  CTR  identifies  more  than  one  business  or  individual,  a  separate  record 
is  established  in  the  database  for  each  entity  shown  on  the  report.  The  8.29  million 
CTR's  filed  on  businesses  resulted  in  9.2  million  records.  The  100  businesses  listed 
on  the  most  CTR's  during  1992  accounted  for  1.2  million  (13  percent)  of  the  9.2  mil- 
lion business  records.  These  100  businesses,  primarily  chain  stores  and  restaurants, 
also  accounted  for  $89.7  billion  (22  percent)  of  the  $411.8  billion  total  transaction 
amount  reported  for  businesses.  Most  of  the  transactions  reported  for  these  100 
businesses  (94.9  percent)  were  deposits. 

Provisions  of  S.  1664 

S.  1664  contains  several  provisions  that,  while  recognizing  the  value  of  CTR's,  em- 
phasize the  need  to  reduce  the  number  filed  by  ensuring  that  those  transactions 
that  could  be  exempted  are  exempted.  The  bill  requires  the  Secretary  of  the  Treas- 
ury to  exempt  certain  categories  of  transactions  from  reporting  and  authorizes  the 
Secretary  to  exempt  certain  other  transactions  from  reporting  based  on  information 
submitted  by  depository  institutions.  The  bill  shields  institutions  from  liability  for 
failing  to  report  an  exempted  transaction  unless  the  institution  knowingly  filed  false 
or  incomplete  information  or  had  reason  to  believe  that  the  exemption  criteria  were 
not  met.  The  bill  also  establishes  a  goal  for  reducing  the  number  of  CTR's,  using 
the  mandatory  and  discretionary  exemptions,  by  at  least  30  percent  of  the  number 
filed  during  the  year  preceding  its  enactment. 

We  support  these  provisions.  It  is  clear  that  banks  are  not  utilizing  the  exemption 
process  to  the  extent  they  could  in  order  to  reduce  the  volume  of  CTR's  filed.  The 
Dill  addresses  some  of  the  factors  that  appear  to  underlie  failure  to  grant  more  ex- 
emptions now.  We  believe  any  actions  taken  to  increase  the  use  of  legitimate  exemp- 
tions will  help  to  both  eliminate  unnecessary  costs  and  ensure  that  the  CTR  data 
collected  will  have  maximum  value  to  law  enforcement  authorities. 

This  concludes  my  statement,  Mr.  Chairman.  We  would  be  pleased  to  respond  to 
any  questions. 


PREPARED  TESTIMONY  OF  JOHN  J.  BYRNE 
On  bkhalf  ok  the  American  Bankers  Association 

Mr.  Chairman  and  Members  of  the  Committee,  I  am  John  J.  Byrne,  Senior  Fed- 
eral Legislative  Counsel  with  the  American  Bankers  Association  in  Washington,  DC 
and  a  member  of  the  Bank  Secrecy  Act  Advisory  Board  that  was  recently  announced 
by  Treasury  Secretary  Lloyd  Bentsen.  I  appreciate  the  opportunity  to  testify  on  be- 
half of  the  American  Bankers  Association  on  S.  1664,  the  Anti-Money  Laundering 
Act  of  1993.  The  ABA  is  the  national  trade  and  professional  organization  for  Ameri- 
ca's commercial  banks.  The  members  of  the  American  Bankers  Association  range  in 
size  from  the  smallest  to  the  largest  banks,  with  85  percent  of  our  members  having 
assets  of  less  than  $100  million.  Assets  of  our  members  comprise  over  90  percent 
of  the  total  assets  of  the  commercial  banking  industry. 

The  American  Bankers  Association  has  long  been  involved  in  the  debate  on  how 
to  make  Bank  Secrecy  Act  (BSA)  compliance  and  money  laundering  deterrence  more 
efficient.  We  welcome  the  opportunity  to  discuss  the  critical  issue  of  how  the  Gov- 
ernment handles  the  large  volume  of  information  that  it  receives  from  financial  in- 
stitutions as  well  as  our  efforts  in  detecting  and  preventing  money  laundering.  The 
U.S.  banking  industry  applauds  all  efforts  to  prevent  our  financial  system  from 
being  used  as  havens  for  drug  dealers.  We  believe  that  there  is  a  need  to  review 
all  of  the  requirements  currently  in  place  (whether  legislative  or  regulatory)  in  order 
to  insure  that  we  are  not  unduly  hindering  the  U.S.  financial  system,  while  adding 
little  to  our  country's  law  enforcement  efforts.  We  are  pleased  that  the  Treasury  De- 

f)artment,  under  the  direction  of  Assistant  Secretary  Noble,  agrees  with  the  need 
or  BSA  review.  Most  importantly,  we  strongly  support  S.  1664  as  an  approach  that 
goes  a  long  way  toward  fixing  the  current  reporting  system. 

Association  Activh-y 

The  American  Bankers  Association  has  been  involved  in  money  laundering  deter- 
rence since  the  mid-1980's.  Whether  it  has  been  testifying  before  the  Congress  or 
State  legislatures,  submitting  written  comments  on  regulatory  proposals,  or  training 
bank  employees,  our  association  has  been  committed  to  active  cooperation  to  stop 
the  laundering  of  monies  of  drug  dealers  through  financial  institutions.  The  ABA 
and  the  industry  as  a  whole  understands  the  challenge  facing  law  criforcement  offi- 
cials in  attempting  to  combat  drug  trafficking  and  organized  crime.  The  use  of 
banks  as  havens  for  drug  money  is  as  abhorrent  to  us  as  bankers,  as  it  is  to  the 
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public  in  general.  Therefore,  we  are  pleased  to  report  that  our  industry's  response 
has  been  extensive,  efTective,  and  ongoing.  Mr.  Chairman,  we  share  the  Committee's 
goal  of  developing  a  more  efficient  system. 

Since  1985,  ABA  has  trained  well  over  100,000  financial  institution  employees  on 
the  Bank  Secrecy  Act,  the  Money  Laundering  Control  Act,  and  all  the  applicable 
law,  and  regulations  designed  to  solve  this  problem.  The  banking  industry  has 
achieved  a  high  level  of  awareness  of  the  laws  and  regulations  regarding  money 
laundering  and  our  association  has  contributed  significantly  to  that  effort.  During 
the  debate  on  expanding  the  Bank  Secrecy  Act,  our  association  worked  closely  with 
the  Congress,  various  regulatory  agencies,  including  the  Treasury  Department  and 
others,  in  attempting  to  devise  methods  to  deter  money  laundering.  While  we  have 
opposed  proposals  that  were  seen  as  ineffective,  the  industry  did  support  the  cre- 
ation of  several  statutes  making  money  laundering  and  structuring  of  currency 
transactions  Federal  offenses  with  strong  penalties.  In  February  1989,  the  American 
Bankers  Association  was  the  first  trade  association  to  create  a  task  force  on  money 
laundering. 

Mr.  Chairman,  we  have  been  frustrated  at  the  amount  of  routine  reports  filed  by 
our  industry  and  their  limited  utility  to  the  Government.  While  the  value  to  law 
enforcement  of  these  reports  is  frequently  hampered  by  diminished  resources  the  re- 
ports themselves  are  adding  to  the  problem.  In  addition,  there  are  too  many  agen- 
cies responsible  for  money  laundering  deterrence  and  this  detracts  from  Government 
efforts  at  eliminating  the  problem.  We  constantly  hear  from  bankers  about  confus- 
ing and  often  times  conflicting  interpretations  received  by  our  members  on  the  rules 
and  regulations  that  guide  our  industry.  This  current  state  of  affairs  not  only  can 
result  in  unfair  examination  ratings  and  civil  penalties,  but  it  can  actually  impede 
the  ability  of  the  United  States  to  efTectively  fight  the  war  on  drugs.  However,  we 
are  beginning  to  see  improvements. 

Currency  Transaction  Reporting 

On  October  26,  1970,  the  Bank  Records  and  Foreign  Transactions  Act,  commonly 
referred  to  as  the  "Bank  Secrecy  Act"  was  signed  into  law.^  This  law  was  enacted 
to  "require  certain  reports  or  records  where  they  have  a  high  degree  of  usefulness 
in  criminal,  tax,  or  regulatory  investigations  or  proceedings.'  The  ABA  believes  that 
the  regulations  promulgated  under  this  law  are  often  not  consistent  with  those  goals 
established  in  1970. 

Instead,  changes  to  the  Bank  Secrecy  Act  (BSA)  over  the  years,  have  been  a 
patchwork  of  regulations  and  laws  that  have  added  responsibilities  to  financial  in- 
stitutions without  any  thorough  analysis  of  whether  the  law  has  fulfilled  its  in- 
tended purpose.  We  are  pleased  to  note,  however,  that  the  Treasury  Department  has 
finally  undertaken  a  review  of  this  24  year  old  law. 

In  1993,  the  industry  filed  an  estimated  10.1  million  Currency  Transaction  Re- 
ports (CTR's)  with  the  Internal  Revenue  Service  on  routine  cash  transactions.  A 
1992  ABA  survey  found  that  for  front-line  bank  staff,  filling  out  Currency  Trans- 
action Reports  is  the  most  time  consuming  compliance  burden.  Our  survey  showed 
that  banks  fill  out  CTR's  annually  at  a  cost  of  almost  $130  million.  For  the  368 
banks  over  $1  billion  in  asset  size,  the  burden  was  especially  costly — they  filed  4.5 
million  CTR's  at  a  cost  of  about  $72  million. 

The  industry  spent  almost  $10  million  in  1992  alone  on  software  and  hardware 
to  handle  Bank  Secrecy  Act  compliance.  While  the  banking  industry  is  committed 
to  fighting  money  laundering,  from  the  comments  received,  it  is  clear  that  bankers 
believe  the  benefits  to  law  enforcement  do  not  justify  the  cost  burden  placed  on 
banks.  The  frustration  is  clearly  evident  in  the  following  comment  from  a  banker: 
"We  once  had  a  structured  currency  transaction.  A  customer  went  to  three  of 
our  branches  to  withdraw  in  excess  of  $10,000  cash.  The  bank  has  a  system  in 
place  to  identify  multiple  transactions.  When  the  transaction  was  detected,  a  call 
was  placed  to  the  Government  because  of  it  being  a  suspicious  transaction.  Ap- 
proximately 2  months  later,  the  Government  sent  someone  out  to  investigate  the 
transaction.  The  investigator  stated  that  the  $12,000   involved  was  not  large 
enough  to  bother  with.  What  was  our  risk  if  not  reported?" 
Another  banker  respondent  summed  it  up  as  follows: 

"Given  the  volume  of  CTR's  generated  by  the  Bank  Secrecy  Act,  one  would  ex- 
pect an  impact  on  the  drug  war.  This  evidently  is  not  the  case.  In  spite  of  the 
millions  of  forms  compiled  annually,  there  are  few,  if  any,  convictions  generated 
by  the  database.  While  recognizing  the  value  of  CTR  filing  as  a  deterrent  to  crimi- 
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nal  activity,  for  the  more  sophisticated  money  launderer,  it  serves  as  an  impetus 
to  creativity." 

Large  banks  in  urban  areas  find  the  burden  particularly  costly.  For  example,  one 
banker  responding  to  our  survey  said: 

"Our  institution  processes  thousands  of  large  commercial  deposits  daily,  many 
grocery  stores  and  retail  chains.  Many  of  these  accounts  cash  checks  for  a  fee  as 
a  service  for  their  customers. 

"As  our  State  does  not  license  check-cashing,  these  deposits  are  reported  on  a 
CTR  every  day.  We  process  4,000  CTR's  annually.  Of  these,  at  least  50  percent 
are  repetitive  filings  on  long-term  retail  merchants  that  have  banked  here  for 
many,  many  years.  We  estimate  it  takes  an  equivalent  of  one  full-time  employee 
to  create  the  CTR's,  V2  full-time  equivalent  employee  to  review  and  audit  our  CTR 
filings.  Additionally,  combining  all  Treasury  log  requirements  and  fiHng  of  crimi- 
nal referrals  due  to  structuring,  another  V2  fml-time  equivalent  employee  is  re- 
quired. Two  employees — one  regulation." 

The  time  for  completing  a  CTR  ranges  from  20  to  30  minutes.  Based  on  those  pa- 
rameters, financial  institutions  believe  that  it  costs  anywhere  from  $3  to  $15  (exclu- 
sive of  overall  BSA  compliance  costs)  to  file  a  CTR.  The  cost  range  depends  on 
whether  the  filing  is  manual  or  by  magnetic  media.  The  California  Bankers  Associa- 
tion polled  its  members  and  came  up  with  costs  as  high  as  $60  per  CTR.  However, 
that  all  seems  destined  to  change.  We  would  like  to  turn  our  comments  to  S.  1664. 

S.  1664 

The  Anti-Money  Laundering  Act  of  1993  will  help  in  a  drastic  reduction  of  routine 
or  useless  Currency  Transaction  Reports.  As  Senator  Bryan  pointed  out  in  his  floor 
statement  announcing  the  bill's  introduction: 

"The  excessive  number  of  reports  filed,  many  of  which  clearly  have  no  bearing 

on  Federal  money  laundering  enforcement,  place  a  great  strain  on  both  Federal 

investigators  and  the  business  which  must  file  the  CTR's." 

Senator  Bond  echoed  this  problem  when  he  said  that  "banks  are  generating  too 
many  reports  and  other  paper  work  of  questionable  value  instead  of  making  loans." 

We  are  particularly  pleased  with  the  requirement  in  section  2  mandating  that  the 
Treasury  reduce  the  number  of  CTR's  filed  by  banks  by  a  minimum  of  30  percent. 
This  is  an  important  call  to  the  Government  to  ensure  that  CTR  reports  are  used 
to  deter  and  investigate  money  laundering.  The  system  change  to  the  CTR  exemp- 
tion process  will  greatly  assist  in  that  goal. 

CTR  Exp:mptions  (Section  2) 

As  the  Committee  knows.  Bank  Secrecy  Act  reporting  requirements  permit  "ex- 
emptions" from  CTR  reporting  under  certain  circumstances.  The  banking  industry 
has  long  been  confused  over  what  is  seen  as  inappropriate  application  of  the  Treas- 
ury exemption  authority  for  certain  businesses.  Specifically,  tnere  are  categories  of 
businesses  which  financial  institutions  can  exempt  from  the  cash  reporting  require- 
ments which  seem  to  fly  in  the  face  of  law  enforcement  needs  (i.e.,  race  tracks).  In 
addition,  various  law  enforcement  agencies  such  as  the  Drug  Enforcement  Adminis- 
tration (DFIA)  and  the  U.S.  Customs  Service  have  frequently  told  bankers  to  narrow 
or  extremely  limit  the  amount  of  companies  that  are  placed  on  their  exemption  lists 
because  of  tears  that  one-time  legitimate  businesses  can  believe  fronts  for  illegal  op- 
erations. Bank  examiners  frequently  misunderstand  the  nature  and  purpose  of  ex- 
emptions. Routinely,  ABA  hears  refx^rts  from  its  members  who  have  Dcen  criticized 
by  Dank  examiners  for  "malicious  compliance"  when  they  restrict  or  eliminate  ex- 
emptions. Yes,  elimination  of  exemptions  increases  CTR  volume,  but  compliance 
costs  may  actually  decrease,  and  most  importantly,  the  risk  of  a  severe  penalty  is 
avoided. 

We  believe  that  the  existing  exemption  mechanism  no  longer  works  and  should 
be  revamped  so  that  banks  are  required  to  report  only  transactions  that  have  a 
"high  degree  of  u.sefulncss  in  criminal,  tax,  or  regulatory  investigations"  as  required 
by  statute.  Section  2  of  the  bill  appears  to  be  the  answer  for  both  banks  and  law 
enforcement. 

Section  2  creates  a  two-tier  exemption  system.  Mandatory  exemptions  will  be  des- 
ignated by  the  Treasury  and  include  all  transactions  which  a  depository  institution 
has  with  (1)  another  depository  institution;  (2)  any  U.S.  Government  department  or 
agency,  or  any  political  subdivision  of  any  State,  including  an  interstate  compact  be- 
tween two  or  more  States,  which  exercises  any  governmental  authority  on  behalf  of 
the  United  States,  the  State,  or  the  political  subdivision;  or  (3)  any  business  or  cat- 
egory of  business  where  the  CTR's  have  little  or  no  value  for  law  enforcement  pur- 
poses. The  Treasury  will  be  required  to  publish  the  mandatory  exemption  list  at 
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least  annually  in  the  Federal  Register.  This  proposal  is  consistent  with  IRS'  own 
analysis  that  40  percent  of  the  CTR  database  is  filled  with  routine  information.  We 
would  strongly  recommend  however,  that  the  "category  of  businesses"  contemplated 
by  section  2  be  as  broad  as  the  current  exemptions  allowed  by  Treasury. 

We  would  also  recommend  that  the  "notice  of  exemption"  required  by  section 
(d)(2)  contain  the  entity's  legal  name,  taxpayer  ID  number(s)  and  any  other  identify- 
ing information  necessary  for  positive  identification.  The  exact  date  or  month  for 
publication  of  the  "Notice"  should  be  specified  in  the  Act  so  affected  institutions 
could  anticipate  this  recurring  annual  event.  Changes  to  the  list  of  entities  identi- 
fied in  the  "Notice"  should  not  be  mandatory  until  90  days  after  publication  in  the 
Federal  Register.  Optional  compliance  should  be  allowed  beginning  on  the  date  of 
publication. 

The  second  part  is  a  discretionary  exemption  list  that  includes  transactions  be- 
tween a  depository  institution  and  its  qualified  business  customers  who  most  fre- 
quently engage  in  transactions  which  are  subject  to  reporting  requirements  under 
the  BSA.  The  qualified  business  customer  must  meet  criteria  determined  by  the 
Treasury  to  be  sufficient  to  ensure  that  the  purposes  of  the  BSA  are  carried  out 
without  requiring  a  report  with  respect  to  such  transactions.  A  discretionary  exemp- 
tion is  efiective  only  after  the  depository  institution  submits  a  list  of  its  customers 
to  the  Treasury  and  the  Secretary  approves  the  application  of  the  exemption  to  such 
customer.  Finally,  depository  institutions  must  annually  review  its  list  of  customers 
and  resubmit  the  list  for  the  Secretary's  approval.  We  hope  that  the  agency  will  re- 
view the  list  in  a  prompt  and  timely  manner.  It  is  recommended  that  the  section 
be  changed  to  ensure  swift  review.  The  Treasury  Department,  like  many  Federal 
agencies,  has  been  hampered  by  limited  resources.  There  must  be  adequate  staff  to 
handle  this  new  authority.  With  the  addition  of  certainty  to  the  process  as  well  as 
the  safe  harbor  for  banks,  Congress  can  rekindle  our  industry's  interest  in  bank  ini- 
tiated exemptions.  However,  efficiency  is  the  key. 

Most  importantly,  under  the  bill,  depository  institutions  that  have  been  granted 
either  a  mandatory  or  discretionary  exemption  will  receive  a  safe  harbor  from  the 
penalty  for  failure  to  file  a  CTR.  This  provision  is  crucial  to  gaining  banker  support 
for  the  bill  and  we  commend  its  inclusion. 

Streamlined  CTR's  (Section  2) 

"Streamlining  CTR's"  should  not  turn  out  to  be  more  expensive  than  leaving 
things  alone.  All  changes  are  expensive — even  the  ones  that  reduce  requirements. 
Staff  still  has  to  be  trained,  software  must  be  changed,  forms  must  be  reprinted  and 
old  ones  destroyed,  audit  procedures  will  have  to  be  revised  and  bank  examiners 
will  have  to  be  retrained.  Therefore,  we  support  the  concept  of  redesign,  but  banks 
must  be  consulted  during  this  process  if  changes  are  to  have  any  real  effect.  This 
is  an  excellent  issue  for  the  Bank  Secrecy  Act  Advisory  Group. 

Suspicious  Transactions  (Section  3) 

Mr.  Chairman,  we  have  long  criticized  the  multiple  filing  process  for  reporting 
suspicious  transactions  to  the  Government.  With  technology  being  what  it  is,  it 
stands  to  reason  that  banks  should  only  have  to  file  with  one  agency.  Section  3  of 
your  bill  will  go  a  long  way  toward  guaranteeing  that  result  if  it  covers  all  current 
suspicious  transaction  reports.  This  section  requires  the  Secretary  of  Treasury  to 
designate  a  single  agency  of  the  United  States  to  receive  all  suspicious  transaction 
reports  required  under  31  U.S.C.  53.18  and  to  coordinate  the  distribution  of  those 
reports  with  the  appropriate  law  enforcement  or  supervisory  agency.  However,  sec- 
tion 3(a)(4)(C)  seems  to  take  away  the  benefit  of  this  new  system  by  allowing  the 
agencies,  under  certain  circumstances,  to  still  require  multiple  reports.  This  section 
should  be  amended  if  the  proposed  change  is  to  have  any  meaning. 

The  Secretary  of  the  Treasury  will  then  submit  a  report  to  the  House  Banking 
Committee  no  later  that  1  year  after  the  date  of  enactment  of  this  Act,  on  the  num- 
ber of  suspicious  transactions  reported  to  the  Treasury  and  the  results  of  such  re- 
ports. This  is  a  major  improvement  to  the  system.  One  major  caveat:  the  industry 
is  still  strongly  opposed  to  a  "new"  reporting  scheme  on  suspicious  transactions  un- 
less substantial  changes  are  made  to  the  current  reporting  scheme.  It  must  be  noted 
that  we  already  have  the  criminal  referral  form  process  and  those  forms  are  now 
the  vehicle  for  reporting  possible  money  laundering  and  Bank  Secrecy  Act  criminal 
violations.  Those  forms,  unfortunately,  are  required  to  be  filed  with  at  least  six  (6) 
different  agencies.  We  would  be  happy  to  work  with  both  the  Government  and  Con- 
gress on  this  issue. 
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Negotiable  Instruments  Drawn  on  Foreign  Banks  Subject  to 
Recordkeeping  and  Reporting  Requirements  (Section  5) 

This  section  would  change  the  definition  of  "monetary  instruments"  in  31  U.S.C. 
§5312(3)  to  include,  "as  the  Secretary  of  the  Treasury  shall  provide  by  regulation, 
checks,  drafts,  notes,  money  orders,  and  other  similar  instruments  which  are  drawn 
on  a  foreign  financial  institution  and  are  not  in  bearer  form."  Among  other  things, 
this  change  in  the  definition  of  "monetary  instruments"  would  subject  non-bearer  in- 
struments drawn  on  a  foreign  financial  institution  to  the  reporting  requirements  for 
exporting  and  importing  monetary  instruments  found  in  31  U.S.C.  §5316  and  31 
CFR  §103.23  which  currently  cover  individuals  who  transport  monies  in  or  out  of 
the  United  States  (commonly  known  as  the  CMER  requirements). 

While  it  is  desirable  to  have  such  reporting  requirements  apply  to  persons  enter- 
ing or  exiting  the  United  States  with  foreign  financial  institution  instruments  in 
their  possession,  this  section  also  would  apply  to  such  instruments  while  in  the 
interbank  collection  and  reconciliation  process.  This  could  impose  a  major  compli- 
ance burden  for  banks  that  handle  large  volumes  of  checks  and  other  instruments 
for  international  collection,  since  there  is  no  systematic  way  to  cull  instruments 
drawn  on  or  by  foreign  financial  institutions  from  instruments  that  are  not.  Under 
these  circumstances,  a  bank  would  have  no  practical  way  of  knowing  whether  it  was 
handling  instruments  subject  to  the  reporting  requirements.  It  also  appears  that 
law  enforcement  is  really  after  the  individuals  who  transport  illegal  monies  and  are 
not  interested  in  the  large  volume  of  new  records  that  banks  would  have  to  retrieve. 

In  fact,  because  of  these  difficulties,  banks  generally  are  excused  from  filing  re- 
ports on  instruments  in  the  interbank  collection  and  reconciliation  process.  The  cur- 
rent definition  of  "monetary  instruments"  includes  bearer  negotiable  instruments 
and  travelers'  checks.  Instruments  in  the  interbank  collection  and  reconciliation 
process  are  restrictively  endorsed  and  therefore  are  not  in  bearer  form.  Travelers 
checks  in  the  collection  and  reconciliation  process  are  specifically  exempted  from  re- 
porting by  31  CFR  §103.23(cX8).  Since  this  section  refers  to  instruments  that  are 
not  in  bearer  form,  it  should  exclude  such  instruments  that  are  in  the  collection  and 
reconciliation  process. 

Mr.  Chairman,  we  would  suggest  that  S.  1664  be  amended  along  the  lines  of  the 
House  Banking  Committee  money  laundering  companion  bill  (H.R.  3235)  that 
passed  the  Full  Committee  on  March  9,  1994.  Tne  House  bill  was  amended  to,  "re- 
quire persons  bringing  negotiable  instruments  drawn  on  or  by  foreign  banks  in  ex- 
cess of  $10,000  into  the  United  States  to  file  a  report,  instead  of  requiring  banks 
to  report  such  instruments  as  part  of  the  currency  reporting  requirements."  We  un- 
derstand that  the  Treasury  Department  supports  this  approach  and  we  would  be 
pleased  to  work  with  this  Committee  to  develop  language  to  accomplish  this  result. 

Annunzio-Wylie  Anti-Money  Laundering  Act  of  1992 

Mr.  Chairman,  as  we  address  your  new  bill,  we  would  like  to  take  this  oppor- 
tunity to  also  comment  on  the  potential  effect  on  our  industry  of  P.L.  102-550,  the 
Annunzio-Wylie  Anti-Money  Laundering  Act  of  1992.  As  indiicated  upon  introduc- 
tion, the  intent  of  this  law  is  to  give  the  appropriate  Federal  depository  institution 
regulatory  agencies  the  power  to  revoke  charters,  terminate  deposit  insurance,  and 
remove  or  suspend  ofTicers  and  directors  of  depository  institutions  involved  in  money 
laundering  or  currency  transaction  offenses. 

The  banking  industry  generally  supported  the  main  provisions  of  the  new  law, 
which  was  a  product  of  tne  hard  work  of  this  Committee.  TTie  provisions  relating 
to  charter  revocation  were  carefully  crafted  to  give  the  regulators  the  necessary 
flexibility  to  consider  several  important  factors  prior  to  closing  the  institution.  How- 
ever, there  were  several  provisions  that  can  substantially  hinder  banking  activity 
if  the  regulations  are  not  carefully  drawn. 

Identifications  of  Non-Bank  Financial  Institutions 

This  section  will  require  depository  institutions  to  provide  the  name  and  other  in- 
formation about  non-bank  financial  institution  customers  to  the  Treasury  Depart- 
ment. Since  there  is  an  extremely  broad  definition  of  a  "financial  institution"  and 
the  ongoing  transformation  of  many  types  of  retail  businesses  into  limited  providers 
of  financial  services,  this  requirement  will  rapidly  overload  Treasury  with  millions 
of  new  reports.  While  we  understand  the  intent  behind  this  section,  it  is  not  focused 
sharply  on  the  problem  and  it  is  distressing  that  once  again  the  banking  industry 
is  being  asked  to  provide  information  to  law  enforcement  which  could  be  and  should 
be  derived  from  other  sources. 

It  is  troubling  that  because  of  the  inability  of  the  Government  to  get  a  handle  on 
certain  entities  that  are  not  providing  sufficient  information.  Congress  is  requiring 
depository  institutions  to  provide  the  information.  With  the  creation  of  FinCEN, 
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there  must  be  information  available  outside  of  our  industry  to  create  a  database  to 
determine  which  non-bank  financial  institutions  are  evading  reporting  require- 
ments. We  continue  to  recommend  that  the  corporate  tax  form  (Form  1120)  be 
amended  to  include  a  box  for  the  entity  to  disclose  its  business  form  directly  to  the 
Government.  However,  the  focus  of  S.  1664  on  money  transmitters  may  be  a  useful 
tool  toward  solving  our  concern.  We  recommend  expanding  the  definition  of  financial 
institutions  under  section  8,  so  that  registration  of  money  transmitters  could  also 
be  used  to  identify  the  financial  institutions  that  were  required  under  the  Annunzio- 
Wylie  law. 

Funds  Transfer  Requirements 

The  banking  industry  has  commented  on  the  October  1993,  regulatory  proposal 
by  the  Treasury  and  the  Federal  Reserve  Board  concerning  wire  transfers  record- 
keeping. Since  the  promulgation  of  the  first  proposal  in  1989,  the  industry  has 
feared  an  inappropriate  response  to  the  question  of  how  funds  transfers  fit  into  the 
BSA  compliance  responsibilities  of  an  institution.  The  industry  was  generally 
pleased  with  the  joint  rulemaking  and  our  comment  letter  is  attached  for  your  infor- 
mation. Both  the  Treasury  and  the  Federal  Reserve  Board  deserve  credit  for  pro- 
mulgating a  reasonable  rule.  However,  Mr.  Chairman,  there  is  still  some  concern 
about  several  provisions  in  the  proposal  and  we  are  hopeftil  that  those  issues  can 
be  addressed  when  the  Advisory  Group  meets. 

Suspicious  Transaction  Reporting 

We  are  pleased  that  the  Treasury  will  once  again  consider  this  issue  when  the 
BSA  Advisory  Board  meets.  Annunzio-Wylie  gave  the  Treasury  the  authority  to  "re- 
quire" banks  and  non-banks  to  report  suspicious  transactions.  While  the  require- 
ment for  non-banks  makes  sense,  any  attempt  by  Treasury  to  create  "another"  re- 
porting form  for  banks  can  be  a  major  problem.  However,  as  previously  stated,  we 
Delieve  that  the  issue  can  be  resolved  by  a  thorough  discussion  in  the  Advisory 
Group. 

ABA  had  recommended  that  with  the  creation  of  FinCEN,  and  the  acknowledge- 
ment that  the  agency  will  coordinate  CRF  filings  for  all  agencies,  all  financial  insti- 
tutions be  allowed  to  submit  CRF's  directly  to  FinCEN.  This  will  eliminate  tremen- 
dous duplication  and  costs  to  the  banks.  As  previously  stated,  it  is  incomprehensible 
that  six  agencies  need  separate  copies  of  the  CRF. 

Finally,  the  use  of  guidelines  on  suspicious  transactions  similar  to  the  publication 
issued  by  the  OCC  and  the  creation  of  the  Trends  newsletter,  are  welcome  additions 
to  a  bank's  compliance  program. 

Addressing  the  Ratzlaf  Decision 

In  January,  the  Supreme  Court  ruled  that  the  laws  regarding  "structuring"  of 
cash  transactions  to  avoid  reporting  could  not  be  violated  simply  by  avoidance  oT  the 
over  $10,000  reporting  requirement.  In  a  5-A  decision,  the  Court  said  that  to  convict 
an  individual  for  violating  31  U.S.C.  5322(a)  of  the  Bank  Secrecy  Act,  the  Govern- 
ment must  prove  that  "the  defendant  acted  with  the  knowledge  that  the  structuring 
he  or  she  undertook  was  unlawful,  not  simply  that  the  defendant's  purpose  was  to 
circumvent  a  bank's  reporting  obligation." 

The  facts  of  the  case  involved  an  individual  who  was  paying  gamblmg  debts  to 
a  casino  with  $100,000  in  cash.  When  informed  that  the  casino  would  have  a  report- 
ing obligation  because  of  the  cash,  the  individual  traveled  to  several  banks  to  pur- 
chase cashiers  checks  under  $10,000.  The  defendant  also  knew  of  the  bank's  report- 
ing requirements.  ,     ,     i_     i 

The  Court,  in  Ratzlaf  v.  United  States  (92-1196),  held  that  even  though  the  bank 
had  a  duty  to  report  cash  transactions  over  $10,000  and  that  it  was  a  crime  under 
31  U.S.C.  5324  for  a  willful  violation  of  the  structuring  prohibition,  the  individual 
could  not  be  guilty  of  violatingthat  bank's  reporting  requirements  because  he  did 
not  intend  to  disobey  the  law.  The  Court  went  on  to  point  out  that  "currency  struc- 
turing is  not  inevitably  nefarious"  so  a  conviction  must  include  something  more  than 
mere  avoidance  of  the  bank's  reporting  obligations.  j    v     <. 

Mr.  Chairman,  while  this  is  not  a  bank  decision,  per  se,  we  are  concerned  about 
the  possible  ramifications  for  our  industry.  Financial  institutions  are  still  required 
to  report  possible  violations  of  law,  including  structuring,  to  law  enforcement  and 
the  regulatory  agencies.  Therefore,  if  a  banker  suspects  that  a  transaction  is  being 
conducted  to  avoid  reporting,  a  report  must  be  sent  to  the  appropriate  agencies.  It 
should  not  be  up  to  a  bank  employee  to  determine  an  individual  s  intent.  While  re- 
ports to  the  Government,  based  on  the  banker's  belief  that  a  law  had  been  violated, 
are  protected  from  customer  liability  claims  under  the  Annunzio-Wyhe  Money  Laun- 
dering Act  of  1992,  this  court  decision  has  caused  some  confusion.  However,  a 
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change  in  the  law,  as  approved  by  the  House  Banking  Committee,  can  clear  up  this 
problem. 

We  urge  the  Committee  to  add  to  S.  1664  a  provision  to  clarify  that  to  prove  a 
criminal  violation  of  the  prohibition  on  structuring  transactions  to  evade  currency 
reporting,  the  Government  needs  only  prove  the  intent  to  evade  the  reporting  re- 
quirements, rather  than  prove  that  the  aefendant  knew  that  evasion  was  illegal. 

Other  Issues 

We  believe  that  there  is  a  need  for  consistency  in  supervision  and  regulation  of 
the  financial  industry.  This  can  only  occur  if  the  Government  and  the  banking  in- 
dustry understand  their  respective  roles.  One  way  to  do  this  is  by  educating  the  in- 
dustry on  the  latest  tactics  and  techniques  utilized  by  money  launderers.  We  do  re- 
alize that  this  problem  is  more  a  result  of  resources  and  an  increased  workload  than 
any  intentional  disregard  for  supplying  financial  institutions  with  immediate  infor- 
mation. However,  it  would  be  helpful  i?  various  banking  and  law  enforcement  agen- 
cies could  immediately  advise  the  banking  community  as  to  the  latest  money  laun- 
dering trends,  suspicious  types  of  customers,  and  current  illegal  transactions  so  that 
the  industry  coulcf  put  into  effect  the  necessary  safeguards  to  preclude  such  activi- 
ties. 

The  BSA  Bulletin  Board  announced  by  ERS,  is  an  excellent  vehicle  to  supply  cen- 
tralized information  on  interpretations  to  banks.  After  22  years  of  compliance  with 
the  Bank  Secrecy  Act,  one  of  the  major  problems  for  bankers  is  the  lack  of  guidance 
on  interpreting  the  Act.  The  industry  is  unanimous  in  its  call  for  an  annual  agency 
review  or  lapdate  of  the  BSA  regulations  such  as  exists  with  the  Federal  Reserve 
Board's  "Official  StafT  Commentary"  on  Regulation  Z  and  Regulation  B.^  The  cur- 
rent Treasury  system  of  releasing  Administrative  Rulings  in  the  Federal  Register  is 
an  incomplete  means  of  communication  because  it  does  not  reach  all  members  of  the 
banking  industry.  Access  to  the  Federal  Register  is  not  as  wide-spread  as  many  may 
believe.  The  Treasury  Department  has  issued  a  myriad  of  "private  rulings"  over  the 
years  that  have  only  been  made  available  to  the  industry  in  forums  or  private  sector 
publications.  There  is  a  critical  need  for  a  "stafT  commentary"  that  could  include  all 
previously  issued  rulings  and  interpretations  of  the  Bank  Secrecy  Act. 

The  commentary  system  used  by  the  Federal  Reserve  Board  has  had  a  dramatic 
effect  on  compliance  because  of  the  certainty  that  exists  with  a  single  published 
source  that  is  updated  annually.  As  mentioned  above,  the  industry  is  dependent 
upon  the  Government  for  information  on  the  Bank  Secrecy  Act  and  money  launder- 
ing deterrence  in  general  and  the  lack  of  adequate  information  and  feedback  makes 
it  difficult,  if  not  impossible,  to  protect  against  liability  and  the  use  of  financial  in- 
stitutions as  vehicles  for  money  laundering.  ABA  does  appreciate  the  efforts  made 
by  the  OfTice  of  the  Comptroller  of  the  Currency  (OCC),  the  Internal  Revenue  Serv- 
ice (IRS),  and  the  Treasury  Department  in  participating  at  industry-sponsored  con- 
ferences and  programs  on  money  laundering.  We  would  like  to  especially  acknowl- 
edge the  work  of^the  Federal  Reserve  Board  in  assisting  our  educational  programs. 
However,  education  is  not  always  a  priority  for  all  agencies  but  it  must  become  one 
if  we  are  all  to  be  partners  in  deterrence.^ 

The  goals  of  the  Bank  Secrecy  Act  are  only  reached  if  banks  have  sufTicient  guid- 
ance from  the  Government  on  general  compliance  and  how  to  stop  schemes  of  BSA 
avoidance. 

ABA  Recommendations 

The  American  Bankers  Association  has  been  in  the  forefront  of  BSA  compliance 
efforts  (i.e.,  products,  conferences,  seminars)  as  well  as  the  only  group  to  actively 
participate  in  all  debates  on  money  laundering  in  Congress  and  with  the  regulators. 
Therefore,  our  recommendations  to  improving  the  BSA  system  are  based  on  years 
of  analysis  and  a  good-faith  desire  toward  resolving  the  inconsistency  between  regu- 
lations and  effectiveness.  Some  of  these  proposals  nave  been  oficred  before,  all  have 
been  actively  debated,  and  most  have  received  wide-spread  support. 

The  first  major  proposal  was  a  long-standing  recommendation  concerning  the  cre- 
ation of  a  panel  of  experts  or  advisors  from  the  Government  and  the  private  sector 
to  determine  how  to  get  the  most  out  of  the  Bank  Secrecy  Act.  ABA  was  pleased 
to  see  Congress  pass  this  proposal  in  1992  to  amend  the  BSA  and  create  a  perma- 


^Truth  in  landing  Act;  (15  U.S.C.    1601   et.  seq.)  Regulation  Z  StafT  Commentary  (TII^l. 
Supp.  1-12  CFR  Part  226),  Equal  Credit  Opportunity  Act  (P.L.  94-239),  Regulation  B. 

The  American  Hankers  Association  has  acvoted  considerable  resources  and  time  to  Bank  Se- 
crecy Act  education  over  the  years.  Through  conferences,  schools,  seminars,  and  publications, 
ABA  has  trained  an  estimated  100,000  bankers  in  the  past  8  years.  Our  commitment  to  BSA 
awareness  has  received  commendations  from  the  Customs  Service,  the  Drug  Enforcement  Agen- 
cy (DEA),  and  the  OfTicc  of  National  Drug  Control  Policy. 
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nent  advisory  group  similar  to  the  Federal  Reserve  Board's  Consumer  Advisory 
Council."*  We  are  anxiously  awaiting  the  first  meeting  of  this  group  which  we  under- 
stand will  be  on  April  8,  1994. 

ABA  also  reconmiends  amending  section  103.22  of  the  BSA  to  reduce  the  number 
of  routine  CTR's  that  are  not  "highly  useful."  If  the  exemption  change  in  section  2 
of  S.  1664,  is  not  successful  in  lowerinjg  routine  reports,  then  we  again  recommend 
raising  the  threshold  for  CTR  filings.  The  over  $10,000  amount  for  cash  in  or  cash 
out"  of  an  institution  during  one  business  day  has  been  in  effect  since  the  inception 
of  the  BSA.  The  figure  is  no  longer  a  fair  example  of  "highly  useful"  transaction  in- 
formation in  the  1990's  and  serious  consideration  should  be  given  to  adjusting  the 
amount.  ABA  understands  that  modification  may  adversely  affect  the  current  BSA 
education  process  and  that  CTR  filers  that  are  already  on-line  may  have  to  make 
some  adjustments,  but  the  decrease  in  total  filings  will  have  a  beneficial  effect  on 
cost  and  effectiveness  to  law  enforcement.  This  is  a  perfect  issue  for  an  advisory 
groijp. 

ABA  recommends  that  the  CTR  level  be  raised  to  $25,000  for  corporations,  but 
remain  at  $10,000  for  transactions  by  individuals.  Economists  have  adjusted  our 
$10,000  level  to  account  for  inflation  and  other  appropriate  factors  and  have  found 
that  the  CTR  amount  would  be  closer  to  $36,000  in  1992  dollars.  Therefore,  we  feel 
that  the  $25,000  threshold  is  workable  and  will  continue  to  provide  useful  informa- 
tion to  law  enforcement.  We  believe  that  our  argument  has  been  bolstered  by  a  No- 
vember 1993  GAO  report  which  concluded  that  58  percent  of  the  CTR's  filed  in  1992 
were  in  amounts  of  $20,000  or  less.  In  addition,  20.3  percent  of  the  filings,  were  be- 
tween $20,000  and  $35,000. 

We  have  also  recommended  simplifying  the  CTR  form.  Section  2  of  your  bill  ad- 
dresses this  overdue  concern.  The  CTR  is  two  pages  long  and  an  additional  two 
pages  of  instructions.  We  urge  that  the  private  sector  group  assist  the  Government 
in  developing  a  new  form.  Nlany  discussions  with  IRS  officials  over  the  years  have 
convinced  our  members  of  the  need  to  redesign  the  form.  To  assure  full  public  par- 
ticipation, we  recommend  that  all  reporting  forms  be  made  a  part  of  the  BSA  regu- 
lation and  that  changes  be  proposed  for  public  comment. 

The  banking  industry  was  also  afTected  by  the  passage  of  the  $3,000  rule  in  the 
1988  Omnibus  Drug  Bill  and  the  subsequent  promulgation  of  the  regulation 
(103.29).  Information  on  the  utility  of  this  requirement  is  sketchy  at  best,  out  the 
industry  strongly  believes  that  modifications  can  be  made  to  this  rule  to  ease  the 
regulatory  burden  on  the  bank  while  providing  sufficient  information  to  law  enforce- 
ment. For  example,  Signet  Banking  Corporation,  in  Richmond,  VA,  has  240  offices 
and  in  the  32  months  since  the  regulations  has  been  in  effect,  none  of  Signet's 
branches  have  received  a  request  for  records. 

ABA  recommends  changing  the  $3,000  rule  to  only  require  a  "purchaser's  log"  for 
non-customers.  All  of  the  required  information  on  customers  would  be  established 
when  the  accounts  are  opened  and  be  held  for  the  BSA  record  retention  period  (5 
years).  At  a  minimum,  the  Act  should  be  amended  to  eliminate  the  $3,000  log  re- 
quirement if  the  bank  was  required  to  file  a  CTR  on  currency  transactions  now  cov- 
ered by  both  rules.  Currently,  the  two  requirements  are  simultaneously  triggered 
whenever  a  bank  has  knowledge  that  (1)  an  individual  conducts  two  or  more  cash- 
in  transactions  during  any  one  day  totaling  more  than  $10,000,  and  (2)  one  or  more 
of  those  cash-in  transactions  involved  the  purchase  of  one  or  more  negotiable  instru- 
ments that  total  between  $3,000  and  $10,000. 

As  ABA  argued  in  1989  when  the  log  requirement  was  first  proposed,  it  is  clear 
from  the  legislative  history  that  both  Congress  and  the  Treasuiy  intended  that  more 
expansive  information  under  section  5325  would  be  required  of  financial  institution 
non-account  holders  but  that  limited  information  was  necessary  for  account  hold- 
ers.'' Our  association  would  suggest  that  financial  institutions  be  permitted  to  sub- 
stitute the  proposed  log  with  an  individual  institution's  own  recordkeeping  system 
for  account  holders  for  the  purchase  of  cashier's  checks,  travelers  checks,  money  or- 
ders, and  bank  checks  provided  that  the  information  retained  is  in  keeping  with  the 
information  needed  by  Treasury.  This  suggestion  would  encourage  banks  to  continue 
to  sell  those  monetary  instruments  to  account  holders  rather  than  opting  to  dis- 
continue those  sales. 

This  alternative  would  not  affect  the  requirement  as  to  non-account  holders.  Due 
to  the  recognition  of  common  money  laundering  techniques,  many  institutions  al- 


'•12CFR267.  „  „     ,. 

^Deputy  Assistant  Secretary  [Law  Enforcement]  Gerald  L.  Hilsher  told  the  House  Banking 
Committee  on  June  8,  1989,  that  the  "intent  of  proposed  section  5325  is  to  receive  identification 
from  money  launderers  who  are  not  account  holders  at  the  financial  institutions  where  they  pur- 
chase monetary  instruments  with  cash." 
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ready  have  a  policy  of  not  selling  the  above-mentioned  instruments  to  non-account 
holders.  While  our  association  does  not  recommend  this  fx)licy,  it  is  one  that  can 
easily  be  understood.  The  Treasury  could  offer  the  option  of  keeping  a  chronological 
log  only  for  non-account  holders.  Many  institutions  have  indicated  that  the  use  of 
chronological  logs  are  labor-intensive  so  an  option  for  those  institutions  would  be  de- 
sirable. 

Mr.  Chairman,  deterrence  works  if  risks  are  raised  sufficiently.  We  believe  that 
the  risks  involved  in  attempting  to  launder  money  through  financial  institutions  are 
great  and  the  reporting  of  suspicious  activity  is  constantly  on  the  rise.  Congress  can 
close  out  the  possibility  of  laundering  in  financial  institutions  by  improving  the  CTR 
reporting  system.  We  ask  this  Committee  to  consider  our  comments  as  constructive 
criticism  to  a  system  that  can  work  if  all  affected  parties  work  as  a  team. 

We  thank  you  for  the  opfxjrtunity  to  present  our  views. 


AMERICAN  BANKERS  ASSOCIATION 

October  4,  1993 

Mr.  Petkr  Djinis,  Director,  Office  of  Financial  Enforcement 
Office  of  the  Assi^a.nt  Secretary  (Enforcement) 
U.S.  Department  of  the  Treasury 

Mr.  William  W.  Wiles,  Secretary 

Board  of  Gover.\ors  of  the  Federal  Reserve  Syotem 

Re:  Federal  Reserve  System.  [Docket  No.  R-0807],  31  CFR  103.  Department  of  the 
Treasury,  Proposed  Amendments  to  the  Bank  Secrecy  Act  Regulations 

Dear  Mr.  Djinis  and  Mr.  Wiles: 

The  American  Bankers  Association  ("ABA")  is  pleased  to  have  this  opportunity  to 
comment  on  several  proposed  amendments  to  the  Bank  Secrecy  Act  that  will  require 
financial  institutions  to  retain  certain  records  relating  to  funds  transfers.  The  ABA 
is  the  national  trade  and  professional  association  for  America's  commercial  banks, 
from  the  smallest  to  the  largest.  ABA  members  represent  about  90  percent  of  the 
industry's  total  assets.  Approximately  94  percent  of  our  members  are  community 
banks  with  assets  of  less  than  $5(X)  million. 

These  proposed  regulations  are  the  culmination  of  4  years  of  debate  on  how  the 
funds  transfer  system  should  be  modified  to  assist  law  enforcement  agencies  in  their 
effort  to  deter  money  laundering.  The  ABA  was  unalterably  opposed  to  the  first  pro- 
posed change  to  funds  transfers  in  part  because  of  its  reliance  on  creating  a  new 
reporting  system  that  would  have  dramatically  hindered  the  payment  system.  How- 
ever, the  Treasury  and  the  Federal  Reserve  Board  have  worked  intensively  on  these 
new  proposals  and  are  to  be  commended  for  drafting  a  fair  and  equitable  regulation. 
While  the  ABA  does  have  some  remaining  concerns,  the  responsiveness  of  the  agen- 
cies to  banking  industry  comment  is  greatly  appreciated. 

Since  the  first  proposed  regulation  was  issued  in  1989,  the  banking  industry 
worked  hard  to  familiarize  the  Treasury  Department  (as  well  as  other  agencies)  on 
the  complexities  of  the  wire  transfer  system.  As  we  approached  the  possibility  of 
new  regulations,  Government  employees  were  asked  to  tour  wire  facilities,  discuss 
the  payment  system  with  operations  officials  and  seek  additional  information  on 
this  new  area  of  potential  reporting. 

The  concern  over  these  potentially  burdensome  requirements  led  the  industry  to 
seek  Congressional  support  for  a  "joint"  rulemaking  process  that  would  enable  the 
Federal  Reserve  Board,  together  with  the  Treasury  Department,  to: 

Jointly  prescribe,  after  consultation  with  State  banking  supervisors,  final  regu- 
lations requiring  that  insured  depository  institutions,  businesses  that  provide 
check  cashing  services,  money  transmitting  businesses,  and  businesses  that  issue 
or  redeem  money  orders,  travelers'  checks,  or  other  similar  instruments  maintain 
such  records  of  payment  orders  which — 
"(i)  involve  international  transactions;  and 

"(ii)  direct  transfers  of  funds  over  wholesale  funds  transfer  systems  or  on  the 
books  of  any  insured  depository  institution,  or  on  the  books  of  any  business  that 
provides  check  cashing  services,  any  money  transmitting  business,  and  any  busi- 
ness that  issues  or  redeems  money  orders,  travelers'  checks,  or  similar  instru- 
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ments,  that  will  have  a  high  degree  of  usefulness  in  criminal,  tax,  or  regulatory 
investigations  or  proceedings." 

In  addition,  the  Annunzio-Wylie  Anti-Money  Laundering  Act  (section  1515  of  P.L. 
102-550)  states  that: 

Whenever  the  Secretary  and  the  Board  of  Governors  of  the  Federal  Reserve  Sys- 
tem (hereafter  in  this  section  referred  to  as  the  "Board")  determine  that  the  main- 
tenance of  records  by  insured  depository  institutions,  of  payment  orders  which  di- 
rect transfers  of  funds  over  wholesale  funds  transfer  systems  has  a  high  degree 
of  usefulness  in  criminal,  tax,  or  regulatory  investigations  or  proceedings,  the  Sec- 
retary and  the  Board  shall  jointly  prescribe  regulations  to  carry  out  the  purposes 
of  this  section  with  respect  to  the  maintenance  of  such  records. 
What  must  be  emphasized  is  Congressional  concern  about  the  scope  of  these  new 
requirements.  The  factors  that  the  joint  rulemaking  agencies  must  consider  when 
implementing  this  mandate  is  instructive: 

In  prescribing  the  regulations  required  under  subparagraph  (A),  the  Secretary 
and  the  Board  shall  consider — 

"(i)  the  usefulness  in  criminal,  tax,  or  regulatory  investigations  or  proceedings 
of  any  record  required  to  be  maintained  pursuant  to  the  proposed  regulations;  and 
"(ii)  the  effect  the  recordkeeping  required  pursuant  to  such  proposed  regulations 
will  have  on  the  cost  and  efficiency  of  the  payment  system." 

Thus,  these  new  regulations  must  be  assessed  in  terms  of  their  effect  on  law  en- 
forcement and  the  banking  industry. 

Effective  Date 

While  the  ABA  is  pleased  that  many  of  the  burdensome  aspects  of  the  earlier  pro- 
posals have  been  modified  or  dropped,  we  do  remain  concerned  about  the  very  short 
time  period  for  financial  institutions  to  get  their  systems  adjusted  to  comply  with 
these  new  regulations. 

The  ABA  strongly  suggests  that  Congress  recognized  the  effect  that  a  change  to 
the  payments  system  would  have  on  financial  institutions.  Therefore,  while  the  reg- 
ulations for  international  transfers  must  be  effective  before  January  1,  1994,  we  be- 
lieve that  the  implementation  period  for  these  new  regulations  and  those  for  domes- 
tic transfers  must  be  much  more  flexible.  ABA  respectfully  suggests  that  all  new 
requirements  be  in  place  by  January  1,  1995,  or  after  the  Fedwire  Funds  Transfer 
Format  has  been  adapted  to  facilitate  automation  of  compliance.  This  12  month  pe- 
riod is  consistent  with  the  12  month  period  for  implementation  of  the  requirement 
relating  to  transmittal  of  funds.  In  addition,  ABA  recommends  that  the  banking 
agencies  not  penalize  financial  institutions  for  non-compliance  with  these  regula- 
tions until  that  time. 

The  ABA  recommends  that  the  Federal  Reser/e  Board  and  the  Treasury  Depart- 
ment consider  the  extremely  short  time  frame  in  which  the  financial  institution  in- 
dustry must  put  into  effect  new  recordkeeping  requirements  for  domestic  and  inter- 
national funds  transfers  when  examining  for  compliance  with  section  1515  of  An- 
nunzio-Wylie. We  strongly  urge  the  agencies  to  allow  for  a  reasonable  period  of  tran- 
sition for  institutions  that  must  now  retain  new  records  for  funds  transfers  and 
transmittals  of  funds. 

Since  the  notice  of  proposed  rulemaking  was  published  on  August  31,  1993,  in  the 
Federal  Register  with  a  comment  period  to  end  on  October  4,  1993,  it  is  critical  that 
financial  institutions  be  given  the  flexibility  to  implement  the  new  regulations  over 
a  longer  period  of  time.  Congress  made  clear  its  concern  that  the  regulatory  effect 
on  the  payment  system  be  measured  when  finalizing  these  regulations  when  it 
passes  section  1515.  Therefore,  we  must  have  time  to  implement  beyond  the  statu- 
tory "efTective"  date  of  "before  January  1,  1994." 

Re  triev  ability 

Several  of  our  members  expressed  concern  about  retrievability  of  the  records  re- 
quired to  be  retained  under  this  regulation.  While  the  proposal  emphasizes  that  the 
records  be  "accessible  within  a  reasonable  period  of  time,  taking  into  consideration 
the  nature  of  the  record,  and  the  amount  of  time  that  has  expired  since  the  record 
was  made,"  members  are  still  concerned  that  this  requirement  could  be  burdensome. 
We  recommend  that  flexibility  be  considered  when  seeking  a  record,  especially  when 
the  request  only  includes  a  name  without  an  account  number. 

The  second  related  concern  is  whether  or  not  there  is  liability  to  an  institution 
that  provides  records  to  the  (Government  on  a  "name  only"  request  because  that  will 
result  in  the  gathering  of  records  on  many  individuals  that  are  not  the  target  ot 
the  investigation.  An  agency  statement  on  this  issue  would  be  extremely  helpful. 
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Practical  Difficulties  in  Achieving  Full  Compliance 

Many  of  our  members  have  pointed  out  that  the  information  which  banks  will  be 
required  to  maintain  and  be  able  to  access  is  not  currently  stored  in  such  a  manner 
as  to  make  it  "readily  retrievable."  Therefore,  we  recommend  that  the  agencies  clar- 
ify the  concept  of  "retrievability."  The  normal  practice  followed  in  the  transmission 
of  a  wire  is:  (1)  customer  completes  a  wire  transfer  transmittal  request;  (2)  request 
is  reviewed  by  wire  transfer  operators;  (3)  wire  is  transmitted;  (4)  wire  is  recorded 
on  a  chronological  log;  (5)  debit  from  customer's  account  is  pwsted;  (6)  wire  transfer 
transmittal  requests  are  stored  physically  or  in  microfiche.  If  institutional  mergers 
have  occurred  the  problem  again  multiplies,  and  if  transactions  are  accepted  for 
non-account  holders  the  records  would  be  even  less  accessible. 

At  this  time,  many  members  tell  us  that  nowhere  in  this  process  is  a  database 
generated  which  would  allow  electronic  searches  of  wire  records  by  name  or  account 
number.  Apparently,  the  only  way  to  recover  wire  information  when  an  individual's 
name  (Joe  Jones)  is  given  is:  (1)  recover  the  account  numbers  of  all  parties  with  that 
name;  (2)  obtain  copies  of  all  account  statements  during  the  period  concerned;  (3) 
individually  review  all  transactions  on  the  statements  to  isolate  wire  transactions 
if  they  are  noted  as  such;  (4)  finally,  review  the  microfiche  records  of  all  wires  in 
the  chronological  log  and  make  copies  of  matches.  If  partial  names  are  given  such 
as  J.  Jones,  the  difficulty  is  obviously  multiplied  many  fold. 

Community  banks  may  transmit  and  receive  several  hundred  wires  a  day.  A  typi- 
cal regional  bank  may  transmit  and  receive  as  many  as  3,000—4,000  wires  a  day. 
This  will  result  in  a  total  of  3.75  to  5.0  million  wires  per  year,  and  increase  the 
cost  of  record  retention  and  retrievability.  Money  center  banks  send  many  times 
even  this  number  of  wires. 

Banks  will  record  and  store  the  required  information.  However,  we  emphasize  the 
manual  nature,  labor  intensiveness,  and  expense  of  the  searches  that  would  have 
to  be  done.  Given  the  business  demands  on  depository  institutions,  compliance  with 
requests  for  any  substantial  number  of  searches  will  be  a  major  expense  for  many 
of  our  members.  We  hope  that  the  agencies  will  recognize  these  concerns  when  ex- 
amining for  full  compliance. 

Exemptions 

Another  topic  frequently  mentioned  by  our  members  is  exemptions  under  this  new 
system.  One  member  indicated  support  for  financial  institutions,  at  their  option,  to 
exempt  certain  transactions  from  any  recordkeeping  requirements  to  limit  the  bur- 
den imposed  on  them.  The  proposed  exemptions  could  be  similar  to  these  available 
for  CTR's.  The  institution  suggested  the  following  exemptions  be  incorporated  into 
the  regulation:  (1)  all  funds  transfers  in  amounts  of  $10,000  or  less;  (2)  all  funds 
transfers  by  businesses  which  are  specifically  excepted  from  CTR  reporting;  (3)  all 
funds  transfers  by  businesses  which  a  bank  can  exempt  unilaterally  from  CTR  re- 
porting in  accordance  with  the  standards  provided  in  the  Exemption  Handbook  pub- 
lished by  the  Treasury  Department — such  exemptions  would  apply  to  funds  trans- 
fers of  exempted  businesses  which  occur  in  the  ordinary  course  of  business  on  a  reg- 
ular basis;  and  (4)  all  funds  transfers  by  any  corporation  listed  on  any  major  stock 
exchange,  or  by  any  public  utility  or  Government  agency.  They  also  suggested,  how- 
ever, that  the  Government  be  able  to  target  any  specific  customer  or  account  for  rec- 
ordkeeping and  reporting  regardless  of  vmether  it  qualifies  for  an  exemption  as  dis- 
cussed. 

Deftnitions 

Several  members  have  asked  for  clarity  in  the  definitions.  Those  concerns  include: 

a.  The  definition  of  "accept"  includes  the  undefined  term  "executing."  We  request 
that  the  new  regulations  define  "execute"  to  conform  to  the  definition  found  in  sec- 
tion 4A-301(a)  of  article  4A  of  the  Uniform  Commercial  Code. 

b.  The  definition  of  "payment  order"  seems  to  exclude  drawndown  requests  from 
the  definition.  Several  members  are  seeking  confirmation  of  the  exclusion  of 
drawndown  requests  under  the  new  rules. 

c.  The  definition  of  "transmittal  of  funds"  excludes  "funds  transfers"  governed  by 
the  EFTA.  Assuming  that  a  transmittal  of  funds  other  than  a  "funds  transfer"  may 
be  subject  to  the  EFTA,  one  institution  recommended  that  the  reference  to  "funds 
transfer"  found  in  the  definition  of  "transmittal  of  funds"  be  replaced  with  "trans- 
mittal of  funds." 

Conclusion 

As  we  commented  in  1990,  ABA  remains  concerned  that  an  international  wire 
transfer  policy  may  have  the  side  effects  of  slowing  the  global  payments  system,  hin- 
dering legitimate  world,  trade,  and  penalizing  the  international  competitiveness  of 
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U.S.  financial  institutions.  At  a  minimum,  we  feared  that  the  U.S.  financial  services 
industry  could  be  constrained  in  its  ability  to  process  international  payments  in  an 
efficient  and  timely  fashion.  Furthermore,  any  material  deterioration  in  the  level  of 
efficiency  currently  existing  in  the  global  payments  system  could  accelerate  the 
trend  toward  greater  reliance  on  ofTsnore  dollar  netting — to  the  detriment  of  U.S. 
regulatory  initiatives  to  monitor  U.S.  dollar  payments. 

Therefore,  the  ABA  recommended  that  any  amendment  of  regulations  under  the 
BSA  addressing  international  wire  transfers  be  measured  against  the  industry's 
ability  to  comply  with  minimal  service  disruption  and  costs  while  addressing  the 
need  to  stop  the  flow  of  illegal  monies.  Many  of  our  members  believe  that  this  has 
been  largely  done  within  the  confines  of  the  statutory  mandate.  We  commend  the 
Federal  Reserve  Board  and  Department  of  Treasury  for  working  cooperatively  with 
the  industry  to  address  this  potentially  major  problem. 

Sincerely, 
Philip  S.  Corwin 
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The  Bank  Secrecy  Act:  Do  TIeporting 
Requirements  Really  Assist  the  Government? 

John  J.  Byrne* 

I.    Introduction 

On  October  26,  1970,  the  Bank  Records  and  Foreign  Transac- 
tions Act  was  signed  into  law.'  This  law,  commonly  referred  to  as 
the  Bank  Secrecy  Act  (BSA),'  was  not  initially  designed  to  combat 
the  laundering  of  drug  money.*  Rather,  it  was  enacted  "to  require 
certain  reports  or  records  where  they  have  a  high  de^ee  of  useful- 
ness in  criminal,  tax,  or  regulatory  investigations  or  proceedings"* 

•  Senior  Federal  Lepslative  Counsel,  American  Bankers  Association;  B.A.,  Marquett« 
University;  J.D.,  George  Mason  University. 

1.  Bani  Records  and  Foreign  Transactions  (Bank  S«cr«cy)  Act,  Pub.  L  No.  91-508,  S4 
Stat.  IIU  (1970)  (codified  as  amended  in  scattered  sectiooa  of  U.S.C). 

2.  Set  12  C.F.R.  |  326  n.l  (1992). 

3.  One  former  public  official  has  defined  "money  laundering"  as  "the  procesa  by  which 
one  conceals  the  existence,  illegal  source,  or  illegal  application  of  incoro*,  and  then  disguise* 
that  income  to  make  it  appear  legitimate."  Jimea  D.  Harmon,  Jr.,  Untied  States  Money 
Laundering  law*:  International  Implicationt.  9  N.YI*  ScH.  J.  Int*!,  4  Com?  L  8-9  (1988) 
(Mr.  Harmon  formerly  served  as  Executive  Director  and  Chief  (Counsel  of  the  President's 
Commission  on  Organixed  Crime).  Another  commentator  has  descnbed  money  laundering  in 
the  following  way: 

TTiis  process  ...  is  comprised  of  three  principal  stepa:  placement,  layering  and 
integration.  Placement,  the  initial  phase  of  the  laundering  process,  is  the  act  of  "re- 
moving [the  criminal  proceeds)  from  the  location  of  its  acquisition  to  avoid  attention" 
or,  more  simply,  hiding  the  funds  from  enforcement  officials.  .  .  , 

Next,  Layering  occurs,  which  involves  "separation  of  illicit  prt?ceeds  from  their 
source  by  creating  complex  liyers  of  financial  transactions  designed  to  disguise  their 
audit  trad."  The  nexus  between  placement  and  layering  is  clear,  aa  any  placement 
procedure  which  involves  the  alteration  of  the  physical  location  or  nature  of  the  "hot 
money"  ia  also  a  form  of  layering.  .  .  . 

Finally,  the  criminal  must  integrate  funds,  with  apparent  lefitimacy,  into  the 
regular  economy.  This  may  be  done  through  false  recording  of  loan*,  invoicesj,]  and 
income  of  shell  corporations,  or  more  simply  through  an  electronic  transfer  of  the 
funds  from  a  bank  secrecy  haven  back  to  the  money's  country  of  origin. 
Christopher  J.  Kent,  77ie  Canadian  and  International  War  Against  Money  Laundering: 
Legal    PerspecriLXj,   35   Crivl    LQ    21,   21-22    (1992)    '.alteration    in   original)    (footnotes 
omitted). 

4.     31  U.S.C.  J  5311  '1988  &  Supp.  Ill  1991). 
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and  to  assist  the  government  with  tracking  monies  that  are  being 
hidden  in  tax  evasion  schemes.*  The  BSA  is  a  recordkeeping  and 
reporting  statute  whose  most  frequently  cited  requirement  man- 
dates that  financial  institutions  report  all  currency  transactions 
involving  more  than  $10,000  to  the  Internal  Revenue  Service 
(IRS).* 

This  Article  argues  that  the  regulations  promulgated  under 
this  law,  as  well  as  the  changes  in  the  law  itself,  have  often  been 
inconsistent  with  its  initial  goals.  The  various  changes  to  the  BSA 
have  resulted  in  a  patchwork  of  regulations  and  laws  that  have 
saddled  financial  institutions  with  many  responsibilities.  However, 
these  requirements  have  never  been  subject  to  any  thorough  analy- 
sis of  whether  they  have  (or  will)  fulfill  the  intended  purpose  of  the 
BSA. 

Some  of  these  regulatory  changes  have  also  had  a  negative  ef- 
fect on  the  U.S.  economy  due  to  the  international  community's 
failure  to  adopt  similar  recordkeeping  and  reporting  provisions.  In 
fact,  several  countries  have  reviewed  requirements  such  as  cur- 
rency tramsaction  reporting  and  have  rejected  them  as  unwieldy, 
costly,  and  unnecessary.'  When  the  Solicitor  General  of  Canada  is- 
sued a  user  report  entitled  Tracing  of  Illicit  Funds:  Money 
Laundering  in  Canada,*  it  concluded  that  the  U.S.  reporting  sys- 
tem "generates  too  much  paper,"  "results  in  too  long  of  a  delay  in 
providing  the  information  to  law  enforcement,"  "provides  too  little 
evidencer  that  it  is  valuable,"  and  "is  a  costly  and  highly  intrusive 
system."*  However,  the  Canadian  government  did  propose  record- 


5.  Sft  H  R  Rzr  No  975,  9l3t  Cong..  2d  S««.  10  (1970)  ("Petty  criminals,  members  of 
the  underworld,  thos«  engaging  in  'while  collar'  crime  and  income  Uai  evaders  use.  in  one 
way  or  another,  finmciaJ  institutions  in  carrying  oo  their  affairs."),  reprinted  in  1970 
use. C.A.N.  4394,  4395  .  In  fact,  the  puipoM  of  the  original  pro[>osaJ  that  resulted  in  the 
BSA  was  "to  require  the  maintenance  of  appropriate  types  of  records  by  insured  banks 
where  such  records  may  have  i  high  de^ee  of  usefulness  in  criminaJ.  Lai,  or  regvilatcry 
investigations  or  proceeding*."  Id.  at  16  (quoting  H.R.  15,073,  91st  Cong.,  2d  Sesa. 
5   21(a)(2)  (1970)),  reprinted  in  1970  U.S.C.C.A..N.  43S4.  -4401. 

6.  31  C.F.R.  §  103.22  (1992).  The  regulations  implementing  the  BSA  did  not  become 
effective  until  July  1,  1972.  37  Fed.  Reg.  6915  (1972).  There  have  been  many  changes  to  the 
BSA  over  the  years,  but  the  $10,000  threshold  has  remained  the  same.  See  31  C.F  R. 
S    103.22  (1992). 

7.  See  infra  note  12  and  acxrompanying  teit. 

8.  Solicitor  General  Of  Canada.  User  Report  .No  1990-05.  Tracing  of  Illicit 
Flnds   .VIoney  Laundering  in  Canada  (1990)  [hereinafter  User  Report]. 

9.  Id.  at  98;  see  id.  3690.  It  is  interesting  to  note  that  the  same  report  considered  a 
further  study  of  the  CTR  system,  but  warned  that  "such  a  study  might  produce  no  more 
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keeping  requirements  for  large  cash  transactions  (more  than 
$10,000  per  year)  after  it  gained  the  authority  to  require  those 
records  under  the  Proceeds  of  Crime  (Money  Laundering)  Act  in 
1991.'*  Significantly,  these  regvilations  require  recordkeeping 
rather  than  reporting." 

Many  other  countries  (e.g.,  Australia,  the  United  Kingdom, 
and  Japan)  have  rejected  some  portion  of  the  U.S.  system."  The 
funds  expended  by  the  U.S.  banking  industry  on  currency  report- 
ing have  had  a  negative  impact  on  our  economy,  considering  that 
no  money  is  spent  on  such  systems  in  other  countries.  Therefore, 
any  review  of  the  currency  transaction  reporting  program  must 
take  into  consideration  the  effect  the  system  has  had  on  the  U.S. 
economy. 

In  1975,  the  American  banking  industry  filed  3418  currency 
transaction  reports  (CTRs).'*  In  1992,  our  industry  filed  an  esti- 
mated 9.2  million  CTRs!'*  There  is  great  concern  that  the  volume 
of  CTRs  makes  it  impossible  for  the  government  to  effectively  use 
them  to  initiate  investigations.  In  fact,  according  to  IRS  estimates, 
it  takes  forty-five  days  to  place  a  CTR  in  the  federal  database  in 


than  is  already  known."  Id.  at  100.  The  report  went  on  to  point  out  that  the  "views  of  those 
working  with  the  (CTR)  system  in  the  United  States  vary  depending  upon  whether  they  are 
speaking  officially  or  in/ormally  and  depending  on  which  'user'  organization  they  are  from." 
Id. 

10.  Proceeds  of  Crime  (Money  Laundering)  Act,  ch.  26,  §§  2.  4-5,  1991  S.C.  417,  418 
(Can.). 

U.     5J  4-5. 

12.  For  example,  the  Australian  system  of  money  laundering  deterrence  includes  cur- 
rency transaction  reporting,  but  it  is  an  "on-line"  system  which  is  more  effective  and 
efficient  than  the  U.S.  paper-based  system.  User  Report,  jupra  note  8,  at  96-98.  TTie  En- 
glish system  also  differs  from  that  of  the  United  States,  in  that  "ther«  is  no  legal  obligation 
on  behalf  of  financial  institutions  to  report  ail  cash  transactions  above  a  certain  limit  to  the 
authorities."  Konstantin  D.  Magliveras,  The  Regulation  of  Money  Laundering  in  Che 
United  Kingdom,  1991  J.  Bus.  L  525,  535;  tee  Margaret  M.  Rosa,  Not*,  Bankers,  Guns,  and 
Money:  Financial  Aaialance  for  Terrorism  Under  the  Prevention  of  Terrorism  Act.  1989, 
14  B.C.  Int'l  i  CoMJ».  L  R«v.  77,  109  (1991)  ("Instead  of  supplying  authorities  with  transac- 
tion report*  useful  in  criminal  investigations,  bankers  in  the  United  Kingdom  muat  disclose 
information  to  autljonUes  in  a  manner  that  will  not  prejudice  or  obstruct  such  investiga- 
tiona.");  cf.  W  P.  Boucaut,  Hong  Kong's  Legislalwe  Irutiatiue  to  Combat  Drug  Related 
Money  Laundering,  18  Commonwealth  L  BlO-L.  320  (1992)  (discussing  Hong  Kong's 
icherae  for  raoney  'sundering  prevention,  which  is  modeled  after  that  of  England). 

13.  History  of  Currency  Transactions  Reports,  ABA  Bankers  Weexly  (Am.  Bankers 
Ass'n,  Wash.,  D.C.),  Oct.  31,  1989,  at  B2.  Currency  transaction  reports  are  required  under  31 
CF  R.  |§   103.21-. 29  (1992). 

14.  This  figure  was  given  to  the  author  by  the  Treasury  Department's  ("Treasury") 
Office  of  Financial  Elnforcement. 
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Detroit,  Michigan."'  No  matter  how  committed  we  are  as  an  indus- 
try to  stemming  the  tide  of  money  laundering,  it  is  clear  that  there 
most  be  some  policy  adjustment  or  an  increase  in  resource  alloca- 
tion; otherwise,  we  will  continue  to  inundate  the  government  with 
information  without  assurance  that  it  can  be  used  effectively.'* 

IL    Money  Laundering  Legislation  in  the  1980s 

Cash  reports  continued  to  be  filed  in  the  early  1980s,  but  the 
quantities  were  not  significant.'^  It  was  not  until  several  major  in- 
stitutions were  fined  for  failing  to  report  cash  transactions  that  a 
dramatic  upsurge  occurred  in  filings."  It  is  interesting  to  note  that 
the  United  States  General  Accounting  Office  took  the  government 


15.  us.  Gbn  Accountlvc  Orrxct.  Rtp  No.  NSlAD-91-130.  Mouvt  Laundering  Thb 
US  GovcKviMENT  Is  RzspoNDiNC  TO  TirE  Problku  20  (1991)  (report  U>  the  Subcomm.  on 
Terrorism,  Narcotics  »nd  International  Operations  o(  the  Senate  Comtn.  on  Foreign  Rela- 
tion*) [Jiereina/ter  GAO  Mowrr  Laundeiunc  Rkpokt);  see  Usbr  Report,  lupra  note  8,  at  87. 

16.  Trtaiury  h.aj  promulgated  a  regulation  on  the  electronic  filing  of  CTRs  which  may 
add  neceijary  etficiency  to  the  filing  process.  55  Fed.  Reg.  36,663  (1990)  (to  be  codified  at  31 
C.P.R.  §{   103.22.  .27)  (proposed  Sept.  6,  1990). 

17.  Fof  example,  only  some  513,000  CTRa  were  filed  in  1983,  compared  with  5.8  mil- 
lion fiJed  in  1988.  History  of  Currency  Transaction  Reportt,  supm  note  13,  at  B2. 

18.  In  a  atatement  to  the  House  Banking,  Finance  and  Urban  Affairs  Committee  in 
19S5,  a  GAO  official  »uggested  that  the  increase  in  filings  occurred  after  the  sentencing  of 
the  F*int  Natjonaj  Bank  of  Boston  for  BSA  violations.  Banking  Secrecy  Act:  Hearing  Before 
the  PermanerU  Subcomm.  on  Investigations  of  the  Seruite  Comm.  on  Cofernmental  Af- 
fairs, 99th  Cong.,  1st  Sesa.  5,  15  (1985)  [hereinafUr  1985  Senate  Subcomm.  Hearing] 
(statement  o(  William  J.  Anderson,  Director,  Gen.  Gov't  Div.,  U.S.  Gen,  Accounting  Office); 
see  Briefing  on  the  1970  Currency  and  Foreign  Transactions  Reporting  Act:  Hearing 
Before  the  Subcomm.  on  Financial  Institutions  Supervision,  Regulation  and  Insurance  of 
the  House  Comm.  on  Banking,  Finance  and  Urban  Affairs.  99th  Cong.,  1st  Sess.  U-16 
(1985)  (statement  of  Hon.  John  M.  Walker,  Jr.,  Assistant  Secreta.'y  for  Enforcement  it  Op- 
erations, US.  Dep'l  of  the  Treasury)  (hereinafter  19S5  House  Subcomm.  Briefing].  In  a  1987 
hearing,  Francis  A.  Keating,  II,  Assistant  Secretary  for  Enforcement,  U.S.  Department  of 
the  Treasury,  submitted  the  following  remarks; 

A  watershed  event  in  the  history  of  Bank  Secrecy  Act  enforcement  was  the  Bank 
of  Boston  cas*  ....  In  February  1985.  the  Bank  of  Boston  pled  [sic|  guilty  and  was 
fitved  JSOO.OOO  for  violations  cf  the  Bank  Secrecy  Act  itemming  from  it*  failure  to 
report  over  1100  transactiorvi,  totalling  over  J1.6  billion,  with  its  foreign  correspon- 
dents in  Switzerland  and  elsewhere.  At  that  time,  it  also  became  public  that  the  bank 
had  allowed  the  exemption  from  CTR  reporting  of  a  business  owned  by  a  noted  crime 
family. 

In  the  aftermath  of  Bank  of  Boston,  it  became  apparent  .  .  .  that  there  had  been 
wSdespread  inattention  to  Bank  Secrecy  Act  dmpLiance  by  the  financial  community 
at  large  and  inade<^uate  attention  by  the  supervision  agencies  charged  with  examina- 
tion for  Bank  Secrecy  Ad  compliance.  As  a  result,  i-ountless  financial  institutions 
re«3se3s*d    their   compliance   programls]    and   audited    their   compliance   historfiesl. 
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to  task  for  not  enforcing  the  BSA  prior  to  the  major  fines  of  1985.'* 
However,  the  1985  fines  took  the  banking  industry  by  storm.  All 
the  major  newspapers  and  the  electronic  media  jumped  on  the 
bandwagon  and  began  to  engage  in  "bsLnk-bashing.""  The  most 


What  followed  w«j  the  dramatic  »urje  in  the  filing  of  CTRi  and  a  parade  of  banks 
coming  forward  to  Treaaury  with  in/onnatioa  about  their  past  noDcompliance. 
Money  Laundering  Control  Act  of  1986  and  the  Regulations  Implementing  the  Bank  Se- 
crety  Act:  Hearings  Before  the  Sutxomm.  on  Financial  Irutilutiont  Supervuion, 
Regulation  and  Insurance  of  the  House  Comm.  on  Banking,  Finance  and  Urban  A/fairs, 
100th  Cong.,  1st  Sesa.  61,  75-76  (1987)  [hereina/Ver  Money  Laundering  Control  Act  of  1986 
Hearings  (House  BanMingJ]  (statement  of  Francis  A.  Keating,  II,  Assistant  Secretary  for 
Enforcement  &  Operations,  U.S.  Dep't  of  the  Treasury). 

The  following  table  shows  the  increaae  in  CTR  filings  from  1984  to  1991: 
YEAR  FILINGS 

\S84  716,000 

1986  1,859,000 

1986  3,572,000 

1987  4,952,000 
1938   .                                                                 5,765,000 

1389     6,504.000 

1990       7,336,000 

1991 7.454,000 

Statistical  Indicators:  Bank  Secrecy  Act/8300  Filings,  FinCEN  Trends  (Fin.  Crimea  En- 
forcement Network,  Arlington,  Va.),  Apr.  1992,  at  12  [hereinafter  Statistical  Indicators]. 

19.  In  a  1985  Senate  Judiciary  (!k)mmitte«  hearing.  Senator  Joseph  Biden,  Jr.,  quoted 
the  GAO  as  saying  that  Treasury 

[gjave  relatively  low  priority  to  Bank  Secrecy  Act  compliance  when  applying  exami- 
nation resources,  being  concerned  primarily  with  other  mission-related  objectives: 
lacked  detailed  procedures,  or  applied  existing  procedures  inconsistently;  failed  to  ad- 
equately document  the  work  performed,  so  that  often  neither  we  nor  they  could 
ascertain  how  well  examiners   were  performing  the  compliance  examinations,  and 
failed  to  designate  examiners  with  a  wide  range  of  experience  and  training  to  assure 
compliance  with  the  Act,  and  could  better  communicate  and  coordinate  with  one  an- 
other and  thereby  enhance  the  overall  compliance. 
Money  Laundering  Legislation:  Hearing  on  S.  572,  S.  1335,  and  S.  1385  Before  the  Senate 
Comm.  on  the  Judiciary,  99th  Cong.,  1st  Sess.  9*D  (1985)  (hereinafter  Senjte  Money  Laun- 
dering  Legislation   Hearing]    (statement   of   Sen.    Joseph    Biden,   Jr.);   see    t9&')   Senate 
Sut>comm.  Hearing,  supra  note  18,  at  17-18  (statement  of  William  J.  Anderson,  Director, 
Gen.  Gov't  Div..  U.S.  Gen.  Accounting  Office). 

20.  See,  e.g..  Fox  Butterfield.  Boston  Bank  Describes  Lapses  in  Cash  Deals,  NY 
Times,  Feb.  22,  1985,  at  Al  (reporting  on  Bank  of  Boston's  involvement  in  the  money  laun- 
dering schemes  of  a  New  York  organized  crime  family);  Nathaniel  C.  Nash,  4  Banks  Fined: 
no  Others  Studied.  NY  Times,  June  19,  1985,  at  Dl  (noting  J1.2  million  in  fines  levied 
against  several  banks  for  BSA  reporting  violations  and  IRS  investigation  of  140  others); 
Nathani-I  C.  Nash,  41  Banks  Studied  on  Cash  Rules.  N  Y  Tiues.  Mar.  6,  1985.  at  Dl  (quot- 
ing John  M.  Walker,  Jr.,  Assistant  Secretary  for  Enforcement  &  Operations.  US.  Dep  t  of 
the  Treasury,  saying  that  41  United  States  banks  are  under  investigation  for  failing  to  com- 
ply   with     BSA's    reporting    requirements):    James    Sterngold,     Banks    Reiiew    Secrecy 
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important  repercussion,  however,  was  that  Congress  decided  to 
legislate. 

In  1986  Congress  enacted  the  Money  Laundering  Control 
Act"  Ironically,  prior  to  the  enactment  of  this  legislation  it  was 
not  a  crime  to  disguise  the  ownership  source  of  drug  funds  derived 
from  illegal  activity.  While  the  banking  industry — through  the 
American  Bankers  Association  (ABA) — supported  the  passage  of 
this  statute,"  the  industry  bore  the  brunt  of  excessive  rhetoric  the 
like  of  which  is  reirely  seen  even  on  Capitol  Hill.  James  Harmon, 
the  Executive  Director  and  Chief  Counsel  of  the  President's  Com- 
mission on  Organized  Crime,  stated  that  "[p]art  of  the  solution  to 
this  country's  organized-crime  problem  may  be  found  in  the  boar- 
drooms of  the  financial  institutions  which  service  this  city  and  the 
world  ....  .AH  too  oft>3n,  banks  condone  money  laundering  because 
their  balance  sheets  make  no  distinction  between  legal  and  illegal 
money."** 

It  w£i3  this  type  of  attack  that  pushed  the  industry  to  empha- 
size an  aggressive  stance  toward  the  problem.  The  ABA  provided  a 
witness  every  time  Congress  held  a  hearing  on  money  laundering.'* 


Compliance,  NY.  TiUES,  Feb.  22,  1985,  at  D5  (disoissing  big  banka'  review  of  BSA  compli- 
ance procedures  following  First  Natl  Bank  of  Boston  scandiJ). 

21.  Anti-DrM«  Abuse  Act  of  1S«6.  Pub.  L  .No.  99-570,  §5  1351-1367,  100  Sue  3207, 
3207-18  to  3207-39  (codified  as  amended  In  scattered  s«ctiona  of  U.S.C). 

22.  Boris  F.  Melnikoff,  Group  Vice  President  and  Corporate  Director  of  Sf>eciai  Ser- 
vice* at  First  Atlanta  Corporation,  told  the  House  Judiciary  Coramittee  on  Jojie  13,  1985: 

The  .ABA  supports  making  the  laundering  of  money  a  crime,  provided  specific 
criminal  elements  such  as  intent  and  scienter  are  included  in  the  definition.  .  .  .  The 
crime  of  money  laundering  must  be  drafted  with  precision  so  as  to  exact  the  most 
effective,  fair  resulL  The  thrxist  of  any  newly  defined  crime  of  "money  laundering" 
should  be  on  the  individual  who  initiates  or  causes  to  be  initialed  a  transaction  in- 
volving a  financial  institution,  v\\h  the  intent  to  promote  unlawful  activity  or  with 
kxiowledge  or  reason  to  know  that  the  transaction  represents  income  directly  or  indi- 
rectly den-/td  from  unlawful  activity.  This  definition  would  aJect  customers  and 
employees  of  financial  institutions  alike. 
Currrtl  ProbUm  of  Money  Lcundenng:  Hearings  Before  the  Subcomm.  on  Crime  of  the 
House  Comm.  on  the  Judiciary,  99th  Cong..  1st  Sess.  156,  157. 58  (1985)  (sUUment  of  Boris 
F.  Melnikoff  on  behalf  of  the  ABA). 

23.  Selwyn  Raab,  Ez-Crime  Figure  Is  Eipected  to  Testify  on  laundering  of  Billions 
m  Banks.  NY  Times,  Mar.  13,  1984.  at  Bl  (quoting  James  Harmon.  Jr.). 

H.  See.  eg..  Tax  Evasion.  Drug  Traficking  and  Vonev  Laundering  oj  They  Iniolie 
Finar.cial  lnstilution4:  Hearings  on  H  R  1367.  H  R.  1474.  HR.  1946.  H  R.  2736.  H  R.  3S92. 
MR  4280.  and  HR  4673  Before  the  Subcomm.  Ori  Financial  Institutions  Supervision, 
Regulation  and  Insurance  of  the  House  Comm  on  Banking.  Finance  and  Urban  .Affairs. 
99th  Cong.,  2d  Sess.  973-77.  1089-99  (1986)  (hereinafter  1986  Taz  Ei-asion  Hearings  i House 
Banking)]  (sUUments  of  Earl  B.  Hadlow,  representing  the  ABA);  The  Drug  Money  Seizure 
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The  ABA  also  began  a  series  of  educational  efforts  designed  to  as- 
sist its  members  in  developing  effective  compliance  programs." 
This  trade  group  became  the  leading  source  of  information  on 
money  laundering  prevention  in  the  country. 

The  Money  Laundering  Control  Act  of  1986  (MLCA),"  en- 
acted with  widespread  industry  support,  created  several  new  laws. 
First,  18  U.S.C.  §  1956  established  penalties  of  fines  and  imprison- 
ment for  virtually  all  transactions  involving  the  profits  of  a  wide 
range  of  "specified  unlawful  activit[ie3]"  when  those  transactions 
are  aimed  at  furthering  such  activity  or  concealing  the  source  of 
ownership  of  the  funds  or  when  the  transaction  in  question  consti- 
tutes a  violation  of  the  BSA  under  Title  31."  The  second 
provision,  18  U.S.C.  §  1957,  made  it  illegal  to  engage  in  transac- 
tions involving  criminally  derived  property."  This  statute  has  been 
the  cause  of  some  confusion  among  both  government  and  industry 


Act  and  the  Bank  Secrecy  Act  Amendments:  Hearing  on  S.  571  c-d  S  23C6  Before  the 
Senate  Comm.  on  Banking,  Housing,  and  Urban  Affairs,  99th  Con«.,  2d  S«s.  30-94,  195-96 
(1986)  [hereinafUr  1986  Drug  Money  Seiiure  Act  Hearing  (Sen.  BankingJ]  (sLaUmenl  of 
Robert  H.  Hodges,  Jr.,  represanting  the  ABA);  Senate  Money  Laundering  Legislation 
Heanr\g,  supm  note  19,  at  157-84  (sut«menl  of  Eat!  B.  Hadlow,  representing  the  ABA). 

25.  For  example,  from  1989  to  1992.  the  .ABA  presented  numerous  seminars  in  con- 
junction with  the  American  Bar  Association's  Criminal  Justice  Section.  See,  eg,  American 
Bankers  Ais'N  &.  Am.  Bar  Ass'n  Criminai,  Justice  Section.  1992  .Money  Laundering  En- 
fORCSMENT  Seminar  (1992)  (brochure  announcing  seminar  held  on  Oct.  29.  1992  in  Wash., 
DC);  American  Bankers  Ass'n  4  Am  Bar  Assn  Criminai.  Justice  Section.  1991  .Money 
Laundering  Enforcement  Seminar  (1991)  (brochure  announcing  seminars  held  on  Sept.  26- 
27,  1991,  in  Miami,  FU.  and  on  Oct.  17-18,  1991,  in  Los  Angeles,  Cai.);  Amerjcan  Bankers 
Ass'n  4  Am.  Bar  Ass'n  Criminal  Justice  Section.  Money  Laundering  Enforcement  De- 
velopments AND  Policy  Implicahons  (ly90)  (brochure  announcing  seminar  held  on  Sept. 
24-25,  1990,  in  Wash.,  DC);  American  Bankers  Ass'n  &  A.m  Bar  Ass'n  Crimin.vl  Justice 
Section.  Money  Laundering  ENfORCEMENT  Legal  and  Practical  Dentlopme.nts  (1989) 
(brochure  announcing  a  seminar  for  financial  institution  executives  and  counsel,  held  on 
Oct.  26-27,  1989,  in  New  York,  N.Y  ).  It  should  further  be  noted  that  Treasury  "has  partici- 
pated in  numerous  educational  programs  for  financial  institutions."  Money  Laundering 
Control  Act  of  1986  Hearings  (House  Bankin^J,  supra  note  18,  at  10.  13  (statement  of  Fran- 
cis A.  Keating,  H,  AssisUnt  SecreUry  for  Enforcement  &  Operations,  U.S.  Dep't  of  the 
Treasury). 

26.  Anu-Dnog  Abuse  Act  of  1986,  Pub.  L  No.  99-570,  |§  1351-1367,  100  Sut.  3207, 
3207-18  to  3207-39  (codified  as  amended  in  scattered  sections  of  U.S.C). 

27.  !8  U.S.C.  I   1956(a)(1)  (1988). 

28.  18  U.S.C.  }  1957(a)  (1988).  This  section  is  limited  to  criminally  derived  funds  over 
$10,000  and  does  not  require  that  these  fund^  be  used  for  any  additional  criminal  pur- 
pose—the only  requirement  is  that  the  receiver  Vnow  that  they  are  from  an  unlawful 
activity.  Id  The  purchase  of  any  personal  chattel  or  real  esute,  knowing  that  the  proceeds 
of  such  purchase  were  from  a  criminai  activity,  could  constitute  a  violation  under  this  sUt- 
ute.  Id. 
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The  ABA  also  began  a  series  of  educational  efforts  designed  to  as- 
sist its  members  in  developing  effective  compliance  programs.'* 
This  trade  group  became  the  leading  source  of  information  on 
money  laundering  prevention  in  the  country. 

The  Money  Laundering  Control  Act  of  1986  (MLCA),'*  en- 
acted with  widespread  industry  support,  created  several  new  laws. 
First,  18  U.S.C.  §  1956  established  penalties  of  fines  and  imprison- 
ment for  virtually  all  transactions  involving  the  profits  of  a  wide 
range  of  "specified  unlawful  activit(ies]"  when  those  transactions 
are  aimed  at  furthering  such  activity  or  concealing  the  source  of 
ownership  of  the  funds  or  when  the  transaction  in  question  consti- 
tutes a  violation  of  the  BSA  under  Title  31."  The  second 
provision,  18  U.S.C.  §  1957,  made  it  illegal  to  engage  in  transac- 
tions involving  criminally  derived  property.'*  This  statute  has  been 
the  cause  of  some  confusion  among  both  government  and  industry 


Act  and  the  Bank  Secrecy  Act  Amendments:  Hearing  on  S.  571  and  S  2306  Before  (he 
Senate  Comm.  on  Banking,  Housing,  and  Urban  Affairs,  99th  Con«.,  2d  S«s.  90-94,  195-96 
(1986)  (hereina/Ur  1986  Drug  Money  Seizure  Act  Hearing  (Sen  Banking)]  (sUtem«nt  of 
Robert  H.  Hodges.  Jr.,  rtprtsenting  the  ABA);  Senate  Money  Laundering  Legislation 
Hearing,  supra  note  19,  at  157-84  (statement  of  Ear\  B.  Hadlow,  representing  the  ABA). 

25.  For  example,  from  1989  to  1992.  ihe  .\BA  presented  numerous  seminars  in  con- 
junction with  the  American  Bar  .Association's  Criminal  Justice  Section.  See.  eg,  .Vuerican 
Bankers  Ass'n  &  Avt  Bar  .-Vss'v  Crimisai.  Justice  Section,  1992  Monpy  Launoercng  En- 
fORCEME.vT  Semi.nar  (1992)  (brochure  announcing  seminar  held  on  Oct.  29.  1992  in  Wash., 
DC);  American  Bankers  Ass'n  &  .Am  Bar  Ass'n  Criminal  Justice  Section.  1991  Monby 
Launderinc  Enforcement  Seminar  (1991)  (brochure  announcing  seraintrs  held  on  SepL  26- 
27,  1991,  in  Miami,  Fla.  and  on  Oct.  17-18.  1991,  in  Los  Angeles,  Cal.);  American  Bamkers 
Ass'n  &  Am.  Bar  Ass'n  Criminaj,  Justice  Section  Money  Laundering  ENfORCEMiKT  Ds- 
VEL0PME.NT3  AND  PoLlCY  IMPLICATIONS  (1990)  (brochure  announcing  seminar  held  on  Sept. 
24-25,  1990,  in  Wash.,  DC);  American  Bankers  Ass'n  &  Am  Bar  Ass'n  Criminal  Jusncs 
Section.  S^oney  Laundering  ENfORCEMEvr  Legal  and  Practical  DrvTLOPMENTs  (1989) 
(brochure  announcing  a  seminar  for  financial  institution  executives  and  counsel,  held  on 
OcL  26-27,  1989,  in  .New  York,  N.Y.).  It  should  further  be  noted  that  Treasury  "Sas  partici- 
pated in  numerous  educational  pro-ams  for  financial  institutioru."  Money  Laundering 
Control  Act  of  1986  Hearings  (House  Banking),  supra  note  18.  at  10.  13  (statement  of  Fran- 
cis A.  Keating,  II.  Assistant  Secretary  for  Enforcement  ii  Operations.  U.S.  Dep't  of  the 
Treasury). 

26.  AnU-Drug  Abuse  Act  of  1986.  Pub.  L.  .No.  99-570,  §§  1351-1367,  100  StaL  3207, 
3207- 18  to  3207-39  (codified  as  amended  in  scattered  sections  of  U.S.C). 

27.  18  U.S.C.  5    1956(a)(1)  (1988). 

28.  18  U.S.C.  I  1957(a)  (1988).  This  section  is  limiud  to  criminally  derived  funcb  over 
$10,000  and  does  not  re<;uire  that  these  funds  be  used  for  any  additional  crimmcl  pur- 
pose—  the  only  requirement  is  that  the  receiver  know  that  they  are  from  an  unlawful 
activity  Id  The  purchase  of  any  personal  chattel  or  real  estate,  k.iowing  that  the  proceeds 
of  such  purchase  were  from  a  criminal  activity,  couid  constitute  a  nolarion  under  this  stat- 
ute. Id. 
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otficiaLa.  In  fact,  the  United  States  Attorneys'  Manual  instructs 
that,  in  certain  circumstances,  cases  filed  under  this  statute  must 
be  approved  by  the  Justice  Department," 

The  final  offense  created  by  the  MLCA  was  the  crime  of  struc- 
turing transactions  and  evading  (or  assisting  others  in  evading) 
reporting.'"  Section  5324  of  31  U.S.C.  imposes  stiff  criminal  fines 
for  actions  such  as  depositing  $8000  on  three  successive  days,  if  the 
government  can  prove  willfulness  or  negligence.*'  Congress  felt 
compelled  to  craft  this  legislation  because  the  federal  courts  could 
not  resolve  whether  the  reporting  requirements  applied  to  individ- 
uals as  well  as  to  financial  institutions."  In  addition,  the  avoidance 
of  reporting  by  breaking  down  transactions  into  suras  of  less  than 


29.  The  manual  staLea  that  utilization  of  the  extratarritonal  provision  or  prosecution 
of  an  attorney  for  proceeds  which  represent  attorney's  fees,  requires  the  written  approval  of 
the  assistant  attorney  general  in  charge  of  the  criminal  division.  US  Dw'T  Of  Justtck. 
United  States  Attorneys'  Manual  §  9-105.100  (1990)  [hereinafter  Attorneys'  Manual). 

30.  31  U.S.C.  J  532<  (1988). 

31.  Id.;  set  United  States  v.  Daahney.  937  F.2d  532.  537  •«)  (10th  Cii.  1991)  (holding 
that  the  «Utut«  requires  willfulness),  cert,  denied,  112  S.  Ct.  +02  (1991). 

32.  1986  Drug  Money  Seizure  Act  Hearing  (Sen.  Banking),  supra  not«  24,  at  22,  30 
(statement  of  Francis  A.  Keating,  II,  Assistant  Secretary  for  Enforcement,  U.S.  EVep't  of  the 
Treasury,  indicating  that  the  proposed  anti-sraurfing  law  was  meant  to  cure  inadequacies  in 
the  application  of  the  current  law  in  three  of  the  federal  circuits);  id.  at  i4,  49  (sutement  of 
Richard  C.  Waasenaar,  .Assistant  Comm'r,  Criminal  Investigation,  Internal  Revenue  Serv., 
that  the  "proposed  legislation  corrects  (certain)  problems"  revealed  by  the  case  law);  id.  at 
65,  67  (sutement  of  James  Knapp.  Deputy  Assisunt  Attorney  Gen.,  Criminal  Div.,  that  the 
proposed  antismurfing  statuU  "should  close  [the)  money  laundering  "loophole"'  and 
"should  help  clarify  the  state  of  the  law  and  permit  continued  ^'igorous  proteculion");  id.  at 
91.  92  (statement  of  Robert  H.  Hodges,  on  behal/  of  the  ABA.  that  the  antismurfing  statute 
was  designed  to  cure  shortcomings  in  the  BSA);  id.  at  128,  134-36  (response  to  writun  ques- 
tions of  Sen.  Alfonse  M.  D'Amato  from  James  Knapp  &  Brian  Sun,  commenting  that  case 
law  has  created  two  major  gaps  in  the  reporting  Law  that  the  antismurfing  legislation  should 
overcome);  id.  at  221,  226  (writun  comments  of  Eugene  T.  Rossides,  banking  represenutive, 
illustrating  that  the  anti-smurfing  law  was  "designed  to  overcome  several  recent  court 
decisions"). 

The  House  of  RepresenUtives  has  also  dealt  with  the  smurfing  problem.  See  1986  Tax 
Evasion  Hearings  (House  Banking),  supra  noU  24,  at  787,  792  (sutement  of  Stephen  S. 
Trotl,  AssisUnt  Attorney  Gen.,  Criminal  Div.,  that  the  anti-smurfing  sUtuU  was  aimed  at 
overcoming  problems  of  structured  transactions  caused  by  recent  cases);  id.  at  824,  846 
(sutement  of  Stephen  S.  Trott,  describing  recent  case  law  as  a  "severe  blow"  to  government 
efforts  to  u«e  reporting  requiremenU).  Sutements  in  these  hearings  referred  to  a  number  of 
court  decisions.  See.  eg.  United  Sutes  v,  Dela  Espriella,  781  F.2d  1432  (9th  Cir.  1986); 
United  Sutes  v.  Varbel,  780  F.2d  758  (9th  Cir.  1986);  United  Sutes  v,  Anzalone,  766  F.2d 
676  (1st  Cir.  1985);  United  Sutes  v.  Cogswell,  637  F.  Supp.  295  (N.D.  Cal.  1985). 
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$10,000,  commonly  known  as  "amurfing,"  had  become  the  moat 
common  method  of  money  laundering." 

Congress    has    given    us    an    example    of    what    constitutes 
structuring: 

(A)  person  who  converts  $18,000  in  currency  to  cashier's  checks  by 
purchasing  two  $9,000  cashier's  checks  at  two  different  banks  or  on 
two  different  days  with  the  specific  intent  that  the  participating 
bank  or  banks  not  be  required  to  file  .  .  .  [CTRs]  for  those  transac- 
tions, would  be  subject  to  potential  civil  and  criminal  liability.  A 
person  conducting  the  same  transactions  for  any  other  reasons  or  a 
person  splitting  up  an  amount  of  currency  that  would  not  be  report- 
able if  the  full  amount  were  involved  in  a  single  transaction  (for 
example,  splitting  $2,000  in  currency  into  four  transactions  of  $500 
each),  would  not  be  subject  to  liability  under  the  proposed 
amendment." 


III.    The  $3000  Recordkeeping  Requirement 

Once  financial  institutions  fully  understood  the  law  regarding 
structuring,  bankers  began  aggressively  reporting  transactions  that 
may  have  been  inadvertently  divided  into  amounts  less  than  the 
reporting  requirement.  Despite  considerable  evidence  that  struc- 
turing was  being  reported,  Congress  decided  to  require  financial 
institutions  to  keep  additional  records  on  certain  cash  transactions 
under  $10,000.'*  Section  5325  was  added  to  Title  31  to  provide  new 
identification  and  recordkeeping  requirements  for  financial  institu- 


33.     1986  Drug  .Kfoney  Seizure  Act  Hearing  (Sen.  Banking),  supra  not«  24.  at  24,  30 

(1986)  (slalement  of  Francis  A.  Keating,  II,  AssLsLant  Secretary  for  Enforcement,  US.  Dep't 

of  the  Treasury).  Secretary  Keating  defined  "smurting"  as 

the  slruclunng  of  small  cash  transactions  within  a  financial  jistitulion  [so  as]  to 
avoid  the  $10,000  threshold  reporting  requirement  of  the  Bank  Secrecy  Art  and  to 
avoid  the  Interest  of  law  enforcement  as  a  result  of  ['.hat)  series  of  smaller  Lransac- 
Uons,  which  all  taken  together  add  up  to  substantial  Lranuctioas  «ith  a  view  toward 
svoidin^  the  strictures  of  the  (Bank  Secrecy)  [AJct. 

Id.  at  18.  22. 

M.     S   Rzp   No.  433,  99th  Cong.,  2d  Sess.  22  (1986).  For  an  excellent  analysis  of  thia 

law,  see  Sa/ah  N.  Welling,  Smurfi,  Money  Laundering,  and  the  Federal  Criminai  Law:  Tht 

Crime  of  Structuring  Transactions.  41  Fljc  L   Rsv.  287  (1989>. 

35.     Se'  Tl    use.   §  5325  (1S38)  'requir'ng   financi?!   Inst '.utions  to  folio*  speci.'ied 

identification  and  verification  procedures  for  purchases  of  certain  monetary  instruments  "in 

amounts  or  denominations  of  $3,000  or  more"). 
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tions  that  sell  certain  monetary  instruments  in  amounts  of  $3000 
or  more." 

The  law  provides  that  no  financial  institution  can  issue  or  sell 
a  bank  check,  cashier's  check,  traveler's  check,  or  money  order  to 
any  individual  in  an  amount  in  excess  of  $3000  unless; 

(1)  the  individual  has  a  transaction  account  with  such  financial  in- 
stitution and  the  financial  institution — 

(A)  verifies  that  fact  through  a  signature  card  or  other  in- 
formation maintained  by  such  institution  in  connection  with 
the  account  of  such  individual;  and 

(B)  records  the  method  of  verification  in  accordance  with 
regulations  which  the  Secretary  of  the  Treasury  shall  prescribe; 
or 

(2)  the  individual  furnishes  the  financial  institution  with  such  forms 
of  identification  as  the  Secretary  of  the  Treasury  may  require  in  reg- 
ulations which  the  Secretary  shall  prescribe  and  the  financial 
institution  verifies  and  records  such  information  in  accordance  with 
(those]  regulations  .  .  .  ." 

The  regulations  implementing  this  Act  were  completed  in  1990  and 
made  effective  on  August  13,  1990." 

IV,    Targeting  op  Financi.m.  Institutions 

The  1988  addition  to  the  BSA  of  31  U.S.C. '§  5326"  was 
troubling  to  bankers.  The  House  Banking  Committee  proposed 
that  Treasury  be  given  the  authority  to  isolate  or  "target"  certain 
geographic  regions  or  specific  financial  institutions  emd  to  require 


36.  Id.  The  original  proposaJ,  contained  in  H.R.  5176,  passed  the  House  in  1386,  but 
was  rejected  by  the  Senate.  See  H.R.  5176,  95th  Cong..  2d  Sess.  (1986),  microformed  on  Sup. 
Docs.  No.  Y  1.4:99-5176  (U.S.  Gov't  Printing  Office).  In  1988,  even  though  there  was  now  a 
Law  prohibiting  transactions  under  $10,000  designed  to  avoid  reporting,  the  House  fought 
for  the  $0000  law.  See  id.  The  $3000  figure  was  chosen  because  structured  transactions  were 
frequently  divided  into  $3000  incremeou.  Clitt  E.  Cook.  Bknk  Secrecy  56  (1991)  ("In  pass- 
ing the  $3,000  rule.  Congress  clearly  articulated  a  concern  that  these  types  of  negotiable 
instruments  are  commonly  used  by  money  launderers  in  elaborate  schemes  to  wash  their 
illegal  proceeds.").  There  has  been  no  empirical  evidence  to  date  regarding  its  value  aa  a 
deterrent. 

37.  31  U.S.C.  §  5325(a)(l)-(2)  (1988). 

38.  See  31  C.FR.  §  103.29  (1992),  55  Fed.  Reg.  20,139  (1990)  (sUting  that  the  effec- 
tive date  IS  Aug.   13,  1990);  id.  at  20,143  (text  of  the  proposed  rule). 

39.  31  U.S.C.  5  5326  (1988). 
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those  institutions  to  report  cash  transactions  involving  less  than 
the  current  $10,000  threshold.*' 

The  response  froni  the  industry  was  immediate.  The  facts 
showed  that  the  financial  industry  had  been,  for  several  years,  re- 
porting transactions  under  $10,000  that  were  deemed 
"suspicious."*'  These  types  of  structured  transactions  were  being 
reported  on  a  regular  basis  to  Treasury  and  other  bank  regulators 
because  the  banks  had  reason  to  believe  that  a  violation  of  the  law 
had  occurred.  Bankers  felt  there  was  absolutely  no  evidence  that 
geographic  targeting  was  necessary.**  In  fact,  members  of  the 
Criminal  Investigative  Division  of  the  IRS  had  denounced  the  re- 
quirement as  causing  unnecessary  paperwork,  which  would  send 
the  wrong  message  to  the  financial  industry.*' 

Opposition  within  the  industry  and  government  agencies  did 
not  deter  the  House  Banking  Committee  from  passing  this  provi- 
sion, and  it  became  part  of  the  final  version  of  the  1988  drug  bill.** 


40.  See  Money  Laundering  Control  Act  of  1986  Hearings  (House  Banking),  supn 
noi«  18,  at  7  (siaLement  of  Hon.  Eiteban  EL  Torres). 

41.  John  J.  Byrne,  Federal  Legislative  Counsel.  Am.  Bankers  Ass'n,  Prepared  Remarks 
for  a  Roundtable  Discussion  on  the  Use  of  Bank  and  Other  Financial  Records  in  CriminaJ 
Investigations  9  (Sept.  22,  1983)  (hereinafter  Prepared  Remarksl  (on  file  with  the  Alabama 
Law  Rei:ieui);  see  Money  Laundering  Control  Act  of  1986  Hearings  (House  BankingJ.  supra 
note  18,  at  29  (statement  of  Francis  A.  Keating,  II,  that  Treasury  "want(s|  the  financial 
community  to  become  good  citizens  and  tail  law  enforcement  when  ihey  see  suspicioiis 
transactions").  Assistant  Secretary  Keating  went  on  to  note  the  "dramatic  surge"  in  CTR 
filings  after  the  fining  of  the  Bank  of  Boston  in  1985.  Id.  at  76. 

4Z     E.g.,  Prepared  Remarks,  supra  note  41,  at  8-10. 

43.  Money  Laundering  Control  Act  of  1986  Hearings  (House  Banking),  supra  note  18, 
at  83-84  (statement  of  Francis  A.  Keating,  II). 

44.  31  U.S.C.  5  53'26  (1&88).  In  fact,  .\&sistant  Secretary  Keating  told  Representative 
E^teban  Torres  on  May  6,  1987,  that  Treasury  had  withdrawn  a  J3000  re^latory  proposal. 
Keating  stated: 

Originally,  I  must  confess.  I  was  a  supporter  of  the  t3.C<X)  rule.  I  felt  there  would 
be  no  difficulty  with  its  adoption.  But  when  this  matter  was  recently  presented  to  our 
enforcement  community  and  when  the  comments  ..ere  reviewed  from  the  financial 
community,  the  credit  union,  savings  and  loan,  and  banking  industry  [sic],  we  learned 
two  things.  First,  as  you  have  indicated,  that  the  cost  burden  was  enormous,  because 
these  were  very  common  transactions.  Second,  from  the  Internal  Revenue  Service,  we 
learned  that  because  of  the  tiemendous  volume  of  records  that  they  would  have  to 
absorb  and  because  the  rule  originally  contemplated  these  materials  only  be  stored  in 
the  bink,  they  felt  "hat  they  would  have  a  difficult  '.iine  even  examining  it.  much  lea* 
making  a  case  basec*  solely  on  an  analysis  of  these  records. 

They  examined  their  enforcement  histories  and  concluded  that  this  was  a  very 
small  part  of  the  smurfing  problem  at  this  time  They  felt  thai  securing  this  informa- 
tion, would   not  materially  assist  them  m  their  enforcement  mission.  And  when   I 
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Under  the  new  law,  the  Secretary  of  the  Treasury  may  order  a  spe- 
cific financial  institution  or  group  of  financial  institutions  in  a 
particular  geographic  area  to  obtain  information  and  to  maintain 
records  concerning  transactions  in  which  the  bank  is  engaged  and 
about  any  person  participating  in  the  tremsactions/* 

Treasury  has  issued  regulations  on  the  scope  of  its  targeting 
authority/*  but  there  is  no  requirement  that  the  use  of  targeting 
orders  be  published.  In  yet  another  legislative  initiative  on  money 
laundering  in  1992,*^  there  is  a  provision  clarifying  the  prohibition 
against  disclosure  of  a  targeting  order.** 

V.    General  Recommendations 

After  twenty-two  years  of  compliance  with  the  BSA,  one  of  the 
major  problems  for  bankers  remains  a  lack  of  guidance  on  inter- 
preting the  Act.  The  banking  industry  has  called  for  an  annual 
agency  review  or  update  of  BSA  regulations,  similar  to  the  annual 
review  that  currently  takes  place  with  regard  to  the  Federal  Re- 
serve Beard's  commentary  on  Regulation  Z'*  and  Regulation  B.*' 
Currently,  Treasury  infrequently  releases  administrative  rulings  in 
the  Federal  Register,  but  this  is  not  an  effective  means  of  commu- 
nication because  many  members  of  the  banking  industry, 
particularly  community  banks,  do  not  receive  this  costly  publica- 
tion. Treasury  has  issued  a  myriad  of  "private  rulings"  over  the 
yeeirs  that  have  been  made  available  to  the  industry  only  in  forums 


suggested  all  thi»  material  jhodd  be  stored  in  Detroit  and  axiaJyzed  on  a  current 
basis,  they  said  aa  far  as  they  were  concerned,  this  would  not  b«  useful. 

I  felt  that  was  a  tremendous  burden  to  place  on  the  financial  community  if  the 
enforcement  community  really  wasn't  interested  in  it  as  an  analytical  tool.  We  needed 
to  go  back  to  the  drawing  board,  flush  out  these  seemingly  contradictory  positions  in 
this  debate — there  were  a  number  of  contradictory  poaitions  in  this  debate— and 
come  up  with  a  rule  which  made  sense  and  was  U3<rful. 
Money  Laundering  Control  Act  of  19S6  Hearing*  (House  Bunking),  tupra  note  18,  at  24-25. 
At.     31  U.S.C.  S  M26(a)  (1988);  tee  31  C.F.R.  J  103.26  (1992)  (implementing  regula- 
tion for  31  use.  I  532S). 

46.  See  31  C.F.R.  |   103.26(d)  (1992). 

47.  See  Annunxio-Wylie  Anti-Money  Laundering  Act,  Pub.  L.  No.  102-550,  §i   1500- 
1565,  106  Sut.  3672,  4044  (1992)  (to  be  codified  in  scatured  sections  of  U.S.C). 

48.  Id.  5   1514,  106  StaL  at  4058  (to  be  codified  at  31  U.S.C.  f  5326(c)). 

49.  Regulation  Z  is  codi/ed  in  12  C.F.R.  pt.  226  (1992).  lu  sutuiory  origin  is  the  Truth 
in  Lending  Act,  15  U.S.C.  \\   1601-1667e  (1988  &  Supp.  Ill  1991). 

50.  Regulation  B  is  found  in  12  C.F  R.  pt  202  (1992).  Its  statutory  origin  is  the  Equal 
Credit  Opportunity  Act,  15  U.S.C.  §!   169M691f  (1988  &  Supp.  IH  1991). 
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or  private  sector  publications."  Communication  efforts  must  be 
stepped  up,  or  compliance  will  suffer.  There  is  a  critical  need  for  a- 
"staff  commentary"  that  includes  all  previously  issued  rulings  and 
interpretations  of  the  BSA. 

The  commentary  system  in  the  regulations  mentioned  above 
has  had  a  positive  effect  on  compliance  because  of  the  certainty 
that  an  annual  update  provides.  The  industry  is  dependent  upon 
the  government  for  information  on  the  BSA  and  money  laundering 
deterrence  in  general.  The  lack  of  adequate  information  and  feed- 
back makes  it  difficult,  if  not  impossible,  to  protect  against  liability 
and  the  use  of  financial  institutions  as  vehicles  for  money  launder- 
ing. The  Office  of  the  Comptroller  of  the  Currency,  the  IRS,  the 
Federal  Reserve  Board,  and  Treasury  have  participated  in  indus- 
try-sponsored conferences  and  programs  on  money  laundering  that 
do  assist  with  compliance."  However,  education  is  not  seen  as  a 
priority  for  all  agencies,  and  this  must  change  if  the  regulations  are 
to  be  effective.** 

The  goals  of  the  BSA  will  be  reached  only  if  banks  have  suffi- 
cient guidance  from  the  government  on  how  to  comply  with  the 
law  emd  how  to  stop  BSA  avoidance  schemes.  The  Financial 
Crimes  Enforcement  Network  ("FinCEN"),  Treasury's  newly  cre- 
ated data  center,**  publishes  Trends,  an  excellent  newsletter  that 
has  a  limited  distribution  due  to  the  lack  of  resources."  FinCEN  is 


51.  Stctiona  103.70  to  103.77  of  the  Code  of  Federal  Regulations  give  Treasury  formal 
authority  to  issue  rulings  to  individuals  upon  request  or  upon  its  own  initiative.  31  C-F.R. 
ii   103.70..77  (1992). 

52.  See  supra  note  25. 

53.  Trade  associationi,  such  as  the  ABA,  have  devoted  considerable  resources  and 
time  to  BSA  education  over  the  years.  Through  conferences,  schools,  ieminars,  and  publica- 
tioru,  the  Asaociation  has  trained  an  estimated  75,000  to  100,000  banlters  in  the  past  eight 
years.  See  supra  note  25.  This  commitment  to  BSA  awxreness  has  earned  ua  commenda- 
tions from  the  Customs  Service,  the  Drug  Enforcement  Agency,  and  the  Office  of  National 
Drug  Control  Policy.  We  are  pleased  to  note  that  Treasury  has  created  an  electronic  BSA 
Bulletin  Board  to  assist  bankers  with  new  interpretations  of  the  Act.  This  is  a  step  in  the 
right  direction. 

SA.  See  US  Gen  .*iccou.vnNC  Opfice.  Rep  No  GGD-91-.53.  Money  Laundering. 
Treasury's  Financial  Crimes  Enpcrceme.vt  Network  (1991)  [hereinafter  GAO  FinCEN 
Rsp  1  (report  to  the  Subcomm.  on  Treasury,  Postal  Service  &  General  Govtmment  of  the 
Senate  Comm.  on  Appropriations). 

55.  In  fact,  the  AB.^  provides  copies  of  this  publication  free  of  charge  to  member  insti- 
tutions, upon  request.  However,  the  government  needs  to  develop  a  more  efficient  means  of 
complete  distribution. 
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attempting  to  expand  its  limited  distribution,  but  Treasury  must 
develop  alternative  methods  to  disseminate  BSA  information. 

One  example  of  how  feedback  could  be  offered  can  be  seen  in 
the  United  Kingdom.  The  British  National  Drugs  Intelligence 
Unit,  together  with  the  British  Bankers  Association  and  other  in- 
terested trade  groups,  issues  Money  Laundering  Guidance  Notes 
for  Banks  and  Building  Societies  ("Guidance  Notes")  to  help  fi- 
nancial institutions  put  an  end  to  money  laundering.**  These 
Guidance  Notes  assist  bankers  in  understanding  suspicious  trans- 
actions and  in  getting  feedback  on  the  use  of  information  by  law 
enforcement.  The  December  1990  issue  states: 

There  is  a  common  obligation  in  all  the  statutory  and  regulatory 
requirements  not  to  facilitate  money  laundering,  and  while  there  is 
nothing  that  requires  financial  institutions  to  detect  money  launder- 
ing activities,  there  is  a  need  for  awareness  and  vigilance  and  a 
system  for  reporting  suspicious  transactions  to  the  law  enforcement 
authorities.  For  the  purpose  of  these  Guidance  Notes,  therefore,  sys- 
tems are  defined  as  policies,  procedures(,]  and  controls  to  facilitate 
recognition  and  reporting  of  suspicious  transactions  to  the  law  en- 
•  forcement  agencies. 

The  supervisory  authorities  have  indicated  that  financial  insti- 
tutions must  develop  a  level  of  awareness  and  vigilance  to  guard 
against  money  laundering  emd  that  they  would  expect  to  see  in  place 
the  following  procedures; 

[1.]  for  developing  and  communicating  group  policies  re- 
lating to  money  laundering; 

[2.]  for  account  opening;  customer  identification;  require- 
ments and  records  of  identification  documents; 

[3.)  for  maintaining  records  of  transactions; 

[4.]  to  ensure  compliance  with  relevant  legislation; 

[5.]  to  facilitate  co-operation  with  the  relevant  law  en- 
forcement authorities,  including  the  timely  disclosure  of 
information; 

[6.]  to  audit/inspect  compliance  with  policies,  proce- 
dures!,] and  controls  relating  to  money  laundering; 

[7.]  to  provide  training  and  guidance  to  staff  in  the  opera- 
tion of  procedures  and  controls  relating  to  money  laundering 
and  their  obligations  under  the  law; 


56.     See  National  Drugs  Intelligence  Unit  et  al..  Mosey  Laundering  Guidance 
.Notes  for  Banks  and  Building  Societtm  1  (tSSO)  (hereinafter    Glidance  Notes|. 
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[8.)  for  the  monitoring  of  compliance  by  subsidiaries  and 
overseas  branches  with  group  policies  and  controls  relating  to 
money  laundering." 

Finally,  the  U.S.  government  has  begun  the  Important  step  of 
targeting  nonbank  business  entities  whose  level  of  cash  reporting 
compliance  is  low  or  nonexistent."  Since  the  banking  industry  haa 
become  more  astute  in  their  compliance  policies,  there  is  an  indica- 
tion that  money  laundering  is  actually  more  prevalent  in  other 
industries.**  The  government's  efforts  in  this  regard  deserve  com- 


57.  Id.  at  7. 

58.  In  a  1991  report,  the  S€iiale  Banking  Committee  offered  lh«  following  discussion 
in  support  of  proposed  money  laundering  legislation: 

In  the  past,  drug  money  Laundering  deterrence  legislation  Kas  focused  on  deposi- 
tory institutions.  However,  as  deterrence  and  compliance  pro-ams  .  .  .  have 
improved,  money  launderers  with  illicit  profits  have  found  new  avenues  of  entry  into 
the  financial  system.  Peter  Nunez,  the  Assisunt  Secretary  of  the  Treasury  for  En- 
forcement, testified  before  the  Committee  in  May  1990  that  "(1)1  is  undisputed  that 
as  Bank  Secrecy  Act  compliance  by  banks  has  improved,  drug  money  launderers  have 
arid  will  continu*  to  turn  to  [nonbank  financial  institutions]  to  convert  street  cur- 
rency into  monetary  instruments  and  even  to  transmit  abroad  the  proceeds  of  drug 
sales."  Increasingly,  money  launderers  are  using  .  .  .  nonbank  financial  companies  for 
initial  placement  and  the  number  of  such  businesses  is  giowvng  rapidly  Ln  some 
states. 

The  (propoaed)  le^slation  [that  is  the  subject  of  this  report)  significantly  in- 
creases the  Federal  role  in  working  with  the  stales  to  deter  money  laundering. 
S.  Rej"  .Vo  167,  102d  Cong.,  1st  Sess.  1&3&4  (1991);  see  Perma.ne^tt  Subcomm  on  Invbsti- 
gations.  5enat<  Comm.  on  Governmental  Apfairs,  102d  Cong,  2d  Sp-ss.  Report  on 
Current  Tre.mds  ln  .Monby  Laundering  (1992)  (Senate  Print  102-123)  [hereinafter  CuR- 
REhTT  Trends  Re*  (Senate  Slbcomm.))  (re[X)rting  on  the  shift  of  money  laundering 
activities  from  banks  to  nonbank  financial  institutions). 

59.  A  December  1992  report  noted  the  "overwhelming  evidence  showing  that  non- 
bank  financial  institutions  are  deeply  involved  in  money  laundering,  primarily  as  a  result  of 
their  being  subject  to  substantially  less  regulation  and  oversight  than  their  regular  bank 
counterparts."  Current  Tre.vds  Rep  (Senate  Subcomm  ),  supra  note  58,  at  22;  see  S  Rep 
No  167,  102d  Cong.,  1st  Sesi.  183-84  (1991).  .Moreover,  compliance  with  the  similar  report- 
ing requirement  of  5  60501  of  the  Internal  Revenue  Code  is  generally  considered  to  be  lower 
than  compliance  with  the  BS.A.  See  I.R.C.  §  60501(a)  (1988)  (requiring  the  filing  of  I.R.S. 
Form  No.  8300  for  currency  transactions  of  more  than  JIO.CXX));  lee  aLso  Business  Commu- 
ntty't  Compliance  wich  Federal  Money  Laundertr\g  Slalulei:  Hear\nf  Before  the 
SutKomm.  or\  Ovarsighl  o/  '.he  House  Comm.  on  Ways  and  Meoru,  101st  Cong.,  2d  Sess. 
126,  127  (1990)  (hereinafUr  1990  Compliance  Hearing  (House  Subcomm)]  (statement  of 
Michael  J.  Murphy,  Senior  Deputy  Comra"r.  IRS,  regarding  the  "problem  in  compliance 
with  the  section  60501  reporting  requirements"  and  comparing  this  problem  to  the  current 
compliance  level  of  CTR  ■^li.^^s),  cf.  EfJicHuerieis  of  the  C  S  Deprorim-ni  of  the  Treasury 
Programs  to  Address  Money  Laundering  and  Related  Federal  Tax  Evasion  Hearings 
Before  the  Subcomm  on  Oce'nght  of  the  House  Comm  on  Ways  and  Means.  102d  Cong., 
2d  Sess.  2.  4  (1992)  (sutemeni  of  Hon.  J.J.  Pickle.  Chairman,  observing  (hat  "while  [today! 
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mendation,  but  many  advocate  a  swifter  attack  on  those  entities.** 
This  concern  has  resulted  in  the  passage  of  certain  provisions  in 
the  Annunzio-VVylie  Act  that  attack  money  laundering  through 
nonbank  institutions,  including  a  requirement  that  such  entities 
report  suspicious  transactions.*' 

VI.    Costs  and  Benefits  of  the  Bank  Secrecy  Act 

In  April  1992,  the  Bush  Administration  sought  evaluation  of 
existing  BSA  regulations  to  determine  if  the  "expected  benefits  to 
society  .  .  .  clearly  outweigh  the  expected  costs  it  imposes  on  soci- 
ety."** While  this  proposal  was  welcomed  by  bankers,  it  should  be 
emphasized  that  Treasury  has  never  had  to  publicly  detail  its  posi- 
tion that  proposed  BSA  regulations  are  not  major  rules  for 
purposes  of  Executive  Order  12,291.*'  Whether  addressing  the  BSA 
or  any  other   regulation,  the  requirement  that  a  distinction   be 


the  number  of  (FJorm  (8300sl  filed  has  increased,  close  U>  40  percent  of  these  forms  are  of 
no  use  lo  IRS  because  of  missing  or  incorrert  inforraation"). 

60.  A3  the  ABA  told  Congreis  on  Fehnisjy  27,  1992; 

Tii«  commercial  banking  industry  remains  concerned  about  the  lack  of  adequate 
oversight  over  thoae  entities  that  act  like  financial  institutions.  Since  our  nation's 
banker!  are  valued  participants  in  governmental  efforts  to  slow  money  laundering,  we 
are  frusUated  at  the  lack  of  assistance  from  other  parts  of  the  private  sector.  Trade 
[sic]  or  businesses  not  subject  to  the  Bank  Secrecy  Act  (Form  S300  filers),  the  casas 
de  cambios,  ctirrency  exchange  operations!, )  and  check  cashing  operations  must  be 
reigned  [sic)  in. 
Current  Trends  in  Money  Laundering:  Hearing  Before  the  Permanent  Subcomni.  on  Iniftt- 
tigationj  of  the  Senate  Comm    on  Goiernmental  Affairs,  102d  Cong.,  2d  Sess.  294,  296 
(1992)  (hereinafter  1992  Current  Trends  Hearing  (Senate  Subcomm.)]  (statement  of  the 
ABA). 

61.  See  Armumio-Wylie  Anti-Money  Laundering  Act,  Pub.  L.  No.  102-550,  5  1517, 
106  StaL  3672.  4059  (1992)  (to  be  codified  at  31  U.S.C.  5i  5314,  5324). 

62.  57  Fed.  Re%.  10.307  (1992)  (requesting  comments  to  assist  the  Treasury  Depart- 
ment "in  identifying  .  .  .  [BSA]  regulations  which  impose  a  subsUntial  cost  on  the 
economy"). 

63.  Eiec  Order  No.  12,291.  3  C.F.R.  J  127  (1982).  reprinted  m  5  U.S.C.  S  601  (1988). 
and  in  1981  U.S.C.C.A..N.  B4.  Under  the  regulations  implementing  Executive  Order  No. 
12,291,  a  "major  rule"  is  a  regulation  projected  to  produce 

(1)  An  annual  effect  on  the  economy  of  $100  million  or  more; 

(2)  A  major  increase  in  costs  or  prices  for  consumers,  individual  industries.  Fed- 
eral, State,  or  local  government  agencies,  or  geographic  regions;  or 

(J)  Significant  adverse  effects  on  competition,  employment,  investment,  produc- 
tivity, innovation,  or  on  the  ability  of  United  States-based  enterprises  to  compete 
with  foreign-Kased  enterprises  in  domestic  or  export  markets. 
44  CF.R.  J   1.2(e)  (1992). 
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made  between  a  "major"  emd  "minor"  rule  has  never  been  ade- 
quately developed  by  the  government.  There  is  an  overall  need  to 
review  how  an  agency  reaches  a  conclusion  regarding  the  economic 
effect  of  a  proposed  regulation  if  the  Executive  Order  is  to  have 
any  meaning. 

Treasury  is  in  the  process  of  finalizing  a  regulation  on  record- 
keeping for  funds  transfers  by  banks.  This  rule,  pending  since 
1989,  will  create  new  industry  obligations  under  the  BSA.**  Esti- 
mates on  the  annual  cost  of  compliance  with  this  rule  run  as  high 
as  $200  million.**  This  is  another  situation  where  Treasury  should 
have  considered  the  possibility  that  the  regulation  could  be  "ma- 
jor" and  subject  to  extensive  analysis  prior  to  promulgation.** 
Treasury  has  received  more  than  350  detailed  comments  on  this 
proposal,  and  to  its  credit  the  agency  has  toured  various  wire 
transfer  operations.*'  However,  the  process  of  soliciting  comments 
from  affected  parties  needs  to  be  improved.  The  wire  transfer  reg- 
ulatory process  is  a  prime  example  where  a  government-industry 
group  could  have  been  extremely  beneficial  in  explaining  the  vari- 
ous problems  of  a  complex  regulatory  proposal  prior  to 
promulgation.  Fortunately,  the  Annunzio-Wylie  Act  now  requires 
that  Treasury  "jointly"  promulgate  ita  wire  transfer  regulations 
with  the  Federal  Reserve  Bo£u:d.**  This  will  also  ensure  that  any 
new  requirements  are  implemented  only  after  consideration  of  the 
new  rule's  effect  "on  the  cost  and  efficiency  of  the  payment 
system."" 

In  1990,  the  ABA  released  a  survey  on  the  BSA.""*  The  results, 
which  were  based  in  large  part  (seventy-six  percent)  on  small  cora- 


$4.  Noie  that  there  is  a  newer  proposal  promulgated  in  1990.  55  Fed.  Reg.  41,696 
(1990)  (to  be  codi'ied  at  31  C.F  R.  pt.  103)  (proposed  Oct.  15.  1990). 

65.  See  Letter  from  Philip  J.  Bergan,  Assoc.  Gen.  Counsel,  Citicorp,  to  Peter  G.  Djiniv, 
Acting  Director,  Office  of  Fin.  Enforcement,  U.S.  Dep't  of  Treasury  6  (Jan.  15,  1991)  (here- 
inifter  Bergan  Letter)  (on  tile  with  the  Alabama  Law  Reneu).  Bui  see  55  Fed.  Re%.  41, 70^ 
(1990)  (containing  a  Treasury  estimate  that  "the  proposal  will  (notl  have  an  annual  effect 
on  the  economy  of  $1(X)  million  or  more"). 

66.  See  Bergan  Letter,  supra  note  65,  at  6. 

67.  Jay  Rosenstein,  Treasury  to  Float  Reporting  Rutet,  Am  Banker,  Oct.  19.  1989.  at 
2. 

08.  Annunzio-Wylie  Anti-.Money  [.sundering  Act,  F'jb.  L.  No.  102  550,  {  1515,  106 
SUL  3672,  4050  (1992j  (lo  be  .odified  at  12  U.S.C.  §   1829b). 

69.  5  1515(a)(2),  106  Stat,  at  4059  (to  be  codified  at  12  U  S.C.  §   1829b(b)(3)(B)(ii)). 

70.  Am  Ba.skers  Ass'n  Money  Launderi.sc  DrrrRfUNCE  a.sd  Bank  SecRecr  Act  Re- 
search Report  (1990)  (hereinafUr  1990  Survey). 
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munity  banks,"  give  an  indication  of  BSA  conmpliance  costs.  In 
1990,  banks  estimated  their  cost  of  compliance  under  the  BSA  to 
be  $129  million."  According  to  the  survey,  this  figure,  although 
large,  does  not  represent  the  true  cost  of  such  compliance.'"  Many 
bankers  were  unsure  how  to  correctly  estimate  their  costs,  and 
others  excluded  fixed  costs  and  other  categories  of  costs  that 
should  have  been  included.  The  survey  illustrates  the  general  level 
of  frustration  in  the  industry  surrounding  BSA  implementation. 


VII.    Costs  of  Filing  a  CTR 

Many  of  the  compliance  costs  are  associated  with  currency 
transaction  reporting.  The  time  for  completing  a  CTR  ranges  from 
twenty  to  thirty  minutes.'*  Within  those  parameters,  financial  in- 
stitutions believe  that  it  costs  anywhere  from  $3  to  $15  (exclusive 
of  overall  BSA  compliance  costs)  to  file  a  CTR.'*  The  cost  depends 
on  whether  the  filing  is  manual  or  by  magnetic  media." 

In  1991,  more  than  7.4  million  CTRs  were  filed  with  the  IRS 
by  the  banking  industry."  At  $3  per  CTR,  the  annual  cost  is  more 
than  $22  million.  If  we  accept  a  higher  individual  cost  of  $15,  total 
industry  cost  rises  proportionately.  Any  review  or  change  to  the 
CTR  filing  system  must  address  the  cost  to  the  industry  as  well  as 
the  benefit  to  law  enforcement  agencies.  To  date,  this  has  not  been 
done. 

Other  examples  of  compliance  costs  abound.  Puget  Sound 
Bank,  a  $5  billion  institution,  estimates  BSA  related  costs  of  over 
$220, OCO  per  year  for  CTRs,  software,  auditing,  and  branch  admin- 


71.  Id.  at  3. 

72.  Id.  at  5. 

73.  In  fact,  the  AB.A  released  another  survey  in  1992  on  general  regulatory  burden  and 
concluded  that  tmnks  ipend  over  $10  billion  annually  on  compliance  costa.  Am.  Bankzrs 
Ass'n.  Surv-ey  of  Regulatory  Burden-  Summajiy  or  Results  A-1  (19d2)  (hereina/ter  1992 

SuRVtY). 

H.  John  J.  Byrne,  Laundering  Law  Missing  the  Target,  Am.  Baxkzr,  July  23,  1992,  at 
4. 

75.  Id.  There  are  some  estimates  as  high  as  $17.00  to  $17.50  per  CTR.  See.  eg,  Lenny 
Glynn,  Can  Bankers  Help  Win  the  Drug  War^,  Institutional  iNVEsrom,  Feb.  1990,  at  77,  79 
(estimating  CTR  costs  at  $17  each);  Alan  J.  Weber,  Payment  System  Risks:  Shnnkmg  Mar- 
gins on  Payment  Services  Point  to  Seed  for  Assessing  and  Allocating  the  Real  Cos't  of 
Doing  Business,  Bank  .Mcmt.  Mar.  1991,  at  16,  20  (estimating  CTR  ctjsts  at  $17  50  each). 

76.  3>Tne,  supra  note  74,  at  4. 

77.  Statistical  Indicators,  supra  note  18,  at  12. 
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istration.'"  The  Laredo' (Texas)  National  Bank,  another  small 
institution,  estimates  that  it  spends  more  than  $200,000  per  year 
on  CTR  filings  (completed  electronically)  plus  annual  maintenance 
and  programming  fees.'*  The  cost  of  CTR  systems  are,  without 
question,  high  and  rising  with  the  increasing  number  of  filings.  The 
question  must  then  he  asked  whether  the  filing  of  CTRs  deters 
money  laundering  and  benefits  law  enforcement. 

VIII.    CTR  Effectiveness 

Approximately  9.2  million  CTRs  were  filed  in  1992."  How  do 
you  prove  the  utility  of  these  filings  to  law  enforcement?  Both 
Treasury"  and  the  GAO*'  have  filed  reports  with  Congress  cover- 
ing this  topic.  Their  conclusions,  however,  are  less  than 
convincing.*' 


78.  This  informalion,  as  well  as  the  information  accompanying  footnol*  79.  has  been 
provided  to  the  author  by  various  means,  including  conversations  with  other  banlcers  at 
ABA  events  and  semjnars.  Another  example  is  First  of  America  Bank  Corp  .  which  spent 
approximately  $700,000  on  compliance  in  1991.  Banker}  Tell  Treasury'  of  BSA  Headaches, 
MoNTif  Laundering  Alert.  May  1992,  aioUable  in  LEXIS,  Banking  Library.  MLA  File. 
First  of  America  is  a  J16,8  billion  asset  bank  holding  company.  Id. 

79.  See  supra  note  78.  A  similar  example  of  compliance  costs  for  smaller  banks  is  the 
case  of  AJta  Vista  State  Bank  in  Alta  Vista,  Kansas.  In  this  small  rural  town,  the  Bank 
spends  "several  thousand  dollars"  per  yea/  to  train  its  employees  in  compliance  procedures, 
even  though  it  has  not  had  a  qualifying  currency  transaction  in  more  iKan  20  years.  Bonkers 
Tell  Treasury  of  BSA  Headaches,  supra  note  78. 

80.  See  supra  note  14  and  accompanying  text. 

81.  1990  Compliance  Hearing  (House  Subcomm  ).  supra  note  59,  at  85  (statement  of 
Hon.  Peter  K.  Nunei,  Assistant  Secreury  for  Enforcement,  US.  Dep't  of  the  Treasury). 

82.  US  Gen  Accou.vtinc  Office.  Rep  No  GGD-91-125.  Money  Laundering:  The  Use 
or  Cash  Transaction  Reports  by  Federal  Law  Enforcement  .Agencies  (1991)  (report  to 
Congressional  committees);  see  1990  Compliance  Hearing  (House  Subcomm  ).  supra  note 
59.  at  9  (statement  of  Barney  Gomez,  Special  Agent  assigned  to  the  Subcomm.  on  Oversight 
of  the  House  Coinra.  on  Ways  and  Means,  from  the  Crfice  of  Special  Investigatiora.  U.S. 
Gen.  Accounting  Office). 

83.  In  a  1991  report,  the  GAO  cited  an  IRS  interna)  audit  report  and  concluded  aa 
follows; 

(M|o3t  |CTR|  documents  (arel  processed  in  a  timely  manner,  with  data  posted  and 
transcribed  accurately.  However,  the  (1990  IRS]  report  identified  some  ma;or 
problems,  mainly  due  to  a  lack  of  statT.  These  [problems!  included  .  .  .  inadequate 
int«rnal  controls  to  ensure  timely  and  complete  processing  and  error  correction!, |  and 
.  .  .  failure  to  completely  account  for  BSA  documents  and  data  sent  to  contractors 
and  user  organizations. 

.  .  .  The  audit  report  said  these  deficiencies  had  been  or  were  being  corrected. 
GAO  Mo.sEY  Laundering  Report,  supra  note  15,  at  20-21 
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The  ABA  has  learned  from  an  IRS  agent  in  the  Greater 
Northwest  region  that,  in  the  past  five  years,  only  one  criminal 
prosecution  has  been  initiated  by  the  filing  of  a  CTR.  Similar  ex- 
amples suggest  that  the  CTR  is  useful  as  a  "paper  trail,"  but  not 
as  a  point  of  beginning  for  investigations.*^ 

With  the  costs,  increased  filings,  and  the  rejection  by  foreign 
countries  of  our  reporting  system,  the  movement  to  modify  the 
current  system  cannot  be  delayed.  With  impending  new  regula- 
tions on  mandatory  aggregation  and  electronic  filing  of  CTRs,**  as 
well  as  several  new  rules  implemented  by  the  1992  amendments," 
the  cost  of  BSA  compliance  will  continue  to  rise. 

Government  officials  need  to  continue  allocating  extensive  re- 
sources to  monitor  and  review  CTRs.  However,  IRS  agents  tell  the 
banking  community  that  the  agency  is  refocusing  on  tax  crime 
cases  to  the  detriment  of  BSA  investigations.  In  addition,  a  Senate 
Foreign  Affairs  subcommittee  report  pointed  out  that  IRS  Crimi- 
nal Investigation  Division  agents  desperately  need  manpower  and 


M.  According  to  Terrene*  Burke,  a  former  DEA  ofiicial,  "[tlhe  problem  has  been  that 
.  .  .  the  volume  of  that  paperwork  is  such  at  this  lime  that  we  are  virtually  receiving  no  leada 
from  that  documentation,  from  those  CTR's,  because  the  analysts  are  overwhelmed  with  the 
volume  of  it."  IntemaHonal  Money  Laundering:  Law  Enforcement  and  Foreign  Policy: 
Heanngt  Before  the  Subcomm.  on  Terrorism,  Narcodct  and  International  Operations  of 
the  Senate  Comm.  on  Foreign  Relations,  101st  Cong.,  Ut  Sess.  5,  U  (1989)  (statement  of 
Terrene*  M.  Burke,  Deputy  Assistant  Adm'r,  Operations  Div.,  Drug  Enforcement  Admin.) 
(hereinafter  Senate  International  \ioney  Laundering  Hearings];  tee  Subcomm.  on  Najicot- 
IC3.  TERRORISM  AMD  Internationai,  Operatigns,  Senats  Comm.  on  Forzicm  Rh^tions. 
lOlsT  Cong.  2d  Sesi.  Rej>ort  on  Drug  .Monky  Laundejung.  Bawtcs  and  Forhgn  Poucy  7 
(1990)  (Senate  print  101-104)  (hereinafter  Senatx  Nakcotics  Subcomm.  Rep]  (quoting  tha 
foregoing  statement).  According  to  Burke,  (TTRs  are  primarily  used  "as  a  source  of  informa- 
tion that  we  go  to  confirm  other  information  that  we  have  developed  from  other  source*." 
Senate  International  Monty  Laundering  Hearings,  supra,  at  15.  A  Senate  subcomnuttee 
report  concluded  that  "(clriminais  take  advantage  of  the  backlog  in  CTR  anaiysia  by  actu- 
ally filing  ((TTRaj."  Senate  .Narcotics  Sl3CCMm.  Rsp,  tupra,  at  7.  Burke  told  the  Seoate 
that  in  an  undercover  sting,  Operation  Polarcap,  Wells  Fargo  bank  officiaJa  only  became 
suspicious  of  money  launderers  who  caused  CTRs  to  be  filed  when  they  eiamined  the  num- 
bers of  such  reports  and  total  deposits  at  each  branch  bank.  They  concluded  that,  although 
the  CTRs  had  all  been  properly  filed,  "the  business  was  hot  a  typical  cash- intensive  busi- 
ness." Id. 

85.  55  Fed.  R^.  36,663  (1990)  (to  be  codified  at  31  C.F.R.  §|  103.22.  .27);  see  Senate 
International  .Money  Laundering  Hearings,  supra  note  S4,  at  86-89  (statement  of  Hon.  Sal- 
vatore  B.  Martoche,  Assistant  Secretary  for  Enforcement,  U.S.  Dep't  of  the  Treasury). 

86.  Annuniio-Wylie  Anti-Money  Laundering  Act,  Pub.  L.  No.  102-550.  §§  1511,  1513, 
1515.  1517,  106  Sut.  3672,  4056-60  (1992)  (to  be  codified  in  scalUred  sections  of  12  U.S.C  & 
31  US.C). 
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resources  and  that  the  "government  is  totally  outgunned."*'  This 
situation  is  not  improving. 

Finally,  the  CTR  system  is  inflexible.  Several  institutions  have 
asked  that  they  be  allowed  to  submit  CTRa  via  electronic  media, 
only  to  be  rejected  by  the  IRS  because  the  institutions  were  not 
fully  automated.  The  message  sent  to  the  banking  industry  is  clear 
the  government  appears  unwilling  to  attempt  to  respond  to  indus- 
try suggestions  for  streamlining  the  CTR  process. 

IX.    Possible  Solutions 

One  major  proposal,  finally  enacted,  was  the  creation  of  a 
panel  of  advisors  from  the  public  and  private  sectors  to  determine 
how  to  get  the  most  out  of  the  BSA.**  This  change  arose  out  of  a 
long-standing  ABA  recommendation  that  the  BSA  be  amended  to 
create  a  permanent  advisory  group  similar  to  the  Federal  Reserve 
Board's  Consumer  Advisory  Council.**  It  had  been  partially  in- 
cluded in  a  1989  proposal  by  Senator  John  Kerry  that  would  have 
created  an  "Anti-Money  Laundering  Advisory  Commission"*^  and 
was  finally  enacted  in  1992.** 

87.  Senatb  Narcotics  Sitbcomm-  Rep,  supra  note  84,  at  18  (quoting  Chuck  Morley). 

88.  See  Annunzio-Wylie  Anti-Money  Laundering  Act,  Pub.  L.  No.  102-5M,  J  \tSi. 
i06  Stau  3672,  iQ13  (1992)  (to  b«  codified  at  31  U.S.C.  5  5311  note). 

89.  See  12  C.F.R.  pC  267  (1992).  This  part  basically  organizes  and  governs  the  Con- 
sumer Advisory  Council  of  the  Federal  Reserve  Board.  Id.  The  purpose  of  this  Council  is  to 
"advise  and  consult  with  the  [FederaJ  Reserve)  Board  in  the  eiercis*  of  the  Board's  func- 
tions .  .  .  and  with  regard  to  other  matters  the  Board  may  place  before  the  Council."  Id. 
5  267.2.  Authority  to  aJter  the  rules  governing  the  Council  rests  in  the  FederaJ  Reserve 
Board.  Id.  J  267.6. 

90.  S.  H76.  lOlst  Cong..  Ist  Sesa.  (1989),  microformed  on  Sup.  Docs.  No.  Y  1.^:101- 
1476  (U.S.  Govt  Printing  Office). 

91.  Annuniio-Wylie  Anti-.Money  Laundering  Act,  Pub.  L.  No.  102-&50.  §§  1500-1565. 
106  SUL  3672  (1992)  (to  be  codified  in  scatUred  sections  of  U.S.C).  Section  1564  of  the  Art 
requires  the  Secretary  of  the  Treasury  to  establish  a  "Bank  Secrecy  Act  Advisory  Group"  to 
advise  the  Secretary  on  how  to  modify  reporting  requirements  to  enhance  Law  enforcement 
and  to  inform  the  private  sector  on  the  uses  of  reported  information.  Id.  §  1564.  106  Stat-  at 
4073  (to  be  codified  at  31  U.S.C.  §  5311  note). 

Section  1564  specifies  the  following 

(a)  ElsTABUSHMENT.— Not  later  than  90  days  after  the  date  of  the  enaamenl  of 
this  Act,  the  Secretary  of  the  Treasury  shall  establish  a  Bank  Secrecy  Art  Advisory 
Croup  consisting  of  representatives  of  the  Department  of  the  Treasury,  the  Depart- 
ment of  Justice,  and  the  Office  of  National  Drug  Control  Policy  and  of  other 
interested  persons  and  financial  institutions  subject  to  the  reporting  .-equirements  of 
subchapter  II  of  chapter  53  of  title  31,  United  States  CixJe.  or  section  60501  of  the 
Internal  Revenue  Code  of  1986. 
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A  version  of  this  idea  was  utilized  by  the  Office  of  National 
Drug  Control  Policy  for  several  years."  A  group  of  public-  and  pri- 
vate-sector experts  was  formed  and  met  occasionally  to  discuss 
concerns  surrounding  the  government's  money  laundering  deter- 
rence efforts.  Unfortunately,  many  of  the  issues  discussed  were 
never  acted  upon,  and  the  group  no  longer  meets.  Without  a  regu- 
lar forum  that  enables  Treasury  officials  to  understand  industry 
and  law  enforcement  concerns  with  the  BSA,  regulations  will  con- 
tinue to  be  promulgated  without  consultation  of  all  relevant 
information.  It  is  the  ABA's  hope  that  the  new  Bank  Secrecy  Act 
Advisory  Group  ("Advisory  Group")  will  improve  the  current  state 
of  affairs. 

A  second  major  recommendation  is  to  amend  §  103.22  of  the 
BSA  regulations"  to  raise  the  monetary  threshold  for  requiring 
CTR  filings.  The  current  filing  requirement  for  any  transaction  in 
currency'*  involving  more  than  $10,000  during  one  business  day 
has  been  in  effect  since  the  original  enactment  of  the  BSA.**  The 
$10,000  figure  is  no  longer  a  proper  threshold  for  currency  transac- 


(b)  Puiu>03E:3. — The  Advisory  Group  shall  provide  a  means  by  which  the 
Secretary — 

(1)  informs  private  sector  representatives,  on  a  re^lar  basis,  of  the  ways 
in  which  the  report*  submitted  pursuant  to  the  requirements  referred  to  in 
subsection  (a)  have  been  used; 

(2)  informs  private  sector  representatives,  on  a  regular  basis,  of  how  infor- 
mation regarding  suspicious  financial  transactions  provided  voluntarily  by 
financial  institutions  has  been  used;  and 

(3)  receives  advice  on  the  manner  in  which  the  reporting  requirements  re- 
ferred to  in  subsection  (a)  should  be  modified  to  enhance  the  ability  of  law 
enforcement  agencies  to  use  the  information  provided  for  law  enforcement 
purposes. 

(c)  iNAPPLiCABiLiTir  OF  FEDERAL  ADVISORY  CoMviiTreE  AcT.  — The  Federal  .Advi- 
sory Committee  Act  shall  not  apply  to  the  Bank  Secrecy  Act  Advisory  Group 
esubiished  pursuant  to  subsection  (a). 

S  1564.  106  StaL  at  4073-74. 

92.  See  ABA  Newsletter:  Sew  Help  in  Fighting  Agairist  Money  Laundering,  ABA 
Banking  J ,  Oct.  1989,  at  165  (reporting  on  a  proposal,  suggested  by  the  ABA,  to  create  a 
panel  to  advise  the  Office  of  National  Drug  Control  Policy). 

93.  31  C.F.R.  5   103.22  (1992). 

94.  A  "transaction  in  currency"  is  defined  rs  any  "transaction  involving  the  physical 
transfer  of  currency  from  one  person  to  another."  31  C.F.R.  §  103. IKr)  (1992).  Thus,  "any 
cash  going  into  or  out  of  a  bank  (or  through  an  a^ent  of  the  hank)"  falls  within  the  defini- 
tion i'  a  "transaction  in  currency  "  Cook,  supra  note  36.  at  24;  see  td.  at  22  ("In  other 
•*ords.  reporting  requirements  are  triggered  only  for  transactions  in  which  cash  goes  into  or 
out  of  3  bank.  ■). 

95.  31  CF.R.  §    103.22  (1992). 
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tions  in  the  19903,  and  serious  consideration  should  be  given  to 
adjusting  the  amount.  This  modification  might  adversely  affect  the 
current  BSA  education  process,'*  and  many  CTR  filers  are  already 
on-line  so  adjustments  would  have  to  be  made.  Nevertheless,  the 
decrease  in  total  filings  would  have  a  beneficifid  effect  on  industry 
costs  and  usefulness  to  law  enforcement  agencies.  This  issue  is  ripe 
for  consideration  by  the  Advisory  Group. 

Since  there  has  never  been  a  serious  discussion  about  altering 
this  threshold,  a  debate  on  its  increase  should  begin  promptly.  To 
what  level  should  the  threshold  be  raised?  The  CTR  filing  require- 
ment should  3pply  only  to  corporate  currency  transactions 
involving  more  than  $25,000,  but  it  should  remain  at  $10,000  for 
transactions  by  individuals.  Economists  have  analyzed  the  $10,000 
level,  while  adjusting  the  figure  to  account  for  inflation  and  other 
appropriate  factors,  and  have  determined  that  the  threshold  re- 
porting amount  would  be  closer  to  $36,000  in  1992  dollars.*' 
Therefore,  this  proposed  $25,000  threshold  is  workable  and  would 
continue  to  provide  useful  information  to  law  enforcement. 

Other  recommended  changes  Include  simplifying  the  CTR 
form."  Many  discussions  with  IRS  officials  over  the  years  have 
convinced  bankers  that  the  form  needs  to  be  redesigned.  Certain 
information  presently  required  on  the  CTR — the  transaction 
date,**  identifying  information,"^  the  transaction  amount,""  the 
date  of  birth  of  both  the  transacting  party'"*  and  the  party  on 
whose  behalf  the  transaction  was  conducted,'"*  and  the  amount  of 
the  transaction  that  involved  denominations  of  one  hundred  dollar 
bills  or  higher"'* — should,  of  course,  be  retained.  The  private  sector 


96.  See  supra  noi«  25  (listing  examples  of  seminars  o/Tercd  as  a  part  of  the  ABA's 
educational  efforts);  Cook,  supra  note  36  (training  coorse  for  banit  pervjruiel  to  enable 
bankers  to  understand  snd  comply  with  Bank  Secrecy  Act).  Seminars  would  need  to  be 
modified,  and  other  educational  materials — such  as  Cliff  Cook's  book— would  require 
revision. 

97.  These  estimates  were  given  to  the  author  by  economtsla  from  the  Puget  Sound 
Bank,  Puget  Sound.  Washington. 

98.  See  I.R.S.  Form  No.  4789. 

99.  Id.  box  37. 

l(».     Id.  Parts  MI.  V. 

101.  Id.  box  35. 

102.  Id.  box  M. 

103.  Id    box  30. 

104.  Id    box  36. 
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could  (and  should)  assist  the  government  in  developing  a  new  CTR 
form. 

Other  proposals  include  simplifying  identification  require- 
ments for  established  customers;'"*  eliminating  "on  behalf  of 
information  for  husband  and  wife  joint  account  transactions;*** 
eliminating  Part  III  information  (which  is  covered  by  the  general 
record  retention  requirements);'""  and  simplifying  essential  infor- 
mation regarding  the  type  of  transaction."* 

The  government  should  also  consider  simplifying  Part  V  infor- 
mation to  retain  only  "lOQQ-like""*  identification  information 
regarding  the  bank  where  the  transaction  took  place.  For  example, 
the  bank  name,  the  address  of  its  headquarters,  and  the  tazpayer 
information  number  could  be  on  a  simplified  form.  Other  institu- 
tions have  reconjmended  eliminating  the  box  for  information 
regarding  multiple  transactions.""  This  information  is  contained  in 
the  bank's  records  if  it  is  needed. 

The  banking  industry  also  questions  the  value  of  reporting 
"cash  out"  for  purposes  of  money  laundering.*"  Careful  analysis 
should  be  given  to  the  usefulness  of  this  information,  especiadly  if 
the  industry  has  a  strong  "know  your  customer"  policy."* 

Moreover,  it  is  questionable  whether  the  bank  should  be  re- 
quired to  prepare  the  CTR.  As  is  presently  the  case  with  Currency 
and  Monetary  Instruments  Reports  (CMIRs),"*  consideration 
should  be  given  to  having  the  customer  prepare  and  sign  a  simpli- 
fied CTR.  Under  this  scheme,  the  customer  would  complete  the 
CTR  and  submit  it  to  the  bank  as  an  absolute  prerequisite  to  con- 
ducting a  reportable  currency  transaction.  This  procedure  would 


105.  See  id.  Pari  II. 

106.  See  id.  box  18. 

107.  See  31  C.F.R.  §   103.34  (1992);  I.R.S.  Form  No.  4789  Part  III. 

108.  See  I.R.S.  Form  No.  4789  Part  IV. 

109.  See  I.R.S.  Form  No.  1099  (Miscellaneous  Income*. 

110.  See  I.R.S.  Form  No.  4789  box  48. 

111.  Id.  boxes  34-36. 

112.  See  infra  part  XII. 

113.  The  CMIR  is  a  Customs  form  for  carrying  currency  or  other  monetary  instru- 
ments into  or  out  of  the  United  States.  U.S.  Cust.oms  Form  No.  4790,  reprinted  in  4  Peter 
B  Feller.  US  Customs  and  I.vternational  Trade  Guide  app.  IV-76  lo  -77  (1992).  A 
CMIR  musi  be  filed  by  an>on€  who  "transports,  mails,  or  ships  .  .  .  currency  or  other  mone- 
tary instruments  in  an  a^regate  amount  exceeding  JIO.OOO  ...  to  any  place  outside  the 
United  Sutes."  31  C.F  R.  §  103.23(a)  (1992)  Anyone  who  receives  such  a  shipment  must 
also  file  a  C.VllR.  Id.  §   103.22(b). 
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clearly  cut  down  on  illegal  transactions  and  would  furnish  the  bank 
with  immediate  information  on  suspicious  customers.  Furthermore, 
requiring  the  customer's  signature  would  allow  the  government  to 
prosecute  him  for  intentionedly  filing  false  statements.  There  are 
potential  problems  with  aggregation  and  electronic  filing,  but  if  we 
are  serious  about  cost  effectiveness  these  issues  can  be  resolved. 

X.    The  Role  of  Exemptions 

Exemptions  £u-e  in  desperate  need  of  carefully  coordinated 
government  policy."*  Exemptions  from  CTR  filing?  are  supposed 
to  save  banks  money,  eliminate  routine  CTRs,  and  assist  the  gov- 
ernment in  deterring  money  laundering."*  However,  there  is  no 
clear  policy  on  the  granting  of  exemptions,  and  Treasury's  irra- 
tional rules  on  the  matter  have  become  another  source  of  banker 
frustration."'  For  example,  there  needs  to  be  further  guidance,  in 
the  form  of  a  mathematical  equation,  on  how  to  establish  "com- 
mensurate" CTR  exemption  limits  to  avoid  subjectivity  and 
possible  examiner  criticism. 

Confusion  abounds  in  this  field.  The  main  authority  on  ex- 
emptions is  a  1988  handbook  prepared  by  the  Office  of  Financial 
Enforcement."^  In  1992,  many  institutions  still  had  not  received 
this  publication  and  have  been  forced  to  look  elsewhere  for  assis- 


114.  See  31  U.S.C.  §  5318  (1988)  (contai/iing  a  statutory  provision  enabling  the  Secre- 
tary of  the  Treasury  to  create  exceptions  or  exemptions);  31  C.F.fl.  §  103.45(a)  (1992)  ("The 
Secretary  (of  the  Treasury]  .  .  may  by  written  order  or  authorization  make  exceptions  to  or 
grant  exemptions  from  the  requirements  of  (31  C.F.R.  pt.  103)."). 

115.  See  Off  ICE  Of  Fin  EsroRczMZtrr.  Internai.  Revencs  Serv.  Dej>'t  or  th%  Trea- 
sury. Ct'RRENCY  AMD  Foreign  Transactions  Reporting  Act  Exemption  Handbook  1  (1988) 
(hereinafter  Ej^emption  Ha.mdbook). 

116.  As  one  commentator  has  noted. 

The  regulations  governing  CTTR  filing  reporting  requirement*  historically  have 
drawn  apparently  irrational  distinctions  between  the  types  of  customers  that  financial 
institutions  can  exempL  For  example,  if  the  goal  is  to  detect  criminal  activity,  then 
there  is  no  apparent  reason  to  allow  financial  institutions  to  exempt  bars,  restaurants, 
and  race  tracks  from  CTR  reporting  requirements  and,  at  the  same  time,  prohibit 
financial  institutions  from  exempting  churches,  schools,  and  hospitals.  .  .  . 

Most  financial  institutions  would  probably  prefer  fewer,  but  clearer,  exemptions 
to  more  liberal  exemption  criteria  that  are  difficult  to  interpret  and  apply.  Tlie  Trea- 
suryj's)    rules    fail    to    meet    that   goal    and    have    contributed    considerably    to    the 
confusion  over  BS.\  compliance. 
John  K.  Villa,  A  Criltcai  View  of  Bank  Secrecy  Act  Enforcement  and  the  Money  launder- 
ing Statutes.  37  Cath   L'   L   Rev   489.  503  (1988)  (footnote  omitted). 

117.  See  Exemption  Handbook,  supra  note  115. 
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tance."*  Moreover,  the  handbook  has  not  been  updated  since  it 
was  released."*  More  importantly,  many  membera  of  the  law  en- 
forcement community  sire  weary  of  exemptions  and  believe  that 
they  may  actually  assist  money  launderers.'" 

Banker  response  to  law  enforcement  has  been  to  eliminate  or 
substantially  reduce  exemptions.'"  This  change  in  direction  by 
bankers  has  resulted  in  a  new  problem:  a  challenge  by  bank  exam- 
iners to  the  narrowing  of  exemption  lists.'"  These  agency  officials 
are  threatening  to  penalize  banks  for  "malicious  compliance"  with 
the  BSA.'*'  If  the  institution  has  too  few  exemptions,  this  is  due  in 
large  part  to  the  bank's  reasoning  that  it  is  safer  to  file  rather  than 
not  to  file  a  CTR.'"  The  response  to  exemption  limits  by  the  gov- 
ernment  is   inappropriate,   and    there   is    no   statutory   basis   for 


118.  The  "elsewhere"  to  which  banks  and  other  financial  institutions  look  includes 
trade  associations  (such  as  the  ABA)  and  other  educational  resources.  Set  supra  not*  25 
(citing  brochures  and  newsletters  announcing  educational  seminars);  see  aUo  CoOK.  supra 
note  36,  at  103-45  (discussing  exemptions). 

119.  See  Exemption  Handbook,  supra  note  115. 

120.  DEA  agent*  have  told  banker  audiences  that  money  launderers  may  purchase  le- 
gitiraaU  exempt  businesses  as  fronts  for  their  ille^aJ  activity.  There  is  a  consistent  law 
enforcement  theme  promoting  the  new  that  exemptions  should  be  discouraged. 

121.  In  a  1992  Senate  committee  hearing,  the  ABA  submitted  the  following  findings: 

•  .    U.S.  financial  institutions  continue  to  be  at  uSe  forefront  of  efforts  to  combat  the 

laundering  of  profits  from  illegal  drug  trafficking. 

•  The  Bank  Secrecy  Act  (BSA).  the  main  recordkeeping  and  reporting  statute  that 
assists  law  enforcement  in  pursuing  money  laundering,  permits  but  does  not  re- 
quire financial  institutions  to  "exempt"  certain  transactioos  and  the  accounts  of 
certain  customers  from  the  BSA's  rep>orting  requirements. 

•  "Exemptions"  are  not  a  "safe  harbor"  from  civil  or  criminaJ  liability  even  for 
institutions  that  have  complied  with  the  Treasury  Department's  regulations  and 
Exemption  Handbook. 

The  Congress  and  federal  law  enforcement  agencies  have  expressed  concern  that 
"exemptions"   may  be  concealing  the  activities  of  money  Launderers  and   other 
white  collar  criminals  who  prey  on  financial  institutions. 
1992  Current  Trends  Hearing  (SenaLe  SubcommJ,  supra  note  60,  at  310  (statement  of  the 
ABA).  Based  on  these  finding  the  ABA  recommended  that  Links  create  an  exemption  only 
if  that  exemption  (1)  "poses  no  risk  of  inadvertently  concealing  a  customer  engaged  in  crim- 
inal activity,"  (2)  "offers  a  significant  net  cost  reduction  (cost  of  producing  'exempuble' 
[CTRs)  ...  less  the  cost  of  administration  of  the  •exemption'),"  and  (3)  "improves  the  qual- 
ity of  service  to  the  depositor."  Id. 

122.  See  Villa,  jupra  note  116,  at  503  n.88. 

123.  "Malicious  compliance"  occurs  when  financial  irs'itutions  "discard(]  their  ex- 
empt lists"  and  file  CTRs  on  ei'ery  transaction  regardless  of  its  exempt  sutus.  Id.  This 
practice  "has  resulted  in  a  subsUntial  increase  in  CTR  filings  for  an  already  overburdened 
system.  "  Id. 

124.  Id. 
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charging   banks   with   over-compliance.   This   confusion    must   be 
eliminated. 


XI.    The  $3000  Rule 

The  banking  industry  was  also  affected  by  the  passage  of  the 
$3000  rule  in  the  1988  Omnibus  Drug  Bill'"  and  the  subsequent 
implementing  regulations."*  While  the  rule's  mandate  came  from 
Congress,  it's  implementation  was  clearly  Treasury's  responsibil- 
ity."'' Information  on  the  utility  of  this  requirement  is  sketchy  at 
best,  but  the  industry  strongly  believes  that  modifications  can  be 
made  to  this  rule  that  will  ease  the  regulatory  burden  on  banks 
while  nonetheless  providing  sufficient  information  to  law 
enforcement. 

The  .\BA  has  recommended  changing  the  $3000  rule  to  re- 
quire a  "purchaser's  log"  only  for  noncustomers."*  All  required 
information  on  customers  would  be  established  when  the  accounts 
were  opened  and  retained  for  the  current  BSA  record  retention  pe- 
riod of  five  years."*  At  a  minimum,  the  rules  should  be  amended 
to  eliminate  the  $3000  log  requirement  if  a  bank  is  required  to  file 


125.  Anti-Drug  Abuse  Act  of  19S8,  Pub.  L.  No.  100-690,  102  SuaL  4181.  The  so-called 
■■$3000  rule"  reads  aa  follows: 

No  finaincial  institutioa  may  issue  or  sell  a  bank  check,  cashier's  check,  traveler's 
check,  or  money  order  to  any  individual  in  connection  with  a  transaction  or  group  of 
such  contemporaneous  transactions  which  involves  United  States  coins  or  currency  .  . 
.  in  amounts  or  denominations  of  $0,000  or  more  unless — 

(1)  the  individual  has  a  transaction  account  with  such  financiaJ  institution 
and  the  financial  institution  .  .  .  verifies  that  fact  through  a  signature  card  .  .  . 
and  .  .  .  records  the  method  of  verification  in  accordance  with  regulatioos 
which  the  Secretary  of  the  Treasury  shall  prescribe;  or 

(2)  the  individual  furnishes  the  financial  institution  with  such  fortos  of 
identification  as  the  Secretary  of  the  Treasury  may  recjuire  in  regulations  .  .  . 
and  the  financial  institution  verifies  and  records  such  information  io  accor- 
dance with  regulations  which  such  Secretary  shall  prescribe. 

31  U.S.C.  5  M25(a)  (1988). 

126.  See  31  C.F.R.  J   103.29  (1992). 

127.  In  the  Advance  .Notice  of  Rulemaking,  the  Treasury  Department  asked  the  finan- 
cial industry  to  comment  on  how  best  to  implement  the  requirement.  See  55  Fed.  Reg. 
20.143  (1990)  (codified  at  31  C.F.R.  §   103.29  (1992)). 

128.  See  Letter  from  John  J.  B>Tne,  Senior  Federal  Legislative  Counsel.  Am.  Bankers 
Asj'n.  to  Peter  G.  D;inis,  Director  Office  of  Fin.  Enforcement,  US.  Dep't  of  Treasury  12 
(Apr.  24,  1992)  (on  file  wiih  the  Alabama  Law  Reuiew). 

129.  See  31  C.F  R.  5  103.29(d)  (1992)  Under  the  current  regulations  for  keeping  logs, 
information  is  collected  when  the  account  is  opened  and  la  held  for  five  years.  Id. 
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a  CTR  on  the  same  transaction.  Currently,  the  two  requirements 
are  simultaneously  triggered  whenever  a  bank  has  knowledge  that 
(1)  an  individual  conducts  two  or  more  cash-in  transactions  during 
any  one  day  totalling  more  than  $10,000,'"  and  (2)  one  or  more  of 
those  cash-in  transactions  involved  the  purchase  of  one  or  more 
negotiable  instruments  that  total  between  $3000  and  $10,000.'" 

As  argued  in  1989  when  the  log  requirement  was  first  pro- 
posed, the  legislative  history  clearly  indicates  that  both  Congress 
and  Treasury  intended  that  more  expansive  information  would  be 
required  of  financial  institution  nonaccount  holders  under  §  5325 
and  that  only  limited  information  was  necessary  for  account  hold- 
ers.'" One  suggested  change  would  permit  a  financial  institution  to 
substitute  its  own  recordkeeping  system  for  the  proposed  log,  at 
least  for  account  holders  who  purchase  cashier's  checks,  traveler's 
checks,  money  orders,  and  bank  checks.  Of  course,  this  proposal  is 
contingent  on  the  information  retained  being  consistent  with  the 
information  required  by  Treasury.  If  this  change  were  imple- 
mented, banks  would  be  encouraged  to  continue  selling  those 
monetary  instruments  to  account  holders  rather  than  opting  to  dis- 
continue such  sales. 

This  alternative  would  not  affect  the  log  requirement  as  to 
nonaccount  holders.  Due  to  the  recognition  of  common  money 
laundering  techniques,  many  institutions  already  refuse  to  sell  the 
foregoing  instruments  to  nonaccount  holders.  Treasury  could  offer 
the  option  of  keeping  a  chronological  log  only  for  nonaccount  hold- 
ers. Many  institutions  have  indicated  that  the  use  of  chronological 
logs  are  labor-intensive,  so  offering  those  institutions  another  op- 
tion would  be  desirable.'** 

Finally,  many  comment  letters  sent  by  bankers  to  Treasury 
have   suggested   that   the   logs  be   maintained   in   the   particular 


130.  S  103.22(a)(1)  (1992). 

131.  {   103.29  (1992). 

132.  See  31  U.S.C.  §  5325  (1988).  Gerald  L.  Hilsher.  Deputy  Assistant  Secretary  for 
Law  Enforcement,  told  the  House  Banking  Committee  on  June  8.  1988,  that  "(tlhe  inUnt  of 
proposed  section  5325  is  to  require  identification  from  money  launderers  who  are  not  ac- 
count holder*  at  the  financial  institutions  where  they  purchase  monetary  instruments  with 
caih."  Money  Laundering  Control  Act  Amendmentt  of  1988:  Hearing  Before  the  House 
Con\m.  on  Banking,  Finance  and  Urban  Affairs,  100th  Cong.,  2d  Sess.  4  (1988). 

133.  Two  bilb  have  been  introduced  in  Congress  that  contain  provisions  eliminating 
the  $3000  log  for  customers.  See  S.  265.  103d  Cong  .  1st  Sess.  (1993);  H.R.  962.  103d  Cong., 
1st  Sess.  (1993). 
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branch  where  the  transaction  occurs.  By  not  having  to  send  the 
information  to  a  central  location,  banks  would  save  money,  but  the 
information  would  still  be  accessible  for  Treasury  review. 


XII.    "Know  Your  Customer"  Provisions 

One  of  the  most  well-known  phrases  in  banking  circles  in  the 
area  of  criminal  activity  deterrence  is  "know  your  customer" 
(KYC).  When  the  BSA  was  enacted  in  1970,'*^  the  accompanying 
report  specifically  referred  to  the  KYC  provisions  found  in  the  re- 
cordkeeping section  of  the  FDIC  Act.'"  Thus,  this  term  has  been 
with  the  industry  for  quite  some  time. 

A  1990  survey  conducted  by  the  ABA  showed  that  eighty-six 
percent  of  the  banking  industry  had  established  KYC  guidelines."* 
The  Financial  Action  Task  Force'*^  has  £dso  recommended  KYC 
policies.'"  If  standards  are  to  be  credible,  however,  they  should  be 
issued  only  after  careful  consultation  A'ith  the  private  sector  and 
all  appropriate  government  agencies.  All  policies  should  be  flexible 
and  fairly  general  in  scope,  allowing  banks  the  freedom  to  accept 
rules  in  the  nature  of  those  advocated  by  the  staff  of  the  Federal 
Reserve  Board. 

Any  shift  to  mandatory  KYC  policies  can  succeed  only  if  sub- 
stantial changes  are  made  to  e.xisting  BSA  requirements.'"  Micro- 
managing  this  important  area  of  banking  would  be 
counterproductive. 


134.  Bank  Records  and  Foreign  Transactions  (Bank  Secrecy)  Act,  Pub.  L.  No.  91-508. 
S4  Stat.  II M  (1970)  (codified  as  amended  in  scattered  sections  of  U.S.C). 

135.  H  R.  Rep  No  975.  91si  Cong.,  2d  Sess.  17  ( 1970).  reprinted  in  1970  U.S.C. C.A.N. 
4394.  4401  02:  see  FDIC  Act,  12  U.S.C. A.  §  1829b(c)  (West  Supp.  1992)  (containing  the 
KYC  provision). 

136.  1990  SuRVKY,  supra  note  70,  at  4. 

137.  During  the  1989  Pans  Economic  Summit,  heads  of  state  and  government  from 
the  G-7  countries  and  the  President  of  the  Commission  of  the  Eurofjean  Community  estab- 
lished a  Financial  Action  Task  Force  to  determine  how  government*  could  promote 
cooperation  and  effective  action  against  drug-related  money  laundering.  See  HR  Rw  No 
271,  101st  Cong.,  1st  Sess.  46-47  (1989),  reprmied  in  1989  U.S.C. C.A.N.  3557,  3584-85:  Scott 
E.  Mortman,  Comment.  Putting  Starch  in  European  Efforts  to  Combat  Money  Laundering. 
60  FoRDHAM  L   Rev.  $429.  S436  (1992). 

138.  Mortmn,  supra  note  137,  at  S439,  S451. 

139.  Section  1513  of  the  .■Xnnunzio-Wylie  Act  clearly  gives  the  Treasury  Secretary  au- 
thority to  create  KYC  requirements.  Annunzio-Wylit  Anti-Money  Laundering  Act.  Pub.  L. 
No.  102-550,  §   1513,  106  Sut.  3672,  4058  (1992)  (to  be  codified  at  31  U.S.C.  §  5318(a)(2)). 
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XIII.    Wire  Transfers 

The  banking  industry  is  anxiously  awaiting  a  decision  by 
Treasury  on  the  wire  transfer  issue.  Since  the  promulgation  of  the 
first  proposal  in  1989,'*'  the  industry  has  feared  an  inappropriate 
response  to  the  question  of  how  funds  transfers  fit  into  the  BSA 
compliance  responsibilities  of  an  institution.  While  Treasury  De- 
partment staff  have  met  with  many  industry  officials  and  toured 
several  wire  facilities,  whether  Treasury  will  simply  add  yet  an- 
other burden  to  the  banking  industry  or  will  substantially  modify 
the  proposed  regulations  to  balance  cost  to  the  industry  with  bene- 
fit to  law  enforcement  is  a  question  that  remains  unanswered.'*' 

As  it  stated  in'  1991,  the  ABA  believes  that  the  regulatory  bur- 
den and  other  costs  the  banking  industry  would  face  as  a  result  of 
this  proposal  outweigh  the  incremental  benefit  that  would  inure  to 
law  enforcement  in  having  access  to  specific  information  on  virtu- 
ally   all    funds    transfers.'**    .Addressing    any    weaknesses   in    the 


UO.    54  Fed.  Reg.  45,769  (1989);  see  55  Fed.  Ret.  41,696  (1990)  (to  be  codified  at  31 
C.F.R.  ii   103.11.  .25,  .33)  (proposed  Oct.  15,  1990). 

141.  In  a  recent  law  review  article  on  this  pro[>osaJ,  one  author  reached  the  following 
conclusion: 

The  funds  transfer  proposal  reflects  weaknesses  in  the  Treasury's  current  ap- 
proach to  regulations  under  the  Bank  Secrecy  Act.  It  demonstrates  a  willingness  to 
impose  substantia]  new  obligations  on  the  banking  system  without  careful  evaluation 
of  their  potential  efficacy,  without  measuring  the  utility  of  prior  regulations  before 
adopting  additional  regulations,  and  without  regard  to  costs  imposed  on  the  banking 
community.  It  also  suggests  a  lack  of  coordination  with  other  federal  financial  regula- 
tory agencies,  particularly  the  Federal  Reserve  Board,  and  a  lack  of  appreciation  of 
potential  benefits  in  developments  such  as  the  adoption  of  U.C.C.  Article  4A  and  the 
forthcoming  revision  of  the  CHIPS  format.  Finally,  the  funds  transfer  proposal,  as 
well  as  the  other  new  requirements  proposed  in  1989  and  1990,  suggests  that  existing 
methods  of  detecting  money  Laundering  are  not  working  and  argxies  for  a  comprehen- 
sive approach  to  detecting,  prosecuting,  and  deterring  money  leundering. 
Sarah  J.  Hughes,  Polking  .Kfortey  Laundering  Througti  Funds  Transfers:  A  Critique  of  Reg- 
ulauon  Under  (Hi  Bank  Secrecy  Act,  67  I.nd.  LJ   283,  330  (footnoU  omitted). 

142.  A  1991  article  about  the  proposal  pointed  out  the  following: 

Cost  figures  for  implementation  of  the  new  regulations  varied.  Based  upon  a  sur- 
vey of  66  banks,  the  Bankers  Association  for  Foreign  Trade  (BAFT)  concluded  that 
the  proposed  wire  transfer  amendments  would  impose  over  $160  million  in  «tart-up 
and  first-year  implemenution  expenses  on  the  300  largest  banks.  Using  Treasury's 
estimate  of  7  8  million  man  hours  per  year  to  implement  the  regulations,  the  Bank 
Administration  Institute  (BAD  concluded  that  it  would  coe«t  banks  approximately 
$131  million  each  year  for  manpower  compliance  and  an  additional  $70  million  for 
computer  equipment,  materialsf,]  and  training.  The  largest  banks  estimated  that  it 
would  cost  them  between  $14  million  and  $20  million  in  the  first  year  to  comply  with 
the  regulations.  One  medium-sized  bank  estimated  that  it  would  cost  $7  million  to 
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existing  recordkeeping  system  rather  than  adopting  a  totally  new 
and  enhanced  system  represents  a  more  workable  ajid  less  disrup- 
tive alternative.  It  is  encouraging  to  see  that  Congress  has 
recognized  cost  concerns  as  legitimate  ajid  has  now  memdated  that 
a  cost  analysis  be  completed.'** 


XIV.    Suspicious  Transactions 

The  procedure  for  filing  criminal  referral  forms  (CRFs)  for 
money  laundering  and  BSA  violations  needs  to  be  improved.  Con- 
fusion still  exists  over  how  the  "suspicious  transaction"  box'**  on 
the  CTR  fits  into  the  filing  of  the  CRF.  The  CTR  box  is  voluntary, 
but  the  CRF  is  not;  Treasury  must  continue  to  stress  this 
distinction. 

With  the  creation  of  FinCEN  and  the  acknowledgement  that 
the  agency  will  coordinate  CRF  filings  for  all  agencies,'**  financial 
institutions  should  eventually  be  allowed  to  submit  CRFs  directly 
to  FinCEN.  This  would  eliminate  tremendous  duplication  and 
costs  to  the  banks.  Moreover,  the  use  of  guidelines  on  suspicious 
transactions  is  desperately  needed.  Bankers  need  "red  flags"  to  put 
into  their  policies.  The  publication  of  the  Trends  newsletter'**  is  a 
step  in  the  right  direction,  but  more  must  be  done  to  enhance  com- 
munication and  to  clarify  government  policies. 

It  is  frustrating  for  bankers  who  file  the  required  CRFs  in  a 
professional  manner  to  learn  that  the  informaJ  threshold  in  some 
regions  for  investigating  a  CRF  is  well  over  $100,000.'*'  The  CRF 
is  being  modified  for  distribution  in  1993,  so  now  is  a  good  time  to 
review  its  underlying  policies.  The  issue  of  resources  must  also  be 
addressed. 


implement,  and  a  smaller  bank  eilimaled  that  it  would  cost  $56,000  initially  and 

J106.300  annually. 
Amy  G.  Rudnick  &  Julie  A.  Stanton,  Bonks  Are  Concerned  ovtr  Treasury's  Wire  Transfer 
Proposal,  Banki.nc  Expansion  Rep.,  Feb.  18,  1991,  at  1,  U,  available  m  LEXIS,  Banking 
Library,  BNKPOL  File. 

M3.     See  Annunzio-Wylie  Anti-Money  Laundering  Act,  Pub.  L.  No.  102-550,  5   1541, 
106  Sui.  3672,  4067  (1992). 

144.  See  IRS.  Form  No.  47S9  box  1(c). 

145.  See  supra  note  54  and  accompanying  text. 

146.  See  supra  note  55  and  accompanying  text 

147.  It  should  be  noted  that,  while  such  informal  thresholds  do  exist.  United  Stales 
Attorneys  have  never  confirmed  their  existence. 
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While  the  reporting  of  suspicious  transactions  is  on  the  rise, 
feedback  on  information  is  still  minimal.  The  resources  allocated 
to  the  reporting  of  criminal  activity  by  the  industry  are  exten- 
sive.'** Therefore,  the  government  should  spend  an  appropriate 
amount  of  time  fashioning  a  consistent  policy. 

XV.    The  Battle  for  a  Safe  Harbor 

As  Treasury  is  well  aware,  financial  institutions  are  constantly 
providing  the  government  with  information  on  suspicious  transac- 
tions. One  outstanding  concern  of  the  banking  industry  has  been 
the  level  of  protection  from  criminal  and  civil  liability  for  reporting 
suspicious  transactions  to  the  proper  law  enforcement  authority. 
Of  course,  any  disclosure  to  government  authorities  must  be  ac- 
complished only  through  clearly  established  procedures  that 
protect  customers'  financial  privacy.'** 

Financial  institutions  should  have  the  option  of  refusing  to  do 
business  with  individuals  or  corporations  who  may  reasonably  be 
suspected  of  engaging  in  illegal  activity,  but  current  law  makes 
that  difficult  or  impossible.'**  Banks  have  found  themselves  in  the 
position  of  being  required  to  monitor  their  customers'  transactions, 
prepare  and  file  CTRs,'*'  report  suspicious  activities  that  appear  to 
be  criminal,'**  and  avoid  either  direct  or  indirect  participation  in 
structuring  money  laundering  transactions  or  receiving  the  pro- 
ceeds of  criminal  activities.'**  These  laws  and  regulations  have 
sometimes  placed  banks  "in  the  untenable  position  of  complying  as 


1+8.     See  Payments  Sys.  Comm,  Ass'n  or  Reserve  City  Bankers.  Survey  of  Suspi- 
cious   Transactions:    Final    Report   or   the    Subcomm.    and   Task    Force   on    Money 
Laundering  (1992)  (discussing  training  and  other  resourc«  allocation  issues). 
U9.     As  the  ABA  sut*d  in  1972, 
"(w]e  believe  that  additional  positive  le^sletion  is  needed  to  assure  the  public  that 
their  bank  records  will  not  be  available  to  government  agencies  except  under  proper 
safe^arda,"  and  [ABA]  suggested  that  could  be  accomplished  by  the  addition  of  sim- 
ple language  requiring  a  subpena  [sic]  or  suiiin:ions  before  such  material  could  be 
examined. 
No  FUhing,  Am.  Banker,  Aug.  18,  1972. 

150.  See  1992  Current  Trends  Heanng  (Senate  Subcomm.),  supra  note  60,  at  299. 

151.  See  31  C.F.R.  §   103.22  11992). 

152.  In  addition  to  filing  CTRa,  financial  institutions  must  file  "Criminal  Referral 
Forms"  to  the  government  if  money  laundering  or  other  criminal  violations  are  suspected. 
12  C-F  R.  §  21.n(b)(l)-(4)  (1992). 

153.  1992  Current  Trends  Hearing  (Senate  Sub<omm.),  supra  note  60,  at  299  (state- 
ment of  the  ABA);  see  31  C.F.R.  §   103.53  (1992). 
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'good  corporate  citizens'  while  being  subjected  to  potential  lawsuits 
for  privacy  violations,  defamation,  breach  of  contract[,]  and  lender 
liability.'"** 

For  example,  if  a  bank  reports  a  customer  as  a  potential 
money  launderer  and  continues  to  do  business  with  that  customer, 
it  may  have  violated  the  MLCA  by  doing  business  with  a  suspected 
money  launderer.'**  On  the  other  hand,  if  the  bank  declined  to  do 
business  with  the  customer,  it  historically  faced  a  lender  liability 
suit,  with  the  reported  information  capable  of  being  used  against 
it.'**  "In  tho3€  instances  where  banks  are  cooperating  in  govern- 
ment law  enforcement  efforts,  it  is  incumbent  upon  the 
government  to  protect  the  banks  from  such  liability."'*^ 

There  remains  the  distinct  possibility  that  a  well-run  financial 
institution  could  face  both  criminsd  and  civil  liability  because  of 
inadequate  protections  under  the  law.'**  If  they  fail  to  uncover 
money  laundering,  or  even  if  they  uncover  suspected  money  laun- 
dering and  actually  report  it,  banks  could  face  criminal  liability. '*• 
"Public  policy  plainly  requires  that  financial  institutions  take  an 
aggressive  attitude  toward  potential  money  laundering  .  .  .  ."'** 
Therefore,  the  ABA  has  asked  Treasury  and  other  appropriate 
government  agencies  "to  review  possible  avenues  that  may  be  ex- 
panded to  give  good  corporate  citizens  the  needed  protection  for 
the  support  they  are  giving  law  enforcement."'*'  Fortunately,  the 
drive  for  a  civil  safe  harbor  has  succeeded. 

Certain  federal  agencies  have  a  long  history  of  "safe  harbor" 
protections.'**  "The  policy  is  simple:  as  long  as  the  regulated  entity 


1S4.     1992  Current  Trends  Heanng  (Senate  Subcomm.).  supra  note  60,  at  299. 
156.     Id.:  see  18  U.S.C.  §J   1956-1957  {1988  &  Supp.  Ill  1991). 

156.  1992  Current  Trends  Heanng  (Senate  Subcomm  ),  supra  note  60,  ac  299. 

157.  Id. 
ISB.    Id. 

159.  Id. 

160.  Id.  at  299-300. 

161.  Id.  at  300.  For  example,  bank  employees  with  Stone  Oak  National  Bank  in  San 
Antonio,  Teiaa,  have  been  involved  in  a  protracted  case  brought  by  the  U.S.  Department  of 
Justice  a/ler  the  bank  had  reported  suspicious  transactions  and  received  assurances  that 
they  had  complied  wlh  the  law.  See  Teresa  J.  Dean,  San  Antomo  CTR  Case  Shows  Crying 
Need  for  Safe  Harbor.  .*iBA  Bankers  Wkly  (Am.  Bankers  Ass'n,  Washington,  DC),  Apr. 
14,  1992.  at  1;  Sandra  Lowe,  Stone  Oak  Settles  Case  Wiih  Feds.  San  A.ntonio  Bus  J,  .Mar. 
20-26,  1992.  at  1. 

162.  /992  Current  Trends  Hearing  (Senate  Subcomm  ),  supra  note  60.  at  300;  see, 
eg,  12  C.F  R.  §  18.11  (1992)  (concerning  disclosure  of  information  by  national  banks);  12 
C.FR.  J  350.11  (1992)  (concerning  disclosure  by  FDlCinsured  banks);  12  C.F.R.  §  621.23 
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maintains  a  diligent  and  serious  compliance  effort  and  fully  reports 
all  legal  violations,  the  entity  should  not  face  prosecution  or  civil 
liability."'" 

As  the  ABA  told  Congress  in  1992, 

The  Securities  and  Exchange  Commission  (SEC)  adopted  a  safe 
harbor  program  for  dealing  with  the  misuse  of  corporate  funds,  such 
as  illegal  political  contributions,  kickbacks,  and  payments  to  indi- 
viduals and  officials  overseas.  The  SEC  implemented  a  voluntary 
compliance  program  to  the  effect  that,  if  a  corporation  conducted  its 
own  investigations  and  then  remedied  its  problems,  the  SEC  would 
give  credit  to  the  corporation  when  it  was  deciding  whether  to  pur- 
sue an  enforcement  action.  More  recently,  the  SEC  advocated  the 
use  of  a  safe  harbor  in  the  context  of  the  Bfmk  Secrecy  Act.  In  a 
comment  letter  to  the  Department  of  Treasury,  the  SEC  recom- 
mended a  "safe  harbor  be  provided  in  .  .  .  [reporting]  regulations  for 
firms  that  have  developed  and  effectively  implemented  procedures 
reasonably  designed,  in  light  of  the  size,  sophistication[,]  and  struc- 
ture of  the  firm,  to  uncover  multiple,  same  day  transactions."  The 
SEC  went  on  to  point  out  that  "this  approach  will  encourage  more 
effective  surveillance  of  currency  transactions  by  financial  institu- 
tions while  providing  those  firms  protection  against  liability  where 
they  have  implemented  good  faith  procedures." 

In  addition,  the  American  Bar  Association's  Criminal  Justice 
Section  recommended  to  [its]  House  of  Delegates  that  the  United 
States  "adopt  prosecution  policies  lo  encourage  compliance  with  the 
Bank  Secrecy  Act  and  the  Money  Laundering  Control  Act  by  estab- 
lishing guidelines  and  standards  governing  prosecution  of  financial 
institutions." 

Finally,  the  publication  of  the  G-7  Financial  Action  Task  Force 
Report  on  Money  Laundering  confirms  the  need  for  a  safe  harbor  on 
an  international  level.  Recommendation  16  of  the  report  states: 

If  financial  institutions  suspect  that  funds  stem  from  criminal 
activity,    they    should    be    permitted    or    required    to    report 

(1989)  (requiring  annual  reports  by  the  FHeral  Agricultural  Mortgage  Corp.);  17  C.F.R. 
I  230.151  (1992)  (concerning  SEC  guidelines  on  annuity  contracts). 

163.  1992  Current  Trends  Hearing  (Senate  Subcon^m),  supra  note  60,  at  300;  David 
P.  Doherty,  The  SEC's  Management  Fraud  Program.  31  Bus  Law.  1279.  1281-82  (1976) 
(noting  the  SEC's  position  that  the  fact  that  a  corporation  voluntarily  comes  forward  with  a 
suspected  violation  and  conducts  its  own  good  faith  investigation  should  be  considered  when 
the  SEC  decides  whether  to  prosecute  the  corporation  for  the  violation);  Letter  from 
Jonathan  G.  Kalz,  Secreury.  Sec.  &  Exch.  Comm'n.  to  -Jonathan  J.  Rusch.  Office  of  Fin. 
Enforcement,  U.S.  Dep't  of  Treasur>-  2  (Mar.  20,  1987)  (on  file  with  the  Alabama  Lair 
Review). 
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promptly  their  auspiciona  to  the  competent  authorities.  Ac- 
cordingly, there  should  be  legal  provisions  to  protect  financial 
institutions  and  their  employees  from  criminal  or  civil  liability 
for  breach  of  any  restriction  on  disclosure  of  information  im- 
posed by  contract  or  by  emy  legislative,  regulatory,  or 
administrative  provision,  if  they  reF>ort  in  good  faith,  in  dis- 
closing suspect  criminal  activity  to  the  competent  authorities, 
even  if  they  did  not  know  precisely  what  the  underlying  crimi- 
nal activity  was,  and  regardless  of  whether  illegd  activity 
actusdly  occurred.'" 

The  Justice  Department,  which  had  opposed  mandatory  adop- 
tion of  a  prosecution  policy  in  the  past,  has  developed  prosecution 
guidelines  which  were  released  in  October  1992."*  These  have  been 
a  tremendous  help  to  banks,  because  all  United  States  Attorneys 
are  now  required  to  get  approval  from  the  Justice  Department  for 
any  money  laundering  prosecutions  pursued  against  financial  insti- 
tutions.'*' The  time  has  come  to  protect  an  industry  that  is  willing 
to  be  part  of  the  frontline  in  the  war  on  drugs. 

Congress  has  finally  reacted  to  the  problem  and  addressed  the 
issue.  In  1990,  the  House  Banking  Committee  stated: 

The  Committee  is  concerned  that  financial  institutions  have 
been  reluctant  to  report  suspicious  transactions  to  law  enforcement 
authorities  because  of  concern  for  potential  civil  liability  resulting 
from  the  filing  of  the  report.  Fineincial  institutions  are  also  reluctant 
to  cease  doing  business  with  customers  whom  they  suspect  are  en- 
gaged in  illegal  activities  out  of  concern  for  liability  to  those 
customers.  In  one  case,  a  court  held  the  bank  civilly  liable  for  termi- 
nating a  business  relationship  with  a  customer,  even  though  the 
bank  had  been  told  (erroneously)  by  Federal  law  enforcement  au- 
thorities that  the  customer  was  engaged  in  illegal  activities. 

In  order  to  encourage  finemcial  institutions  to  report  suspicious 
transactions  and  to  encourage  financial  institutions  to  terminate  re- 
lationships with  customers  who  may  be  engaged  in  illegal 
transactions  but  who  have  not  yet  been  charged  with  any  offense, 
the  Committee  amends  the  Right  to  Financial  Privacy  act  to  provide 
an  exemption  from  civil  liability  for  any  institution  which,  in  good 


164.  1992   Current    Trends   Hearing    (Senate   SutKornm  ),   supra    note   60,   al   300-01 
'foomow  omitud)  'sLatemenl  ol'  the  ABA). 

165.  ArroR.NEYS    .Ma.mual.  supra  nol«  29.  §  9-105.000  (Supp    1992). 

166.  Id. 
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faith,  files  a  suspicious  transaction  report  or  who  refuses  to  do  busi- 
ness with  a  customer  that  the  institution  has  in  good  faith  reported. 

The  Committee  emphasizes  that  this  exemption  from  liability 
applies  only  when  the  referral  has  been  made  in  good  faith.  It  does 
not  apply  to  the  filing  of  a  referral  simply  as  an  attempt  to  evade 
liability  for  an  otherwise  impermissible  purpose  or  motive. 

The  Committee  intends  "good  faith"  to  mean  that  the  report 
has  been  filed  with  an  honesty  of  intention,  observing  the  reasonable 
standards  of  fair  dealing  in  filing  the  report.'" 

The  banking  industry  has  been  given  a  partial  remedy  to  this 
decade-old  problem  in  a  provision  passed  in  the  Annunzio-Wylie 
Anti-Money  Laundering  Act.'**  This  provision  mandates  that  fi- 
nancial institutions  and  their  directors,  officers,  and  employees 
must  report  suspicious  transactions  relevant  to  possible  violations 
of  law  or  regulation  to  the  Treasury  Secretary.'"  The  measure  also 
includes  a  safe  harbor  provision  that  exempts  from  civil  liability 
any  financial  institution  which,  in  good  faith,  reports  suspicious 
transactions."'  As  a  result,  bankers  who  report  potential  violations 
of  the  laws  or  regulations  now  have  protection  from  customer  law- 
suits under  federad,  state,  or  local  law.  This  is  a  tremendous  victory 
for  good  corporate  citizens.  Bankers  will  continue  to  press  forward 
to  obtain  clearer  guidance  under  the  criminal  laws,  but  this  conces- 
sion from  Congress  should  greatly  assist  bankers  in  their  role  in 
the  battle  against  illegal  activity. 

XVI.    Conclusion 

The  BSA  was  designed  to  assist  the  government  and  have  a 
"high  degree  of  usefulness"  in  certain  proceedings,'^'  but  the  time 
has  come  for  review.  Bankers  generally  believe  that  the  method  of 
communicating  BSA  and  related  changes  to  the  industry  has  never 
worked.  Banks  and  trade  associations  frequently  ask  for  clarifica- 


167.  HR.  Rep  No  <46,  101st  Cong.,  2d  Sess,  33-54  (1990).  Th«  amendment  was  sup- 
ported by  the  Treasury,  which  cited  Ricci  v.  Key  Bancshares,  766  F.2d  456  (1st  Cir.  1985), 
aa  a  reason  for  allowing  a  bank  to  "sever  relations"  with  a  customer  because  of  activities 
underlying  a  suspicious  transaction  report. 

168.  Annunzio-Wylie  Anti-Money  Laundering  Act,  Pub.  L.  No.  ]02-55O,  §  1517.  106 
Stat.  3672,  4069  (1992)  (to  b*"  codified  at  31  U.S.C.  5§  5314,  5324). 

169.  I   151T(b),  106  Suu  at  4060  (to  be  codified  at  31  L' .S.C   §  5313(g)(1)). 

170.  §    151T(b).  106  Stat,  at  4060  (to  be  codified  at  31  U.S.C.  3  5318(g)(3)). 

171.  See  supra  note  3  and  accompanying  text. 
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tion  on  a  variety  of  issues,  ranging  from  CTR  completion  to 
general  interpretive  analysis.  Individual  responses  to  these  ques- 
tions are  i\ot  provided  in  a  timely  fashion.  In  addition,  the  process 
of  detern\ining  what  constitutes  a  "major"  or  "minor"  rule  mujt 
change.  If  the  Bush  Administration's  call  to  address  regulatory 
burden  is  to  be  answered  by  the  Clinton  Administration,  the  public 
needs  to  know  how  the  agencies  make  their  determinations.  The 
affected  industry  should  be  able  to  supply  information  on  their 
cost  estimates  and  have  them  seriously  considered. 

Do  each  and  every  one  of  these  new  laws  have  an  impact  on 
slowing  down  the  drug  traffickers?  No.  Clearly,  the  creation  of  the 
money  laundering  laws  as  well  as  the  heightened  awareness  by  the 
government  and  the  industry  of  their  respective  roles  in  the  drug 
war  has  had  a  major  effect.  However,  some  of  the  increases  in  re- 
porting or  recording  of  routine  transactions  will  detract  from 
bankers'  ability  to  focus  more  serious  efforts  on  eliminating  the 
movement  of  drug  money.  Deterrence  works  only  if  risks  are  raised 
sufficiently.  Fortunately,  through  the  passage  of  several  major  laws, 
the  ABA  believes  that  the  risks  involved  in  attempting  to  launder 
money  through  financial  institutions  are  now  significant.  Voluntary 
reporting  of  suspicious  transactions  is  on  the  rise,  which  will  in- 
crease the  overall  effectiveness  of  deterrence. 

It  cannot  be  overemphasized  that  not  all  of  the  recent  changes 
have  been  useful.  Therefore,  the  ABA  continues  to  urge  that  Con- 
gress and  the  banking  industry  be  kept  apprised  of  the  law 
enforcement  utility  of  information  submitted  to  the  government. 
Even  though  there  is  general  agreement  within  the  industry  on  the 
need  for  extensive  cooperation  in  the  war  on  drugs,  there  is  good 
faith  skepticism  on  the  utility  of  all  of  the  required  information 
submitted  to  the  government.'" 


I '2.  Gerald  L.  Hikher,  Former  Deputy  Assistant  S«creLary  for  Law  Eaforcemeni  it 
the  Trtaiury  Department,  made  the  following  remarks  to  an  audience  in  September,  1988: 
In  my  opmlnn,  the  Treasury  Department  has  done  a  poor  public  relations  ;ob  in  not 
l<ilinj  the  privat*  sector  what  the  Treasury  Department  is  doing  with  this  informa- 
tion and  what  kinds  of  cases  the  Treasury  Department  is  makir\g.  The  Treasury 
Department  need  (sic)  to  keep  better  statistics  because  although  Title  31  convictioru 
are  not  the  only  measure  of  BSA  eJectivenes*.  we  have  not  brought  forth  statistics  on 
other  aipectn  of  BSA  utility  The  federal  government  has  good  examples  of  individual 
ca*ei  hriiudht  as  a  result  of  BSA  compliance,  but  the  Treasury  Department,  for  exam- 
ple, can  I  \i.iie  ihe  degree  to  ^hich  BSA  compKanre  has  resulted  in  increased  tax 
revenue*  One  of  the  recommendations  that  i  will  be  making  from  this  roundtable  ii 
to  do  I  better  job  of  tracing  Title  31  involvements  in  criminal  and  taj  cases,  so  that 
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We  must  remember  that  the  Financial  Action  Task  Force  did 
not  unanimously  adopt  a  cash  reporting  structure  as  one  of  its  rec- 
ommendations and  that  the  Drug  Enforcement  Agency  has  raised 
questions  about  the  utility  of  such  reporting.'^*  While  the  ABA  is 
not  adding  its  voice  to  the  list  of  those  who  are  completely  opposed 
to  the  emphasis  on  routine  reporting,  it  is  clear  that  the  system  is 
not  above  review.  The  banking  industry  calls  for  an  objective  anal- 
ysis of  the  proper  role  of  cash  reports  and  reports  of  suspicious 
transactions  in  the  efforts  to  deter  money  laundering. 

The  banking  industry  and  the  ABA  supported  most  of  the  leg- 
islative efforts  aimed  at  deterring  money  laundering  in  1986.  It  is 
therefore  frustrating  to  hear  attacks  on  bankers  for  not  accepting 
each  and  every  proposal  offered  by  Congress  or  the  agencies. 
Knowing  that  our  reporting  makes  a  difference  significantly  ease 
that  frustration. 

It  is  important  that  bank  regulators  appreciate  the  need  to 
stop  the  flow  of  paper,  a  situation  that  is  reaching  epidemic  pro- 
portions. In  our  ongoing  efforts  to  prove  that  routine  reports  are 
less  effective  than  specific  reports,  we  will  continue  to  point  out  all 
of  the  examples  of  suspicious  transaction  reporting  by  the  industry 
that  result  in  investigations  or  indictments,  or  both. 

The  creation  of  FinCEN,  the  enforcement  organization  that  is 
designed  to  be  a  "governmentwide  [sic],  multi-source  intelligence 
and  analytical  network  in  support  of  the  detection,  investigation, 
and  prosecution  of  domestic  and  international  money  laundering 
and  other  financial  crimes,""*  is  an  excellent  step  toward  address- 
ing the  paper  trail  problem.  The  banking  industry  abhors  money 
laundering  and  is  working  extremely  hard  to  eliminate  it  from 
within  our  industry. 

However,  the  cooperation  we  have  been  offering  to  the  govern- 
ment and  Congress  must  be  met  by  a  review  of  all  laws  affecting 
banks.  The  American  Bankers  Association  will  continue  to  cooper- 
ate, educate,  and  push  for  reform. 


next  year,  perhaps,  we  can  bring  these  statistics  to  the  financial  community  to  show 

that  we  do  have  i  pro-am  that  makes  sense. 
Money  Lalndering  Task  Force.  Am  Bankers  Ass'n,  Toward  a  >.'ew  NAnosa  Drug  Pol- 
icy 9  n.3  (Apr.  27,  13S9).  repnnted  in  135  Cong  Rec  S5555,  SoooT  (daily  ed.  May  18,  1989). 

173.  See  supra  part  VIII. 

174.  GAO  FinCEN  Rep.  supra  nou  M,  at  5. 
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PREPARED  STATEMENT  OF  STEVE  GREATHOUSE 
Chairman,  Nevada  Resort  Association 

I  am  Steve  Greathouse,  President  of  Harrah's  Casino  Hotel  Division.  I  appear 
today  as  Chairman  of  the  Nevada  Resort  Association,  an  organization  of  37  casinos, 
casino  hotels,  and  resorts  throughout  Nevada.  The  association's  members  also  have 
current  or  planned  gaming  operations  in  eleven  other  States,  including  Arizona, 
California,  Colorado,  Illinois,  Indiana,  I^ouisiana,  Mississippi,  Missouri,  New  Jersey, 
New  York,  and  Washington  State.  With  me  today  is  Robert  Eaiss,  our  legal  counsel. 
My  remarks  arc  brief  and  shall  focus  on  the  policies  embodied  in  S.  1664.  Mr.  Faiss 
will  then  discuss  specific  provisions  of  the  bill. 

Our  association  supports  S.  1664  and  its  primary  goals — increasing  the  effective- 
ness of  governmental  and  private  efforts  to  control  money  laundering  while  reducing 
the  regulatory  burden  on  private  businesses.  Over  the  course  of  the  last  year,  the 
association  has  sought  to  advance  those  goals  by  working  with  the  Treasury  Depart- 
ment to  help  refine  casino  cash  reporting  regulations  to  effectively  deter  and  detect 
money  laundering  without  creating  an  unnecessary  regulatory  burden  on  business. 
We  pledge  to  continue  working  in  cooperation  with  Treasury  to  reach  those  goals. 

Although  S.  1664  is  primarily  directed  toward  banks,  sections  7  and  8  envision  a 
comprehensive  State  licensing  scheme  for  non-bank  financial  institutions  that  are 
engaged  in  transmitting  money.  Our  association  endorses  this  concept  of  comprehen- 
sive State  regulation  as  a  complement  to  Federal  cash  reporting  regulations.  We  be- 
lieve that  casino  regulation  in  the  State  of  Nevada  provides  an  excellent  example 
of  the  effectiveness  of  such  comprehensive  State  regulation  being  used  to  augment 
the  Federal  cash  transaction  reporting  requirements.  We  believe  the  benefits  of  such 
an  effective  State  regulatory  program,  built  around  the  cash  reporting  parameters 
of  the  Federal  authorities,  can  be  realized  for  all  non-bank  financial  institutions  as 
well  as  casinos.  However,  we  submit  that  such  a  State  licensing  and  regulatory 
scheme  loses  much  of  its  utility  and  economy  if  the  Secretary  of  the  Treasury  is  re- 
stricted from  entering  into  enforcement  agreements  with  the  State  licensing  and 
regulatory  authorities. 

We  believe  the  Secretary  of  the  Treasury  must  have  the  discretion  to  enter  into 
agreements  with  the  various  jurisdictions  to  enforce  cash  reporting  regulations  as 
part  of  a  comprehensive  State  regulatory  and  licensing  scheme.  H.R.  3235,  the 
House  counterpart  to  S.  1664,  removes  this  discretion  of  the  Secretary  to  enter  into 
such  enforcement  agreements  with  States.  We  submit  that  the  Secretary's  power  to 
enter  into  such  agreements  which  is  undisturbed  by  S.  1664,  can  only  add  to  the  ef- 
fectiveness of  the  State  licensing  and  enforcement  schemes  such  as  those  envisioned 
by  sections  7  and  8  of  S.  1664. 

Moreover,  we  believe  that  all  gaming  jurisdictions,  whether  they  be  States  or  the 
regulatory  bodies  in  charge  of  Indian  gaming,  should  have  the  option  of  entering 
into  such  enforcement  agreements  with  the  Treasury.  Currently,  only  States  have 
this  ability.  If  such  State  or  Indian  jurisdictions  are  able  to  satisfy  the  Secretary 
of  the  Treasury  that  they  have  comprehensive  regulatory  systems  that  provide 
Treasury  the  information  sought  by  the  Federal  cash  reporting  laws,  the  Secretary 
should  have  the  discretion  to  enter  into  enforcement  agreements  with  those  jurisdic- 
tions. This  allows  the  Secretary  to  obtain  the  information  needed  for  Federal  anti- 
money  laundering  efforts,  with  minimum  allocation  of  Federal  resources.  The  avoid- 
ance of  duplicative  State  and  Federal  regulations  also  lessens  the  compliance  costs 
of  the  regulated  businesses  and  the  enforcement  costs  of  Government. 

In  summary,  we  support  the  bill  and  its  goals,  but  ask  that  the  final  language 
of  the  bill  specifically  give  all  jurisdictions  the  opportunity  to  create  and  enforce 
comprehensive  cash  transaction  reporting  laws  through  enforcement  agreements 
with  the  Secretary  of  the  Treasury.  If  the  jurisdiction  can  demonstrate  to  the  Sec- 
retary's satisfaction  that  the  cash  transaction  reporting  laws  will  enhance  and  com- 
plement the  Federal  anti-money  laundering  efforts  without  compromising  enforce- 
ment, monitoring,  or  the  quality  or  information  provided  to  the  Treasury,  that  juris- 
diction .should  be  given  the  opportunity  to  police  cash  transactions  as  part  of  its  own 
regulation  of  the  affected  businesses.  We  believe  the  costs  will  ultimately  be  lower 
for  both  Government  and  business,  while  the  effectiveness  of  anti-money  laundering 
efforts  will  be  enhanced. 
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PREPARED  STATEMENT  OF  ROBERT  D.  FAISS 

Legal  Counsel  for  the  Nevada  Resort  Association 

Lionel  Sawyer  &  Coluns,  Las  Vegas,  Nevada 

I  am  Robert  Faiss,  a  partner  in  the  Nevada  law  firm  of  Lionel  Sawyer  &  Collins. 
We  are  legal  counsel  for  the  Nevada  Resort  Association  and  we  have  been  privileged 
to  represent  that  association  in  connection  with  cash  transaction  reporting  matters 
ever  since  casinos  were  made  subject  to  the  Bank  Secrecy  Act  about  10  years  ago. 

Steve  Greathouse  and  I  appear  today  as  representatives  of  an  industry  that  has 
a  strong  commitment  to  keeping  itself  free  of  money-laundering  activity  and  tgJtes 
pride  in  its  success  in  doing  so. 

By  virtue  of  an  agreement  with  the  Secretary  of  the  Treasury,  who  in  1985  found 
Nevada  had  a  regulatory  system  that  substantially  met  the  BSA  requirements  for 
casinos,  our  State  enforces  the  goals  of  the  BSA  through  regulation  6A  of  the  Ne- 
vada Gaming  Commission.  Although  adoption  of  this  Anti-Money  Laundering  Act  of 
1993  would  have  no  immediate  or  direct  impact  on  Nevada,  it  is  important  to  us 
because  the  agreement  and  the  possibility  of^  adjustments  to  it  are  under  study  by 
the  Treasury  Department  and  any  change  in  the  Act  may  ultimately  affect  Nevada 
casinos.  Any  development  that  affects  casinos  can  have  a  decided  impact  on  Nevada. 
As  former  Governor  and  now  Senator  Richard  Bryan  knows  so  well,  Nevada's  gam- 
ing industry,  directly  or  indirectly,  is  responsible  for  about  three-quarters  of  our  tax 
revenue,  economic  activity,  and  employment. 

Section  2 

Section  2  of  the  bill  calls  for  the  Treasury  Department  to  streamline  the  cash 
transaction  report  or  "CTR"  forms  to  eliminate  iniormation  "which  has  little  or  no 
value  for  law  enforcement  purposes,"  and  requires  the  Secretary  of  the  Treasury  to 
"seek  to  reduce"  CTR  filings  by  at  least  30  percent.  We  endorse  both  objectives  to 
lessen  the  CTR  burden  on  businesses,  which  has  been  estimated  at  19  minutes  of 
employee  time  per  CTR  form. 

Sections  3,  4,  5,  and  6 

We  have  no  comment  on  sections  3,  4,  and  5.  With  respect  to  section  6,  we  support 
its  implications  that  the  Secretary  of  Treasury  should  have  the  power  to  delegate 
enforcement  authority  for  cash  reporting. 

Sections  7  and  8 

Sections  7  and  8  of  the  bill  recognize  that  State  licensure  and  regulation  is  an 
effective  method  to  regulate  non-bank  financial  institutions.  Equally  important  is 
the  power  of  the  Secretary  to  enter  into  enforcement  agreements  with  tne  States 
to  implement  the  Federal  cash  reporting  laws  or  State  laws  patterned  after  the  Fed- 
eral cash  reporting  laws.  Nevada  provides  an  excellent  example  of  the  efficiency  and 
utility  of  such  State  regulation  of  casino  cash  reporting  pursuant  to  an  enforcement 
agreement  with  the  Secretary.  We  believe  that  if  left  undisturbed,  it  can  serve  as 
a  model  for  many  of  the  emerging  gaming  jurisdictions. 

Since  1985,  pursuant  to  its  agreement  with  the  Secretary,  the  Nevada  State  Gam- 
ing Control  Board  has  vigorously  enforced  the  State's  cash  reporting  statutes  and 
regulations.  More  than  240,000  CTR's  have  been  filed  by  Nevada  casinos  in  that  pe- 
riod. The  Gaming  Control  Board  has  levied  fines  totaling  approximately  $1.9  million 
against  casinos  for  violations  of  these  cash  reporting  laws,  including  one  single  fine 
of  $1  million.  Those  were  technical  violations;  in  no  case  was  there  even  the  hint 
of  money  laundering.  The  most  recent  fine  was  for  an  act  that  is  not  even  covered 
by  title  31,  an  exchange  of  cash  for  cash  in  the  amount  of  $3,500.  That  was  a  viola- 
tion of  the  Nevada  prohibition  against  the  casino  returning  to  the  patron  cash  in 
denominations  different  from  that  received  from  the  patron. 

The  Nevada  casino  regulations  are  a  good  example  of  an  effective,  yet  pragmatic 
cash  reporting  system.  They  embody  the  goal  we  believe  sections  7  and  8  of  S.  1664 
seek  to  achieve:  Efficiency  of  the  Federal  cash  transaction  laws  both  in  terms  of  re- 
sources employed  and  the  results  achieved. 

That  goal  can  be  furthered  by  preservation  of  the  Secretary's  discretion  to  enter 
into  enforcement  agreements  such  as  the  1985  agreement  with  Nevada.  We  com- 
mend the  sponsors  of  S.  1664  for  recognizing  that  repeal  of  the  Secretary's  discretion 
is  unnecessary  and  could  be  counterproductive. 

The  growth  of  casino  gaming  has  shown  a  dynamic  surge  in  recent  times.  As  Ray- 
mond C.  Avansino,  Jr.,  President  of  Hilton  Hotels  Corporation,  said  in  a  speech  m 
January:  "Casino  gaming— be  it  on  riverboats,  in  land-based  casinos,  or  on  pative 
American  reservations — is  in  place  or  in  development  in  nearly  twenty  States. 
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Further,  it  has  been  estimated  that  every  population  center  in  the  country  will 
be  within  a  3-hour  drive  of  casino  gaming  within  10  years. 

Utilization  of  the  gaming  control  agencies  in  the  fight  against  money  laundering 
can  improve  that  effort,  as  the  Nevada  experience  has  shown.  Nevada's  contribution 
has  been  made  with  minimal  burden  on  the  Federal  treasury.  Our  regulation  6A 
has  proved  even  a  better  weapon  against  money  laundering  than  the  Federal  casino 
regulations  because  it  goes  beyond  mere  reporting  and  actually  prohibits  some  ac- 
tivities, such  as  exchanges  of  cash  for  cash  or  the  casino's  check  for  cash  in  excess 
of  $2,500.  Enforcement  has  been  a  priority  with  the  State  Gaming  Control  Board, 
which  has  forced  regulation  6A  to  be  a  priority  with  licensees.  As  Board  Chairman 
William  Bible  has  stated,  his  agency  spends  20,000  agent  hours  a  year  just  on  regu- 
lation 6A  enforcement,  which  takes  the  form  of  compliance  audits,  covert  inspec- 
tions, and  undercover  operations.  As  one  IRS  spokesman  told  a  group  of  Nevada 
gaming  law  attorneys  last  year,  the  Nevada  regulators  get  the  attention  of  the  gam- 
ing industry  much  better  than  the  Federal  Government  because  the  regulators  have 
the  power  to  revoke  gaming  licenses. 

There  is  no  need  For  Congressional  revocation  of  the  Secretary's  discretion  to  do 
what  is  best  to  achieve  anti-money  laundering  goals.  If  Nevada's  exemption  has  en- 
hanced the  fight  against  money  laundering,  it  would  be  counterproductive  to  that 
fight  for  the  Congress  to  revoke  it.  On  the  other  hand,  if  Nevada's  exemption  has 
weakened  the  fight  against  money  laundering,  the  Secretary  of  the  Treasury  has  the 
authority  to  revoke  it  without  Congressional  action. 

Further,  we  cannot  identify  a  public  interest  that  would  be  served  by  stripping 
the  Secretary  of  the  fiexibility  the  exemption  authority  gives  him  without  benefit 
of  the  results  of  the  study  now  underway  by  the  Money  Laundering  Review  Task 
Force. 

The  Nevada  gaming  industry  intends  to  support  the  work  of  the  Task  Force.  We 
fully  expect  that  a  review  will  find  the  casino  industiy  is  so  diverse,  not  only  be- 
tween the  difierent  States  but,  as  in  Nevada,  even  within  the  same  State,  that  the 
national  interest  will  be  benefited  by  the  Secretary  having  the  discretion  through 
exemption  agreements  to  shape  anti-money  launaering  enforcement  to  meet  the 
characteristics  of  a  particular  jurisdiction. 

The  availability  of  an  exemption  also  will  give  States  an  incentive  to  enact  and 
enforce  a  comprehensive  program  against  money-laundering,  thus  strengthening  the 
national  effort. 

As  I  am  sure  this  Committee  will  hear  in  the  days  ahead,  there  is  much  more 
than  a  Nevada  interest  in  this  area.  We  understand  the  Colorado  gaming  industry 
has  discussed  with  Federal  authorities  a  possible  request  for  an  exemption  similar 
to  Nevada's.  The  matter  is  under  discussion  by  the  gaming  industry  in  various 
States  where  casino  gaming  is  now  approved.  Two  weeks  ago  in  Houston,  the  mem- 
bers of  the  National  Gaming  Law  Council  supported  retention  of  the  Secretary's  ex- 
eniption  authority. 

Thus,  for  maximum  effectiveness  of  the  weapons  against  money  laundering,  there 
is  a  need  to  preserve  and  protect  the  Secretary  s  discretion  to  enter  into  enforcement 
a^eements  with  the  States.  As  Mr.  Greathouse  testified,  instead  of  revoking  this 
discretion  of  the  Secretary,  the  Congress  should  enhance  its  effectiveness  by  making 
it  available  to  additional  entities. 
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RESPONSE  TO  WRITTEN  QUESTIONS  OF  SENATOR  D'AMATO  FROM 

RONALD  K.  NOBLE 

Dear  Mr.  Chairman: 

This  responds  to  your  letters  of  March  28  and  April  19,  1994. 
With  your  first  letter,  you  transmit  Senator  Alfonse  D'Amato's 
request  for  Treasury's  comments  on  a  Washington  Post  article 
entitled  "Terror  Dollars,"  about  overseas  counterfeiting  and 
laundering  of  U.S.  dollars.   In  your  second  letter,  you  inquire 
about  a  later  Washington  Post  article  on  the  same  subject: 
"Overseas  Counterfeiters  Pose  Threat  to  U.S.  Currency. 

Treasury  appreciates  and  shares  Senator  D'Amato's  and  your 
concerns  and  is  pursuing  measures  to  combat  counterfeiting  of 
U.S.  dollars  and  money  laundering.   Treasury's  counterfeit 
deterrent  effort  is  an  ongoing  process. 

In  1991  Treasury  added  two  overt  features  to  enhance  the  security 
of  U.S.  currency.   The  first  is  a  printed  mylar  security  thread 
placed  in  the  paper  substrate  which  reads  "USA"  and  the  note's 
denomination  when  held  to  a  light  source.   The  second  is 
microprinting  which  reads  "United  States  of  America"  repeatedly 
around  the  portrait  on  the  front  of  each  note.   Each  feature  was 
introduced  in  order  to  thwart  counterfeiting  by  advanced  color 
copiers  and  computer  scanning  equipment.   While  these  features 
are  difficult  to  copy  or  simulate,  the  public  is  largely  unaware 
of  their  presence.   As  a  result,  their  effectiveness  has  been 
diminished. 

Since  the  latest  design  changes  were  introduced.  Treasury  has 
been  working  on  the  development  of  additional  security  features 
for  the  next  generation  of  currency.   In  1991,  Treasury 
commissioned  a  study  by  the  National  Academy  of  Sciences  to 
examine  potential  anti-counterfeit  design  features,  and  a  report 
was  issued  in  December  1993.  (Copy  enclosed.)   In  addition. 
Treasury  has  established  the  New  Currency  Design  Task  Force  to 
further  study  such  features.   This  task  force  comprises  members 
from  the  Treasury  Department,  the  Bureau  of  Engraving  and 
Printing,  the  U.S.  Secret  Service,  and  the  Federal  Reserve  Board. 
The  results  of  their  study  and  their  recommendations  will  be 
presented  to  me  later  this  spring. 
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A  recall  or  replacement  of  U.S.  currency,  as  proposed  in  the 
Washington  Post  articles,  is  not  considered  a  viable  alternative. 
There  is  over  $100  billion  in  hundred  dollar  bills  alone  - 
1,000,000,000  pieces  of  currency.   There  are  over  15  billion 
pieces  of  U.S.  currency  in  circulation,  totalling  about  $340 
billion. 

All  over  the  world  people  invest  in  U.S.  currency  as  a  hedge 
against  unstable  political  and  economic  situations.   Many  others, 
both  in  and  out  of  the  United  States,  keep  large  sums  of 
legitimately  acquired  U.S.  dollars. 

The  Federal  Reserve  estimates  that  more  than  $200  billion  in  U.S. 
currency  is  outside  of  the  United  States,  concentrated 
particularly  in  the  emerging  democracies  of  eastern  Europe  and 
the  successor  states  to  the  USSR.   Recalling  these  notes  would  be 
extremely  difficult;  replacing  this  currency  with  new  notes  would 
impose  great  costs  on  the  United  States  government,  impose  many 
hardships  and  would  take  years  to  complete. 

Moreover,  recall  of  U.S.  currency  might  undermine  the  world's 
confidence  in  that  currency.   The  vast  majority  of  circulated 
Federal  Reserve  Notes  are  not  used  in  criminal  enterprises  and 
there  are  innumerable  legitimate  reasons  to  hold  U.S.  currency. 
In  addition,  law  enforcement  does  not  believe  that  recalling  or 
changing  the  appearance  of  U.S.  currency  would  have  any  long-term 
benefit  in  the  fight  against  money  laundering. 

While  Treasury  welcomes  innovative  approaches  to  these  difficult 
issues.  Treasury  cannot  support  a  recall  of  U.S.  currency  as  an 
effective  anti-money  laundering  or  anti-counterf eiting  measure. 
There  is  no  easy  or  definitive  solution  to  the  money  laundering 
or  counterfeiting  problem.   Nevertheless,  we  are  optimistic  that 
the  strides  made  in  the  last  few  years  both  domestically  and 
internationally  have  been  significant.   With  international 
collaboration  among  countries  and  with  the  cooperation  of  the 
law-abiding  public,  the  Administration  will  continue  to  progress. 

Should  you  have  further  questions  regarding  this  matter,  please 
contact  Peter  G.  Djinis,  Director,  Office  of  Financial 
Enforcement  at  (202)  622-0400. 
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TerrorDolIars 

Counterfeiters,  Cartels  and  Other  Emerging 
Threats  to  America 's  Currency 


By  Robert  H.  Kupperman 
and  David  A.  Andelman 


THE  U.S.  dollar  has  become  the  tar- 
get of  choice  of  an  increasingly  dan- 
gerous collection  of  drug  runners, 
terrorists  and  rogue  states  bent  on  destabi- 
lizing the  global  political  and  financial  or- 

"der,  or  enriching  themselves — and  at 
times,  both. 

According  to  U.S.  and  Israeli  Litelligence 
officials,  a  group  of  highly-skilled  counterfeit- 
ers in  Lebanon's  Bekaa  Valley,  underwritten 

.and  controlled  by  the  intelligence  agencies  of 
Iran  and  Syria,  have  turned  out  approximate- 
ly $1  billion  of  the  most  nearly-perfect  $100 
bills  that  the  Secret  Service  has  ever  detec- 
ted. 

.  At  the  same  time,  according  to  the  Drug 
Enforcement  Administration,  the  financial 
experts  of  the  leading  drug  cartels — espe- 
cially the  highly-skilled  monev-nmners  of  the 
Call  organization — are  moving  great  quanti- 
ties of  money  each  year  through  and  around 
the  intemationai  banking  system. 

While  these  two  problems  are  somewhat 
distinct,  a  single  set  of  relatively  inexpensive 
solutions — one  that  might  include  the  cre- 
ation of  a  new  overseas  dollar — could  neatly 
address  both. 

The  cocaine  industry  money  launderers 
move  at  least  $20  billk»n  out  of  the  U.S.  each 
year,"  says  Gregory  Passic,  chief  of  the 
DEA's  financial  investigations  section. 

The  drug  lords  need  the  $20  billion  they 
earn  in  the  United  States  and  the  billions 
more  elsewhere  to  pay  their  army  of  merce- 
naries, fuel  their  transportation  systems  and 
buy  the  politicians  and  law  enforcement  offi- 
cials whose  complicity  allows  their  opera- 

Robert  Kupperman  is  senior  adviser  of  the 
Center  for  Strategic  and  International 
Studies  and  a  former  State  Departnu,U 
expert  on  international  terrorism,  David 
Andelman,  contributing  editor  of  Worth 
Magazine  and  CNBC,  writes  on  foreign 
policy,  intelligence  and  finance. 


tions  to  continue  largely  unchecked.  More- 
over, the  cartels  must  be  able  to  launder 
these  funds  efficiently;  otherwise,  ^eir  oper- 
ations would  quickly  atrophy.  The  goal  of  law 
enforcement  is  to  make  it  as  difficult  and 
costly  as  possible  for  these  laundering  opera- 
tions to  proceed.  Already,  U.S.  drug  enforce- 
ment experts  say,  the  cost  of  laundering 
drug  proceeds  has  been  driven  up  from  $6 
per  $100  to  $26  per  $100.  But  we  have  only 
begim  to  tackle  the  problem. 

In  the  case  o^  the  Bekaa  Valley  counter- 
feiters, one  aim  is  to  disrupt  the  govern- 
ments of  such  nations  as  Israel  whose 
economies  are  heavily  dependent  on  a  stable 
dollar.  Indeed  Israeli  authorities  have  report- 
edly discovered  at  least  $10  million  worth  of 
bogus  currency  circulating  in  their  country, 
according  to  Israeli  currency  experts. 

A  more  important  source  of  potential  in- 
stability is  the  undermining  of  general  inter- 
national confidence  in  a  major  currency  such 
as  the  dollar — which  given  the  world's  total 
dollar  float  of  more  than  $1  trillion  is  some- 
what more  problematic.  Yet  with  an  estimat- 
ed $1  billion  worth  of  such  bills  reported  to 
be  in  storage  and  available  for  circulation, 
according  to  a  Secret  Service  source,  there 
is  the  potential  for  greater  instability  of  the 
currency  at  least  abroad.  Each  year,  only 
about  $300  million  worth  of  $100  bills  is 
printed. 

But  the  ultimate  goal  of  the  Bekaa  Valley 
counterfeiters,  according  to  U.S.  and  French 
intelligence  officials  who  have  been  tracking 
their  activities,  is  to  buy  or  underwrite  the 
development  and  production  of  a  deployable 
nuclear  device.  In  regions  such  as  the  former 
Soviet  Union,  particularly  Ukraine  where  it 
will  be  several  years  under  optimum  circum- 
stances before  all  deployed  nuclear  weapons 
can  be  dismantled  and  their  fissile  cores  re- 
processed, the  going  price  for  a  nuclear 
bomb  on  the  black  market  may  be  $100  mil- 
lion, according  to  U.S.  non-proliferation  spe- 
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cialists  who  have  been  quietly  gathering  in-  ' 
formaLion. 

These  same  non-proliferation  officials  fear 
that  in  the  hands  of  a  nation  such  as  North 
Korea  or  Iraq,  high-grade  counterfeit  cur- 
rency could  also  be  ready  coinage  for  pur- 
chase of  the  design  technology  and  weapons- 
grade  Plutonium  needed  to  go  the  final  steps 
toward  a  functioning  and  deliverable  nuclear 
device. 

In  Washington,  a  sensitive  inter-agency 
working  group,  dubbed  the  Super-Bill 
Committee  (a  reference  to  the  supenor 
quality  of  the  bogus  currency),  is  already 
considering  appropriate  actions  to  meet  this 
threat.  Formed  early  last  year  by  represen- 
tatives from  the  Departments  of  State, 
Treasury  and  Defense,  the  CIA  and  Secret 
Service  (whose  charge  includes  protecting 
the  integrity  of  currency  as  well  as  the  safe- 
ty of  the  president),  the  committee  is  study- 
ing a  range  of  alternatives. 

One  strategy,  already  adopted,  has  been 
quietly  to  alter  the  currency  in  subtle  ways. 
Beginning  with  the  $100  bill  and  working  its 
way  down  to  the  $10  bill,  the  Bureau  of  En- 
graving and  Printing  has  begun  inserting  a 
thin  polyester  strip  across  each  bill  with  the 
words  -TJSA  100,"  "USA  TWENTY,"  and 
"TJSA  TEN"  repeated  along  its  width.  All  but 
invisible  in  regular  use,  the  strip  and  the 
printing  become  readily  apparent  when  held 
up  to  light  The  main  problem?  Secret  Ser- 
vice officials  concede  that  the  high-tech 
counterfeiters  have  akeady  found  a  way  of 
printing  such  a  strip  along  their  bogus 
notes — though  it  is  not  imbedded  in  the  pa- 
per and  lacks  the  very  subtly  raised  feeling 
when  touched. 

The  problem  is  that  anything  you  do  to 
add  security  features  to  notes  will  be  an  ad- 
ditional cost  for  production  of  the  notes," 
says  Richard  A.  Rohde,  special  agent  in 
charge  of  the  counterfeit  division  of  the  Se- 
cret Service.  "The  United  States  prints 
some  nine  billion  notes  of  all  denominations 
each  year,  at  a  cost  of  4  cents  each.  Adding 
iiion-  iii>;li-l<:'cli  ludchcs  roiiki  i.tiso  lli.'.i  ;:i: 
urc  subst.iniiaiiy.  Each  poiiiiy  il  com.n  us  ic 
print  a  more  complex  note  costs  us  $90  mil- 
lion a  year." 

Last  year,  the  Secret  Service  seized  some 
$140  million  in  counterieit  bQls.  Some  are  of 
the  high-tech  variety.  And  these  are  bebeved 
to  be  only  a  fraction  of  all  those  in  existence. 
Moreover,  the  existence  of  the  high-tec? 


$}00  bills  already  cost  the  Federal  Reserve 
several  million  dollars  last  year  when,  for 
several  months,  it  quietly  suspended  the  pol- 
icy of  charging  back  to  all  member  banks  any 
counterfeits  the  Fed  detected.  According  to 
Fed  spokesman  Joseph  R.  Coyne,  that  policy 
was  ended  last  May  3  when  the  banks  had 
apparently  become  sufficiently  adept  at  de- 
tecting such  bills  on  their  own. 

There  is  an  immediate,  practical,  even 
self-funding  solution  to  this  entire  prob- 
lem— one  that  has  been  raised  during  dis- 
cussions in  the  Super-Bill  Committee.  It  is  to 
replace  the  U.S.  $100  bill  entuely.  That  is 
just  what  other  nations  have  done  from  time 
to  time  down  through  the  years  when  their 
currency  was  under  present  and  immediate 
danger — a  swap  of  old  currency  for  dramati- 
cally new  currency. 

In  1969,  the  United  States  removed  the 
$500  bill  from  circulation.  Moreover,  as  Se- 
cret Service  technical  experts  suggest,  the 
technology  exists  to  create  a  $100  bill  that  is 
more  nearly  counterfeit  proof— at  least  in 
the  near-term.  The  Secret  Service  and  the 
Bureau  of  Engraving  and  Printing  have  prch 
duced  prototypes  of  the  bills  with  imbedded 
holograms,  elaborate  water-marks  or  other 
devices  that  render  them  difficult  to  dupli- 
cate by  even  the  most  sophisticated  tech- 
niques. 

A  swap  period  would  last  a  year,  during 
which  both  old  and  new  currencies  ^ould  re- 
tain theu-  value.  At  the  end  of  the  one-year 
window,  all  old  currency  would  cease  to  be 
legal  tender  and  could  not  be  exchanged 
without  a  direct  application  to  the  Federal 
Reserve  for  hardship  cases. 

This  swap  of  old  for  new  currency  has  the 
supreme  advantage  of  dealing  with  both  pri- 
mary threats  to  the  U.S.  cunency  with  one 
dramatic  act  at  once  offensive  and  defen- 
sive—offensive against  the  drug  cartels,  de- 
fensive against  terronst  and  rogue  states. 

The  exchange  could  be  coupled  v.nth  an 
added  twist— creation  of  s  twr^.t-ro^  - - 

iciuv.  I-".stahl;shment  ol  .in  ovcrj^cas  doll.ir. 
s.Ty  '.lie  "redback."  and  a  domestic  dollar,  the 
greenback,  would  be  the  perfect  foil  for  the 
traffickers  in  international  money-launder- 
ing. DEA  officials  concerned  with  money- 
laundenng  are  privately  very  fond  of  this 
idea,  .'^ny  overseas  travelers,  pnor  to  theu- 
departure,  would  merely  swap  whatever 
greenbacks  they  might  need  overseas  for 
redbacks.  Money-launderers  would  be  hard- 
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pressed  to  convert  $20  billion  a  year  in  this 
fashion.  At  the  same  tune,  this  act  would  ef- 
fectively wipe  out  much  of  the  cartels' 
wealth  with  a  single  stroke. 

There  are  other  advantages  to  such  a 
swap  in  dealing  with  the  drug  cartels.  Any 
funds  that  the  cartels  fail  to  cash  in  would 
immediately  become  a  credit  to  the  federal 
government  since  every  dollar  bill  is  in  effect 
a  certificate  of  indebtedness  against  the  U.S. 
Treasury.  The  government  v.'ould  effectively 
realize  some  modest  retu"ement  of  the  na- 
tional debt  or  a  reduction  of  the  federal  defi- 
cit by  several  billion  dollars — certainly 
enough  to  pay  for  the  cost  of  any  such  pro- 
ject. 

One  attempt  at  a  legislative  fix  is  embod- 
ied in  a  measure,  co-sponsored  by  Reps. 
Henry  B.  Gonzalez  (D-Texas)  and  James  A. 
Leach  (R-Iowa)  and  introduced  last  year  in 
the  House  of  Representatives,  that  gives  the 
president  the  authority  for  just  such  actions. 


Hearings  are  expected  soon  before  the 
House  Committee  on  Banking,  Finance  and 
Urban  Affairs  on  the  Leach-Gonzalez  bill 
which  formalizes  the  Super-Bill  Committee 
by  legislative  authority,  authorizes  the  presi- 
dent to  introduce  sanctions  against  any  na- 
tions assisting  in  the  counterfeiting  of  U.S. 
currency  ar.d  allows  the  government  to  re- 
move from  circulation  or  change  any  bill  o! 
any  denomination. 

"This  bill  helps  protect  the  integrity  of  the 
nation's  financial  system  from  counterfeiting 
and  international  terrorism,"  said  Leach 
when  he  introduced  the  measure  last  spring. 

Officials  in  the  brocd  range  of  federal 
agencies  concerned  with  these  new  challeng- 
es to  the  nation's  currency  are  convinced 
that  Congress  must  move  quickly  to  give  the 
president  this  kind  of  authority.  They  are 
equaUy  convinced  that  the  president  must 
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Overseas  Counterfeiters  Pose 
Threat  to  U.S.  Currency 


By  Bill  McAllister 


Terrorists  may  be  on  the  verge  of  claim- 
ing 2  Dew  victim;  the  U.S.  greenback. 

Officials  at  the  Bureau  of  Engraving  and 
Printing  said  yesterday  that  the  agency  is  at 
work  on  new  designs  for  US.  currency  amid 
reports  that  terrorist  organizations  may  be 
flooding  the  world  with  counterfeit  $100 
bills. 

The  bogus  money  problem  has  become  so 
severe  that  many  overseas  banks  are  refus- 
ing to  accept  the  $100  bilk.  A  leading  ter- 
rorist expert  said  that  the  counterfeit  dol- 
lars, being  produced  in  the  Middle  East  by 
terrorists'  groups  linked  to  Iran  and  Syria, 
could  cause  serious  economic  problems  es- 
pcdaily  for  small  nations  that  rely  on  the 
U.S.  doDar. 

While  confirming  work  on  a  new  design. 
Bureau  of  Engraving  officials  were  reluctant 
yesterday  to  discuss  what  changes  they  will 
recommend  Treasury  Secretary  Lloyd  Bent- 
sen  implement  or  to  link  the  change  to  the 
increase  of  overseas  counterfeiting.  Coa- , 
gressional  sources  said  they  had  be«n  toW 
that  the  Treasury  hopes  to  announce  the 
proposed  changes  later  this  month  and  said 
that  the  House  Banking  and  Finance  Com- 
mittee is  planning  bearings  on  the  issue. 

Among  the  ideas  saki  to  be  under  consid- 
eratioo:  moving  portraits  to  the  side,  im- 
planting small  bok>grams  on  the  bills,  print- 
ing   on    watermarked    paper,    using 


multicolored  patterns  difficult  for  copiers  to 
reproduce  and  printing  with  raulitcolored 
inks — all  steps  other  countries  have  adopt- 
ed 

One  of  the  most  dramatic  proposals  has 
come  from  Robert  Kupperman,  an  expert  on 
terrorism.  He  has  called  for  a  two-tiered 
money  system:  new  greenbacks  for  domestic 
use.  and  new  "redbacks" — dollars  pnnted  in 
red — for  overseas  use. 

Coin  World,  a  numismatic  publication 
which  this  week  disclosed  the  redesign  ef- 
fort, said  it  understood  the  new  currency 
may  closely  resemble  mock-ups  made  by 
"NOVA,"  a  publk:  television  program.  The 
"NOVA"  dollars  included  safety  features 
used  by  many  foreign  countries  including 

multj-color  printing,  a  portrait  to  the  side 
and  watermarked  paper. 

The  Treasury  Department  has  been  re- 
luctant to  make  major  changes  in  the  dollar, 
leaving  the  United  States  with  what  a  Secret 
Service  spokeswoman  descnbed  as  'the 
most  stable  currency  in  the  world  and  the 
most  easy  to  counterfeit." 

A  recent  report  by  the  National  Academy 
of  Sciences  attacked  the  Treasury's  current 
policy  of  relymg  on  "traditional  deterrents — 
unique  high-quality  paper,  fine-line  engrav- 
ing and  high  pressure  intaglio  printing'  to 
deter  counterfeiters.  In  a  world  filled  with 
highly  sophisticated  color  copters  and  scan- 
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ning  devices,  the  academy  said  the  United 
States  needs  a  higb-lech  approach  to  pro- 
tecting Its  currency. 

Two  years  ago  the  Bureau  of  Engraving 
introduad  two  major  changes  to  high-vaJued 
currency:  extremely  small  printing  called 
"micro-printing"  and  a  polyester  thread  that 
also  contains  tiny  printing.  Qjin  World  said 
those  efforts  have  failed  to  thwart  the  coun- 
terfeiters and  youngsters  showed  the  news- 
paper how  they  couJd  easJy  pull  the  polyes- 
ter thread  from  the  new  currency. 

Thomas  A.  Ferguson,  the  bureau's  re- 
search director,  confirmed  that  the  agency  is 
dose  to  making  final  recommendations  as  to 
how  the  new  currency  should  look.  But  he 
rejected  suggestions  thzt  the  tetonst  prob- 
lems had  prompted  the  redesign  effort. 

"1  can  teU  you  with  conviction  that  we  will 
not  make  any  changes  this  year,"  he  said, 
noting  that  it  would  take  longer,  perhaps  two 
years  or  more,  to  implement  any  changes. 
He  said  the  redesign  effort  had  begun  two 
years  ago  and  "hasn't  changed  in  intensity 
because  of  any  outside  issues." 

Figures  provided  by  the  Secret  Service 
and  interviews  with  terrorism  experts  sug- 
gest increasing  concern  over  bogus  dollars 
from  abroad.  In  fiscal  1993,  the  agency  said, 
there  was  five  times  as  much  counterfeit 
currency  produced  overseas  ($120  million) 
as  in  the  United  States  ($24  million). 

Kupperman  said  that  a  group  of  counter- 
feiters in  Lebanon's  Bekaa  Valley,  directed 
by  Iranian  and  Syrian  intelligence  agencies, 
are  believed  to  have  produced  $1  billioo 
worth  of  "the  most  nearly  perfect  $100  bills 
that  the  Secret  Service  has  ever  detected.' 


New  currency  may 
closely  resemble 
mock-up,  left,  made  by 
'' nova;' a  public 
television  program. 
Safety  features  include 
multicolor  printing, 
portrait  to  the  side  and 
ivatermarked  paper. 
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103d  congress 
1st  Session 


S.  1664 


To  amend  sulx;hapter  n  of  chapter  53  of  title  31.  United  States  Code, 
to  improve  enforcement  of  anti-money  laundering  laws,  and  for  other 
purposes. 


IN  THE  SENATE  OF  THE  UNITED  STATES 

Xo\-EMBER  17  (legislative  day,  Xo\-ember  2),  1993 
Mr.  Bry.VX  (for  himself,  Mr.  BONT),  and  Mr.  RlEGLE)  introduced  the  follow- 
ing bill:  which  was  read  t\rice  and  referred  to  the  Committee  on  Banking, 
Housing,  and  Urban  Affairs 


A  BILL 

To  amend  subchapter  II  of  chapter  53  of  title  31,  United 
States  Code,  to  improve  enforcement  of  anti-money  laun- 
dering laws,  and  for  other  purposes. 

1  Be  it  enacted  by  the  Senate  and  House  of  Representa- 

2  lives  of  the  United  States  of  America  in  Congress  assembled, 

3  SECTION  1.  SHORT  TITLE. 

4  This  Act  may  be  cited  as  the  "Anti-Money  Launder- 

5  ing:  Act  of  1993". 
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1  SEC.  2.  REFORM  OF  CTR  EXEMPTION  REQUIREMENTS  TO 

2  REDUCE    NUMBER    AND    SIZE    OF    REPORTS 

3  CONSISTENT     WITH     EFFECTIVE     LAW     EN- 

4  FORCEMENT. 

5  (a)  In  General. — Section  5313  of  title  31,  United 

6  States  Code,  is  amended  by  adding  at  the  end  the  follow- 

7  ing  new  subsections: 

8  "(d)  Mandatory  Exemptions  From  Reporting 

9  Requirements. — 

10  "(1)    In    gentiral. — The    Secretary    of    the 

11  Treasury-     shall      exempt,      pursuant     to     section 

12  5318(a)(5),  a  depository-  institution  from  the  report- 

13  ing  requirements  of  subsection  (a)  (and  regulations 

14  prescribed  under  such   subsection)  with  respect  to 

15  transactions  bet^veen  the  depositor}'  institution  and 

16  the  following  categories  of  entities: 

17  "(A)  Another  depository-  institution. 

18  "(B)    A    department    or    agency    of    the 

19  United  States,  any  State,  or  any  political  sub- 

20  di\ision  of  any  State,  including  any  entity  es- 

21  tablished  under  the  laws  of  the  United  States, 

22  any  State,  or  any  political  subdi^-ision  of  any 

23  State,  or  under  an  interstate  compact  bet\veen 

24  2  or  more  States,  which  exercises  governmental 

25  authority  on  behalf  of  the  United  States,  the 

26  State,  or  the  political  sub(li\-ision. 
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1  "(C)  Any  business  or  categon-  of  business 

2  the  reports  on  which  have  little  or  no  value  for 

3  law  enforcement  purposes. 

4  "(2)  Notice  of  exemption. — The  Secretarj- 

5  of  the  Treasury'  shall  publish  in  the  Federal  Register 

6  at  such  times  as  the  Secretary'  determines  to  be  ap- 

7  propriate   (but  not  less   frequently  than  once  each 

8  year)   a   list  of  all   the  entities  whose  transactions 

9  wth  a  depositors  institution  are  exempt  under  this 

10  subsection  from  the  reporting  requirements  of  sub- 

11  section  (a)   (and  regulations  prescribed  under  such 

12  subsection). 

13  "(e)  Discretionary  Exemptions  From  Report- 

14  iNG  Requirements. — 

15  "(1)    In    gen-eral.— The    Secretary-    of    the 

16  Treasur^"      may     exempt,      pursuant      to      section 

17  5318(a)(5),  a  depository  institution  from  the  report- 

18  ing  requirements  of  subsection  (a)  (and  regulations 

19  prescribed  under  such   subsection)   \\-ith   respect  to 

20  transactions  between  the  depositorv  institution  and  a 

21  qualified  business  customer  of  tlu>  institution  on  the 

22  basis  of  information  submitted  to  tlie  Secretary-  by 

23  the  institution  in  accordance  uith  procedures  which 

24  the  Secretan-  shall  establish. 
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1  "(2)    Qualified    busixess    customer    de- 

2  FINED. — For  purposes  of  this  subsection,  the  term 

3  'quahfied    business    customer'    means    a    business 

4  which — 

5  "(A)  maintains  a  transaction  account  (as 

6  defined  in  section   19(b)(1)(C)  of  the  Federal 

7  Reserve  Act)  at  the  depositor}^  institution; 

8  "(B)    frequently    engages    in    transactions 

9  with  tlie  depository-  institution  which  are  subject 

10  to  the  reporting  requirements  of  subsection  (a) 

11  (and   regulations   prescribed  under   such   sub- 

12  section);  and 

13  "(C)  meets  criteria  which  the  Secretarv'  de- 

14  termines  are  sufficient  to  ensure  that  the  pur- 

15  poses  of  this  subchapter  are  carried  out  mthout 

16  requiring  a  report  \\'itli  respect  to  such  trans- 

17  actions. 

18  "(3)    Criteria    for    exemption. — The    Sec- 

19  retar\'  of  the  Treasury-  shall  establish,  by  regulation, 

20  the  criteria  for  gi-anting  and  maintaining  an  exemp- 

21  tion  under  paragi'aph  (1). 

22  "(4)  Guidelines.— 

23  "(A)  In  CiENER.\l. — The  Secretaiy  of  the 

24  Treasun-  shall  establish  giudelines  for  deposi- 
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1  ton-  institutions  to  follow  in  selecting  customers 

2  for  an  exemption  under  this  subsection. 

3  "(B)  Contents. — The  guidelines  may  in- 

4  elude  a  description  of  the  tvpes  of  businesses  or 

5  an  itemization  of  specific  businesses  for  which 

6  no  exemption  will  be  granted  under  this  sub- 

7  section  to  any  depository  institution. 

8  "(5)  Annual  review. — The  Secretar\-  of  the 

9  Treasur}'  shall  prescribe  regulations  requiring  each 

10  depository  institution  to — 

11  "(A)  review,  at  least  once  each  year,  the 

12  qualified  business  customers  of  such  institution 

13  with  respect  to  whom  an  exemption  has  been 

14  granted  under  this  subsection;  and 

15  "(B)  upon  the  completion  of  such  review, 

16  resubmit    information    about    such    customers, 

17  with  such  modifications  as  the  institution  deter- 

18  mines  to  be  appropriate,  to  the  Secretary'  for 

19  the  Secretar\''s  approval. 

20  "(f)  PRO^^SIONS  Applic.\ble  to  Mandatory  and 

21  Discretionary  Exemptions. — 

22  "(1)  Limitation  on  liability  of  depository 

23  institutions. — No   depo.sitor\-  institution   sliall   be 

24  subject  to  any  penalty  which  may  \w  imposed  vmder 

25  this  .subchapter  for  tlio  failnre  of  the  institution  to 
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1  file  a  report  \vith  respect  to  a  transaction  \\ith  a  cus- 

2  tomer   for  whom   an   exemption   has  been   granted 

3  under  subsection  (d)  or  (e)  unless  the  institution — 

4  "(A)  knowingly  files  false  or  incomplete  in- 

5  formation  to  the  Secretary  with  respect  to  the 

6  transaction   or   the   customer   engaging   in   the 

7  transaction;  or 

8  "(B)  has  reason  to  believe  at  the  time  the 

9  exemption  is  granted  or  the  transaction  is  en- 

10  tered  into  that  the  customer  or  the  transaction 

1 1  does  not  meet  the  criteria  established  for  grant- 

12  ing  such  exemption. 

13  "(2)    Coordination    with    other    frovi- 

14  SIONS. — ^Any  exemption  granted  by  the  Secretary  of 

15  the  Treasun,'  under  section  5318(a)  in  accordance 

16  \vith  this  section,  and  any  transaction  which  is  sub- 

17  jeet  to  such  exemption,  shall  be  subject  to  any  other 

18  provision    of    law    applicable    to    such    exemption, 

19  including — 

20  "(A)  the  authority  of  the  Secretar}-,  under 

21  section  531S(a)(5),  to  revoke  such  exemption  at 

22  any  time;  and 

23  "(B)  any  requirement  to  report,  or  any  au- 

24  thority  to  require  a  report  on,  any  possible  v\o- 
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1  lation  of  any  law  or  regulation  or  any  suspected 

2  criminal  activity. 

3  "(g)  Depository  Institution  Defintid. — For  pur- 

4  poses  of  this  section,  the  term  'depositor^'  institution'  has 

5  the  meaning  given  to  such  term  in  section  19(b)(1)(A)  of 

6  the  Federal  Reserve  Act.". 

7  (b)  Report  Reduction  (jOal;  Reports. — 

8  (1)  In  general. — In  implementing  the  amend- 

9  ment  made  by  subsection  (a),  the  Secretary'  of  the 

10  Treasury  shall  seek  to  reduce,  within  a  reasonable 

1 1  period  of  time,  the  number  of  reports  required  to  be 

12  filed  in  the  aggregate  by  depository  institutions  pur- 

13  suant  to  section  5313(a)  of  title  31,  United  States 

14  Code,  by  at  least  30  percent  of  the  number  filed  dur- 

15  ing  the  year  preceding  the  date  of  enactment  of  this 

16  Act. 

17  (2)   Interi.m  report. — The  Secretary-  of  the 

18  Treasurv'  shall  submit  a  report  to  the  Congress  not 

19  later  than  the  end  of  the  180-day  period  beginning 

20  on  the  date  of  enactment  of  this  Act  on  the  progress 

21  made  by  the  Secretaiy  in  iniplenn'iiting  the  amend- 

22  ment  made  by  subsection  (a). 

23  (3)   Annual  report. — The   Secretaiy  of  the 

24  Treasure-  shall  .submit  an  animal  report  to  the  Con- 

25  gress  after  tlio  ciul  of  oaitli  of  tlii>  first  ."i  caleiular 
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1  years  which  begin  after  the  date  of  enactment  of  this 

2  Act  on  the  extent  to  which  the  Secretary  has  re- 

3  duced  the  overall  number  of  currency  transaction  re- 

4  ports  filed  wth  the  Secretary'  pursuant  to  section 

5  5313(a)  of  title  31,  United  States  Code,  consistently 

6  wth  the  purposes  of  such  section  and  effective  law 

7  enforcement. 

8  (c)    Streamlined   Currency   Transaction   Re- 

9  PORTS. — The  Secretary-  of  the  Treasxiry  shall  take  such 

10  action  as  may  be  appropriate  to  redesign  the  format  of 

11  reports  required  to  be  filed  by  any  depositor}-  institution 

12  under  section  5313(a)  of  title  31.  United  States  Code,  to 

13  eliminate  the  need  to  report  information  which  has  little 

14  or  no  value  for  law  enforcement  purposes  and  reduce  the 

15  time  and  effort  required  to  prepare  such  report  for  filing 

16  b\'  any  depositor}-  institution  under  such  section. 

17  SEC.  3.  SINGLE  DESIGNEE  FOR  REPORTING  OF  SUSPICIOUS 

18  TRANSACTIONS. 

19  (a)    In    General.— Section    5318(g)    of   title    31, 

20  United  States  Code,  is  amended  by  adding  at  the  end  the 

21  following  new  paragraph: 

22  "(4)  Single  designee  for  reporting  sus- 

23  PK'IOUS  tr^ansactions. — 

24  "(A)    In   grner.\L. — In   requiring  reports 

25  under  paragraph  (1)  of  suspieimis  transactions, 
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1  the  Secretarv*  of  the  Treasun,'  shall  designate, 

2  to  the  extent  practicable  and  appropriate,  a  sin- 

3  gle  officer  or  agency  of  the  United  States  to 

4  whom  such  reports  shall  be  made. 

5  "(B)  Duty  of  designee. — The  officer  or 

6  agency  of  the  United  States  designated  by  the 

7  Secretary  of  the  Treasury  pursuant  to  subpara- 

8  graph  (A)  shall  refer  any  report  of  a  suspicious 

9  transaction  to  the  appropriate  law  enforcement 

10  or  supervisory'  agency. 

11  "(C)    Coordination    with    other    re- 

12  PORTING    REQUIREMENTS. — Subparagraph    (A) 

13  shall  not  be  construed  as  precluding  any  super- 

14  visory  agency  for  any  financial  institution  from 

15  requiring  the  financial  institution  to  submit  any 

16  information  or  report  to  the  agency  or  another 

17  agency  pursuant  to  any  provision  of  law  other 

18  than  this  subsection. 

19  "(D)  Reports.— 

20  "(i)  Reports  required. — The  Sec- 

21  retary  of  the  Treasury  shall  submit  an  an- 

22  nual  report  to  the  Congress  at  the  times 

23  required  under  clause  (ii)  on  the  number  of 

24  suspicious  transactions  reported  to  the  offi- 

25  cer  or  agency  designated  under  subpara- 
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1  graph  (A)  during  the  period  covered  by  the 

2  report  and  the  disposition  of  such  reports. 

3  "(ii)    Tbie    for    submitting    re- 

4  PORTS. — The    1st    report    required    under 

5  clause  (i)  shall  be  filed  before  the  end  of 

6  the  1-year  .period  beginning  on  the  date  of 

7  enactment  of  the  Anti-Money  Laundering 

8  Act  of  1993  and  each  sxabsequent  report 

9  shall  be  filed  \\ithin  90  da>-s  after  the  end 

10  of  each  of  the  5  calendar  j'ears  which  begin 

11  after  such  date  of  enactment.". 

12  (b)  Designation  Required  To  Be  Made  Expedi- 

13  tiously. — The  initial  designation  of  an  officer  or  agency 

14  of  the  United  States  pursuant  to  the  amendment  made 

15  by  subsection  (a)  shall  be  made  before  the  end  of  the  180- 

16  day  period  beginning  on  the  date  of  enactment  of  this  Act. 

17  sec.  4.  BANKESfG  AGENCY  PILOT  PROGRAMS  TO  mENTIFY 

18  MONEY  laundering  SCHEMES. 

19  Before  the  end  of  the  6-month  period  beginning  on 

20  the  date  of  enactment  of  this  Act,  the  Comptroller  of  the 

21  Currency  and  the  Board  of  Governors  of  the  Federal  R«- 

22  ser\-e  System  shall  each  establish  a  pilot  program  designed 

23  to  test  the  feasibility  of  using  examiners  employed  by  the 

24  agency  to  identify  money  laundering  schemes  invoking  de- 

25  positoiy  institutions  for  which  the  agency  is  the  appro- 
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1  priate  Federal  banking  agency  (as  defined  in  section  3(q)) 

2  of  the  Federal  Deposit  Insurance  Act. 

3  SEC.  5.  NEGOTIABLE  INSTRUMENTS  DRAWN  ON  FOREIGN 

4  BANKS   SUBJECT  TO   RECORDKEEPING   AND 

5  REPORTING  REQUIREMENTS. 

6  Section  5312(a)(3)  of  title  31,  United  States  Code, 

7  is  amended — 

8  (1)  by  striking  "and"  at  the  end  of  subpara- 

9  graph  (A); 

10  (2)  by  striking  the  period  at  the  end  of  sub- 

1 1  paragraph  (B)  and  inserting  ";  and";  and 

12  (3)  by  adding  at  the  end  the  follomng  new  sub- 

13  paragraph: 

14  "(C)  as  the  Secretan,'  of  the  Treasury'  shall 

15  pro^^de    by   regulation,    checks,    drafts,    notes, 

16  money  orders,   and   other   similar   instruments 

17  which  are  drawn  on  a  foreign  financial  institu- 

18  tion  and  are  not  in  bearer  form.". 

19  SEC.  6.  IMPOSITION  OF  CIVIL  MONEY  PENALTIES  BY  AP- 

20  PROPRIATE  FEDERAL  BANKING  AGENCIES. 

21  Section  5321   of  title  31,   United  States  Code,  is 

22  amended  by  adding  at  the  end  the  follounng  new  sub- 

23  section: 

24  "(e)  Delegation  of  Assessment  AuTiiORiri'  to 

25  Banking  Agencies. — 

•S  16«4  IS 


121 


12 

1  "(1)    In    genteral. — The    Secretan,'-    of    the 

2  Treasury  shall  delegate,  in  accordance  with  section 

3  5318(a)(1)  and  sxibjeet  to  such  terms  and  conditions 

4  as   the   Secretary  may  impose   in   accordance  \vith 

5  paragraph  (3),  any  authority'  of  the  Secretar\'  to  as- 

6  sess  a  civil  money  penalty  under  this  section  on  de- 

7  pository  institutions  (as  defined  in  section  3  of  the 

8  Federal  Deposit  Insurance  Act)  to  the  appropriate 

9  Federal  banking  agencies  (as  defined  in  such  section 

10  3). 

11  "(2)   Authority   of   agencies. — Subject   to 
12*  any  term  or  condition  imposed  by  the  Secretary-  of 

13  the  Treasury  under  paragraph  (3),  the  provisions  of 

14  this  section  shall  apply  to  an  appropriate  Federal 

15  banking  agency  to  which  is  delegated  any  authority 

16  of  the  Secretary  under  this  section  in  the  same  man- 

17  ner  such  provisions  apply  to  the  Secretary. 

18  "(3)  Terms  and  conditions. — 

19  "(A)  In  gen-eral. — The  Secretarj^  of  the 

20  Treasure-  shall  prescribe  by  regulation  the  terms 

21  and  conditions  which  shall  apply  to  any  delega- 

22  tion  under  paragraph  (1). 

23  "(B)     :\L\XIMUM     DOLL.\R    A.AIOUNT.— The 

24  terms  and  conditions  authorized  under  subpara- 

25  graph  (A)  may  include,  in  the  Secretar\''s  sole 
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1  discretion,  a  limitation  on  the  amount  of  any 

2  civil  penalty  which  may  be  assessed  by  an  ap- 

3  propriate  Federal  banking  agency  pursuant  to  a 

4  delegation  under  paragraph  (1).". 

5  SEC.  7.  UNIFORM  STATE  UCENSmG  AND  REGULATION  OF 

6  CHECK     CASHING,     CURRENCY     EXCHANGE, 

7  AND  MONEY  TRANSMITTING  BUSINESSES. 

8  (a)  Uniform  Laws  and  Entorcement. — For  pur- 

9  poses  of  preventing  money  laundering  and  protecting  the 

10  paj-ment  sj-stem  from  fraud  and  abuse,  it  is  the  sense  of 

1 1  the  Congress  that  the  several  States  should — 

12  (1)  establish  uniform  laws  for  licensing  and  reg- 

13  ulating  businesses  which — 

14  (A)    provide   check   cashing,    currency  ex- 

15  change,   or  money  transmitting  or  remittance 

16  services,  or  issue  or  redeem  money  orders,  trav- 

17  elers'   checks,   and   other   similar   instruments; 

18  and 

19  (B)  are  not  depositorv'  institutions  (as  de- 

20  fined  in  section  19(b)(1)(A)  of  the  Federal  Re- 

21  serve  Act);  and 

22  (2)   provide  sufficient  resources  to  the  appro- 

23  priate  State  agency  to  enforce  such  laws  and  regula- 

24  tions  prescribed  pursuant  to  s\u:h  laws. 
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1  (b)  Model  Statute. — It  is  the  sense  of  the  Con- 

2  gress  that  the  several  States  should  develop,  through  the 

3  auspices  of  the  National  Conference  of  Commissioners  on 

4  Uniform  State  Laws,  the  American  Law  Institute,  or  such 

5  other  forum  as  the  States  may  determine  to  be  appro- 

6  priate,  a  model  statute  to  carry  out  the  goals  described 

7  in  subsection  (a)  which  would  include  the  follo\\-ing: 

8  (1)    Licensing    requirements. — ^A   require- 

9  ment    that    any   business    described    in    subsection 

10  (a)(1)  be  licensed  and  regulated  by  an  appropriate 

1 1  State  agency  in  order  to  engage  in  any  such  activity 

12  within  the  State. 

13  (2)    Licensing    standards. — ^A    requirement 

14  that— 

15  (A)  in  order  for  any  business  described  in 

16  subsection  (a)(1)  to  be  licensed  in  the  State,  the 

17  appropriate    State    agency    shall    re\iew    and 

1 8  approve — 

19  (i)  the  business  record  and  the  capital 

20  adequacy  of  the  business  seeking  the  li- 

21  cense;  and 

22  (ii)  the  competence,  experience,  integ- 

23  rity,  and  financial  ability  of  any  iiidi\idual 

24  who — 
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1  (I)  is  a  director,  officer,  or  super- 

2  visory  employee  of  such  business;  or 

3  (11)  owns  or  controls  such  busi- 

4  ness;  and 

5  (B)  any  record,  on  the  part  of  any  business 

6  seeking  the  license  or  any  person  referred  to  in 

7  subparagraph  (A)(ii),  of — 

8  (i)  any  criminal  activity; 

9  (ii)  any  fraud  or  other  act  of  personal 

10  dishonesty; 

11  (iii)    any    act,    omission,    or    practice 

12  which  constitutes  a  breach  of  a  fidueian,' 

13  duty;  or 

14  (iv)  any  suspension  or  removal,  by  any 

15  agency  or  department  of  the  United  States 

16  or  any  State,  from  participation  in  the  con- 

17  duct  of  any  federally  or  State  licensed  or 

18  regulated  business, 

19  may  be  grounds  for  the  denial  of  any  such  li- 

20  cense  by  the  appropriate  State  agency. 

21  (3)    Procedures    to    exsure    compliance 

22  with  federal  cash  tr.\xsaction  reporting  re- 

23  QUIREMENTS. — A  ci\-il  or  criminal  penalty  for  oper- 

24  ating   any   business   referred    to    in    paragi-apli    (1) 

25  \vithout  establishing  and  comphnng  with  appropriate 
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1  procedures  to  ensure  compliance  u-ith  subchapter  II 

2  of  chapter  53  of  title  31,  United  States  Code  (relat- 

3  ing  to  records  and  reports  on  monetary'  instruments 

4  transactions). 

5  (4)  Crbhnal  penalties  for  operation  of 

6  BUSIN^ESS  WITHOUT  A  LICENSE. — A  criminal  penalty 

7  for  operating  any  business  referred  to  in  paragraph 

8  (1)  without  a  license  within  the  State  after  the  end 

9  of  an  appropriate  transition  period  beginning  on  the 

10  date  of  the  enactment  of  such  model  statute  by  the 

1 1  State. 

12  (c)  Study  Required. — The  Secretary-  of  the  Treas- 

13  urv'  shall  conduct  a  study  of — 

14  (1)  the  progress  made  by  the  several  States  in 

15  developing  and  enacting  a  model  statute  which — 

16  (A)  meets  the  requirements  of  subsection 

17  (b);  and 

18  (B)  furthers  the  goals  of— 

19  (i)    preventing   money   laundering   by 

20  businesses   which   are   required   to   be   li- 

21  censed  under  any  such  statute;  and 

22  (ii)  protecting  the  pa^-ment  system,  in- 

23  eluding   the    receipt,    pa^-ment,    collection, 

24  and   clearing   of  checks,    from    fraud   and 

25  abuse  by  such  businesses;  and 
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1  (2)  the  adequacy  of — 

2  (A)  the  acthity  of  the  several  States  in  en- 

3  forcing  the  requirements  of  such  statute;  and 

4  (B)  the  resources  made  available  to  the  ap- 

5  propriate  State  agencies  for  such  enforcement 

6  activity. 

7  (d)  Report  Required. — Before  the  end  of  the  3- 

8  year  period  beginning  on  the  date  of  enactment  of  this 

9  Act  and  by  the  end  of  each  of  the  first  2  1-year  periods 

10  beginning  after  the  end  of  such  3 -year  period,  the  Sec- 

11  retary  of  the  Treasun,-  shall  submit  a  report  to  the  Con- 

12  gress  containing  the  findings  and  recommendations  of  the 

13  Seeretan.'  in  connection  with  the  study  under  subsection 

14  (c),  together  uith  such  recommendations  for  legislative 

15  and  administrative  action  as  the  Secretar\'  may  determine 

16  to  be  appropriate,  including  any  recommendation  pursu- 

17  ant  to  subsection  (e). 

18  (e)  Recommexdatioxs  for  IxcEXTn^ES  OR  Saxc- 

19  Tioxs  IX  Cases  of  Ixadequate  Regulatiox  axd  En- 

20  forcemext  by  States. — If  the  Secretarv-  of  the  Treas- 

21  uiy  determines  that  any  State  has  failed — 

22  (1)  to  enact  a  statute  which  meets  tlie  require- 

23  ments  described  in  subsection  (b); 

24  (2)   to  undertake  adequate  acti\'ity  to  enforce 

25  such  statute;  or 
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1  (3)  to  make  adequate  resources  available  to  the 

2  appropriate  State  agency  for  such  enforcement  activ- 

3  ity, 

4  the  report  submitted  pursuant  to  subsection  (d)  shall  con- 

5  tain  recommendations  for  legislation  establishing  incen- 

6  tives  which  may  be  provided  or  sanctions  which  may  be 

7  imposed  to  remedy  such  failure. 

8  SEC.   8.   REGISTRATION  OF  MONEY  TRANSMITTING   BUSI- 

9  NESSES   TO   PROMOTE   EFFECTIVE   LAW   EN- 

10  FORCEMENT. 

11  (a)  Fl.NTDINGS  AND  PURPOSES. — 

12  (1)  Findings. — The  Congress  hereby  finds  the 

13  following: 

14  (A)    Money    transmitting    businesses    are 

15  subject  to  the  recordkeeping  and  reporting  re- 

16  quirements  of  subchapter  II  of  chapter  53  of 

17  title  31,  United  States  Code. 

18  (B)    Money    transmitting    businesses    are 

19  largely    unregulated    businesses    and    are    fre- 

20  quently  used  in  sophisticated  schemes  to — 

21  (i)   transfer  large  amounts  of  money 

22  which  are  the  proceeds  of  unla\\'fiil  enter- 

23  prises;  and 

24  (ii)    evade   the   requirements   of  such 

25  subchapter  II,  the  Internal  Revenue  Code 
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1  of   1986,    and   other   laws   of   the   United 

2  States. 

3  (C)  Information  on  the  identity  of  money 

4  transmitting  businesses  and  the  names  of  the 

5  persons  who  own  or  control,  or  are  officers  or 

6  employees   of,    a   money  transmitting  business 

7  would  have  a  high  degree  of  usefulness  in  crimi- 

8  nal,  tax,  or  regulator}'  investigations  and  pro- 

9  ceedings. 

10  (2)  Purpose. — It  is  the  purpose  of  this  section 

11  to  establish  a  registration  requirement  for  businesses 

12  engaged   in   pro^■^ding  check   cashing,   currency  ex- 

13  change,  or  money  transmitting  or  remittance  serv- 

14  ices,  or  issuing  or  redeeming  money  orders,  travel- 

15  ers'  checks,  and  other  similar  instruments  to  assist 

16  the  Seeretan.-  of  the  Treasury',  the  Attorney  General, 

17  and  other  supenisorv  and  law  enforcement  agencies 

18  to  effectively  enforce   the   criminal,   tax,   and   regu- 

19  latorj-  laws   and   prevent   such   money  transmitting 

20  businesses  from  engaging  in  illegal  acti^^ties. 

21  (b)  Ix  Gexeral. — Subchapter  11  of  chapter  53  of 

22  title  31,  United  States  Code,  is  amended  by  adding  at  the 

23  end  tiie  following  new  section: 
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1  "§5329.    Registration    of    money    transmitting    busi- 

2  nesses 

3  "(a)    Registration'   With    Secret.^ry    of    the 

4  Treasury  Required. — 

5  "(1)  In'  GEN'ERAL. — Any  person  who  o^\^ls  or 

6  controls  a  money  transmitting  business  which  is  not 

7  a    depositor.-    institution     (as    defined    in    section 

8  19(b)(1)(A)  of  the  Federal  Resen-e  Act)  shall  reg- 

9  ister  the  business  (whether  or  not  the  business  is  li- 

10  censed   as   a   money  transmitting  business   in   any 

1 1  State)  with  the  Secretar}-  of  the  Treasure*  before  the 

12  end  of  the   180-day  period  beginning  on  the  later 

13  of— 

14  .  "(A)  the  date  of  enactment  of  this  section; 

15  or 

16  "(B)  the  date  the  business  is  established. 

17  "(2)  Form  .\xd  ^L\^•N•ER  of  registration. — 

18  Subject  to  the  requirements  of  subsection  (b),  the 

19  Secretary-  of  the  Treasurv-  shall  prescribe,  in  regula- 

20  tions,  the  form  and  manner  for  registering  a  money 

21  transmitting  business  pursuant  to  paragraph  (1). 

22  "(3)  Businesses  re>l\in-  subject  to  state 

23  LAW.— This  section  shall  not  be  construed  as  super- 

24  seding   any   requirement    of   State   law   relating   to 

25  money   transmitting   businesses    operating   in    such 

26  State. 
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1  "(4)  False  and  incomplete  INFOR^L\TIOx. — 

2  The  filing  of  false  or  materially  incomplete  informa- 

3  tion  in  connection  with  the  registration  of  a  money 

4  transmitting  business  shall  be  considered  as  a  failure 

5  to  comply  with  the  requirements  of  this  subsection. 

6  "(b)  Contents  op  Registration. — The  registra- 

7  tion  of  a  money  transmitting  business  under  subsection 

8  (a)  shall  include  the  following  information: 

9  "(1)  The  name  and  location  of  the  business. 

10  "(2)    The   name   and   address   of  each   person 

1 1  who — 

12  "(A)  owns  or  controls  the  business; 

13  "(B)  is  an  director  or  officer  of  the  busi- 

14  ness;  or 

15  "(C)  otherwise  participates  in  the  conduct 

16  of  the  affairs  of  the  business. 

17  "(3)  The  name  and  address  of  any  depositorj- 

18  institution  at  which  the  business  maintains  a  trans- 

19  action  account  (as  defined  in  section  19(b)(1)(C)  of 

20  the  Federal  Resen-e  Act). 

21  "(4)  Sucli  other  information  as  the  Secretary-  of 

22  the  Treasur}'  may  require. 

23  "(c)  Definttio.ns. — For  purposes  of  this  section — 

24  "(1)    Money   tiia.nsmittino   business. — The 

25  term  'money  transmitting:  husiiioss'  means  any  busi- 
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1  ness  other  than  the  United  States  Postal  Seniee 

2  which — 

3  "(A)  provides  check  cashing,  currency  ex- 

4  change,   or  money  transmitting  or  remittance 

5  services,   or  issues  or  redeems  money  orders, 

6  travelers'  checks,  and  other  similar  instruments; 

7  "(B)  is  required  to  file  reports  under  see- 

8  tion  5313;  and 

9  "(C)  is  not  a  depository-  institution  (as  de- 

10  fined  in  section  19(b)(1)(A)  of  the  Federal  Re- 

11  serve  Act). 

12  "(2)      ]\IONEY     TRANSMITTING      SERMCE. — The 

13  term  'money  transmitting  ser\ice'  includes  accepting 

14  currency  or  ftinds  denominated  in  the  currency  of 

15  any  country  and  transmitting  the  currency  or  funds, 

16  or  the  value  of  the  currency  or  fimds.  by  any  means 

17  through  a  financial  agency  or  institution,  a  Federal 

18  reser\'e  bank  or  other  facility-  of  the  Board  of  Gov- 

19  ernors  of  the  Federal  Reser\-e  System,  or  an  elec- 

20  tronic  fimds  transfer  network. 

21  "(d)   Cril  Penalty  for  Failure  To  Comply 

22  With  Registration  Requirements. — 

23  "(1)   Ix   general. — Any  person  who   fails  to 

24  comply  ^\^th  the  money  transmitting  business  reg- 

25  istration  requirements  under  subsection  (a)  or  regu- 
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1  lations  prescribed  under  such  subsection  shall  be  lia- 

2  ble  to  the  United  States  for  a  civil  penalty  of  $5,000 

3  for  each  such  violation. 

4  "(2)  CONTINULNG  MOLATION. — Each  day  a  \io- 

5  lation   described   in   paragraph    (1)    contimies   shall 

6  constitute  a  separate  violation  for  purposes  of  such 

7  paragraph. 

8  "(3)     Assessments. — Any    penalty    imposed 

9  under  this  subsection  shall  be  assessed  and  collected 

10  by  the  Secretary'  of  the  Treasury  in  the  manner  pro- 

11  vided  in  section  5321  and  any  such  assessment  shall 

12  be  subject  to  the  provisions  of  such  section.". 

13  (c)  Criminal  Penalty  for  Failure  To  Comply 

14  With  Registration        Requirements. — Section 

15  1960(b)(1)  of  title  18,  United  States  Code,  is  amended 

16  to  read  as  follows: 

17  "(1)  the  term  'illegal  money  transmitting  busi- 

18  ness'   means  a  money  transmitting  business  which 

19  affects  interstate  or  foreign  commerce  in  any  man- 

20  tier  or  degree  and — 

21  "(A)  is  intentionally  operated  witliout  an 

22  appropriate   money   transmitting   license    in    a 

23  State  where  such  operation  is  punishable  as  a 

24  misdemeanor  or  a  felonv  under  State  law;  or 
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1  "(B)  fails  to  comply  with  the  money  trans- 

2  mitting     business     registration     requirements 

3  under  section  5329  of  title  31,  United  States 

4  Code,  or  regulations  prescribed  under  such  sec- 

5  tion;". 

6  (d)   Chtl  Forfeiture.— Section  981(a)(1)(A)   of 

7  title  18,  United  States  Code,  is  amended  by  striking  "or 

8  of  section  1956  or  1957  of  this  title,"  and  inserting  ", 

9  of  section  1956,  1957,  or  1960  of  this  title,". 

10  (e)  Clerical  Amendment. — The  table  of  sections 

11  for  chapter  53  of  title  31,  United  States  Code,  is  amended 

12  by  inserting  after  the  item  relating  to  section  5328  the 

13  following  new  item: 

"5.329.  Registration  of  money  transmitting  businesses.". 

14  SEC.  9.  TREASURY  STUDY  OF  CASHIERS' CHECKS. 

15  (a)  Study  Required. — The  Secretarj-  of  the  Treas- 

16  uiy  shall  conduct  a  study  to  determine — 

17  (1)  the  extent  to  which  the  practice  of  issuing 

18  of  cashiers'  checks  by  financial  institutions  is  mlner- 

19  able  to  money  laundering  schemes; 

20  (2)  the  extent  to  which  additional  recordkeeping 

21  requirements  should  be  imposed  on  financial  institu- 

22  tions  which  issue  easliiers'  checks;  and 

23  (3)  such  other  factors  relating  to  the  use  and 

24  regulation  of  cashiers"  eiieck.s  as  the  Secretary  deter- 

25  mines  to  be  appropriate. 
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1  (b)  Report  Required. — Before  the  end  of  the  180- 

2  day  period  beginning  on  the  date  of  enactment  of  this  Act, 

3  the  Secretary  of  the  Treasury  shall  submit  a  report  to  the 

4  Congress  containing — 

5  (1)   the   findings   and  conclusions   of  the   Sec- 

6  retary  in  connection  with  the  study  conducted  pursu- 

7  ant  to  subsection  (a);  and 

8  (2)   such   recommendations   for   legislative   and 

9  administrative  action  as  the  Secretary  may  deter- 

10  mine  to  be  appropriate. 

o 
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DEPARTMENT  OF  THE  TREASURY 

INTEHNAL  KCVKNUE  aCRVICE 
WACHINarON.  DC.  Z0224 

H«  22  1994 


The  Honorable  Richard  H.  Bryan 
United  States  Senate 
Washington,  DC   20510 


Dear  Senator  Bryan: 


Tills  l?.ntor  is  in  response  to  the  Congressional  hearing 
before  \h^   Senate  Conmittee  on  Banking,  K  msing  and  Urban  Affairs 
hpld  on  March  15,  1994   to  receive  testimony  relating  Co.  S .  1664, 
t>.9  Anti-rtoaey  Laundering  Ac::  of  19i;^. .   During  the  course  of  this 
hea.-ing  you  asked  Edward  Federico,  our  Director  for  the  Office  of 
National  Operations,  who  accompanied  Assistant  Secretary  Ronald 
Ncble  at  the  hearing,  how  niany  investigations  the  Internal 
Revenue  Service  has  initiated  based  on  a  suspicious  Currency 
Transaction  Report  (CTR)  filed  b^,'  a  financial  institution. 

.  Our  records  indicated  that  over  the  past  2  1/2  years,  we 

have  initiated  approximately  650  criminal  investigations  based  on 
suspicious  CTR's  filed  by  financial  institutions.   This  total 
includes  344  investigations  during  fiscal  year  (FY)  1992,  214 
investigations  in  FY  1993,  and  96  investigations  so  far  during 
this  fiscal  year. 

The  numbers  provided  are  for  investigations  in  which  the 
primary  basis  for  initiating  was  the  suspicious  CTR's.   In  many 
of  our  investigations,  the  suspicious  CTR's  are  used  for 
corroboration  of  other  sources  of  information  which  lead  to  the 
initiation  of  an  investigation.   In  addition  to  the  criminal 
investigations,  many  of  these  suspicious  CTR's  are  referred  by 
Criminal  Investigation  to  the  Examination  Division  for 
consideration  of  civil  enforcement  action  related  to  both  tax  and 
money  laundering  matters. 

During  the  past  3  fiscal  years,  we  have  initiated 
approximately  6,400  money  laundering  investigations,  recommended 
prosecution  m  approximiately  4,600  investigations,  and  obtained 
convictions  in  over  3, COO  investigations. 

We  hope  you,  the  Committee,  and  your  staff  find  this 
information  useful  in  consideration  of  S.  1664.   Should  you  need 
further  information  or  have  any  questions,  please  call  .me  or  have 
a  me.mber  of  your  staff  contact  Edward  Federico  at  622-4100. 

Sincerely, 


j    ConBld  X.  Vcgel  •  '  I  ^'j 
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PREPARED  STATEMENT  OF  JEFFREY  SILVERMAN 

President  and  Chief  Executive  Officer,  M.S.  Management,  Inc. 

On  behalf  of  the  National  Check  Cashers  Association,  Inc. 

Mr.  Chairman  and  Members  of  the  Committee,  my  name  is  Jeffrey  Silverman.  I 
am  the  President  and  Chief  Executive  Officer  of  M.S.  Management,  Inc. 
headquartered  in  Northbrook,  Illinois.  We  are  a  privately-owned  company  which 
provides  a  broad  array  of  financial  services,  including  check  cashing,  money  order 
sales,  and  wire  transfers  to  communities  in  three  States. 

I  am  testifying  today  on  behalf  of  the  National  Check  Cashers  Association 
(NaCCA),  the  professional  organization  that  represents  more  than  2,400  individual 
check  cashing  centers  in  35  States,  and  is  the  industry's  leading  voice  on  legislative, 
regulatory,  and  business  issues.  My  company  is  a  founding  member  of  the  associa- 
tion, and  I  am  currently  serving  as  a  Vice  President  and  Member  of  the  Executive 
Board  and  Board  of  Directors. 

We  appreciate  this  opportunity  to  provide  testimony  regarding  S.  1664,  the  "Anti- 
Money  Laundering  Act  of  1993."  Because  this  bill  would  have  a  substantial  impact 
on  our  members  and  the  communities  they  serve,  we  are  pleased  to  help  the  Com- 
mittee gain  a  better  understanding  of  the  nature  of  our  business. 

Background 

First,  let  me  provide  some  background  about  the  check  cashing  industry,  the  serv- 
ices it  provides,  and  how  the  National  Check  Cashers  Association  was  formed. 

The  professional  check  cashing  industry  in  the  United  States  is  composed  of  ap- 
proximately 4,500  neighborhood  financial  service  centers,  which  cash  more  than  150 
million  checks  annually  with  an  aggregate  face  value  of  more  than  $45  billion.  The 
check  cashing  industry  employs  approximately  25,000  local  community  residents  in 
all  comers  of  the  United  States. 

In  recent  years,  as  a  broader  spectrum  of  consumers  have  sought  increased  finan- 
cial service — convenience — including  fiexible  hours  and  faster  delivery  of  financial 
services,  community -based  check  cashing  centers  have  proliferated. 

From  its  inception  in  the  1930's,  as  a  response  to  the  banking  practices  of  the  de- 
pression and  changes  in  employer  payment  practices,  the  check  cashing  industry 
has  evolved  to  become  a  pivotal  link  to  the  payments  system  for  a  substantial  group 
of  Americans,  who  through  personal  preference  choose  to  utilize  both  check  cashing 
centers  and  the  banking  system. 

Just  as  many  consumers  prefer  the  convenience  of  specialty  stores  to  large  depart- 
ment stores,  so,  too,  do  many  consumers  prefer  the  convenience  of  check  cashing 
centers  to  banks.  Surveys  indicate  that  60  to  70  percent  of  check  cashing  clients 
maintain  a  banking  relationship  but  prefer  check  cashing  centers  for  reasons  of  con- 
venience, ranging  from  quicker  access  to  funds  and  neighborhood  locations  to  more 
flexible  hours  and  more  rapid  and  efficient  service. 

Additional  factors,  such  as  the  hidden  costs  of  transportation  and  the  use  of  valu- 
able personal  time  also  make  check  cashers  more  convenient  depository  financial  in- 
stitutions. 

Community  Financial  Services 

Over  the  years,  check  cashers  have  introduced  a  range  of  financial  services  to 
complement  basic  check  cashing.  Although  the  cashing  of  checks — including  payroll 
checks,  Government  checks,  personal  checks,  and  insurance  drafls — remains  our  in- 
dustry's primary  activity,  other  financial  services  are  available  at  check  cashing  fa- 
cilities. These  include  the  sale  of  money  orders,  money  wire  transfers,  welfare  bene- 
fits and  food  stamp  distribution,  and  public  transit  token  sales. 

Check  cashers  are  also  leaders  in  the  electronic  distribution  of  Government  bene- 
fits and  electronic  collection  of  bill  payments.  Much  of  this  technology  is  otherwise 
unavailable  to  our  customers. 

We  are  constantly  expanding  the  roster  of  services  offered  to  meet  our  customer's 
needs.  Today,  check  cashing  centers  are  responsible  for  the  distribution  of  license 
plates  and  motor  vehicle  titles,  accessibility  to  photocopying  and  fax  machines,  and 
the  sale  of  postage  stamps  and  lottery  tickets. 

Just  as  the  services  provided  by  check  cashers  have  expanded  over  time,  so  have 
the  markets  they  serve  broadened.  Check  cashers  continue  to  serve  their  traditional 
customer  base  in  lower-income  communities  where  we  hire  and  train  local  residents. 
More  recently,  as  middle-income  consumers  have  demanded  more  convenient  finan- 
cial services,  check  cashers  have  expanded  into  their  communities  to  meet  their 
needs. 
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Industry  Growth 

The  growth  of  the  industry  was  stimulated,  only  in  part,  by  the  enactment  of  the 
Bank  Deregulation  Act  of  1980,  which  among  other  actions  eliminated  deposit  rate 
ceilings  and  led  to  explicit  pricing  for  bank  deposit  services.  Faced  with  increased 
service  costs  for  maintenance  of  deposit  accounts,  consumers  sought  financial  service 
alternatives,  including  check  cashing  centers  which  provide  more  convenient  and 
quicker  access  to  funds  as  well  as  an  array  of  ancillary  services. 

Small  Business  Industry 

Check  cashing  is  primarily  a  small  business  activity,  with  the  vast  majority  of 
centers  owned  by  local  operators,  many  of  whom  own  one  to  three  check  cashing 
stores.  More  atypical  are  firms  that  operate  more  than  50  stores.  Several  large 
check  cashing  operations  in  the  U.S.  are  public  companies,  the  largest  of  which  op- 
erates more  than  300  stores  in  several  different  markets. 

National  Check  Cashers  Association  (NaCCA) 

Professional  check  cashers  throughout  the  United  States  formed  the  National 
Check  Cashers  Association  in  1987.  The  organization  has  grown  rapidly,  with  a  cur- 
rent membership  of  2,400  individual  check  cashing  centers  in  35  States.  The  asso- 
ciation was  organized  to  foster  the  business  and  other  interests  of  its  members  and 
to  provide  better  service  to  customers  and  the  community. 

Among  its  accomplishments,  NaCCA  has  foiled  adoption  of  a  national  Code  of 
Conduct  that  specifies  ethical  standards  for  the  industry,  including  disclosure  of  fees 
by  posting  rates,  and  providing  receipts  to  customers.  Not  every  industry  has  adopt- 
ed such  standards,  and  we  are  proud  to  have  done  so,  even  in  our  association's  in- 
fancy. 

Money  Laundering 

One  of  the  top  priorities  of  NaCCA  is  the  education  of  our  members  about  their 
responsibilities  under  the  Bank  Secrecy  Act  and  other  anti-money  laundering  stat- 
utes. We  have  devoted  substantial  resources  to  this  efTort  during  our  association's 
short  history.  At  each  of  our  last  several  national  conferences,  we  have  invited  the 
Internal  Revenue  Service  and  the  Department  of  the  Treasury  to  participate,  in 
order  to  provide  direct  information  about  how  to  assist  their  efforts  to  fight  money 
laundering.  We  have  also  had  several  meetings  with  these  public  officials  for  the 
same  purpose.  In  addition,  we  have  adopted  a  strict  anti-money  laundering  code  for 
our  own  members. 

We've  developed  a  compliance  manual,  written  by  Charles  H.  Morley,  a  recognized 
expert  in  the  field.  The  manual  is  being  distributed  to  all  of  our  members,  and  will 
also  include  guidebooks  for  use  in  each  location.  These  materials  include  both  a  com- 
pliance plan  for  each  store,  and  training  and  testing  materials  for  our  employees. 
We  take  this  very  seriously. 

In  addition,  our  members  know  that  they  are  subject  to  IRS  compliance  audits. 
Many  can  tell  you  that  they  have  been  audited  to  determine  if  they  have  filed  appro- 
priate Currency  Transaction  Reports  and  learned  at  our  recent  meeting  that  IRS 
is  tripling  its  audits  of  check  cashers.  They  are  well  aware  of  the  severe  penalties 
which  can  be  imposed  for  failure  to  comply. 

Legislative  Proposal 

Knowing  of  the  concern  of  many  in  Congress  about  the  possibility  of  money  laun- 
dering at  non-depository  financial  institutions,  NaCCA  has  previously  supported 
Federal  legislation  to  register  money  transmitters,  including  check  cashers  A  copy 
of  our  proposal  is  attached  to  this  testimony.  We  are  pleased  to  see  that  b.  1664  in- 
cludes some  of  those  recommendations.  We  do  have  some  senous  objections,  how- 
ever, to  portions  of  the  legislation  that  are  not  related  to  money  laundering. 

Registration  of  Money  Transmitters 

We  applaud  the  authors  of  this  legislation  for  including  a  registration  program 
for  money  transmitters.  Check  cashers  agree  that  enforcement  of  the  Bank  becrecy 
Act  and  other  Federal  statutes  would  be  aided  if  the  Department  of  the  Treasury 
could  identify  all  those  companies  engaged  in  the  money  transmitting  business.  Jyi- 
forcement  officials  would  then  have  a  compilation  of  businesses  which  should  be  lu- 
ing  Currency  Transaction  Reports  or  keeping  the  required  logs  for  transactions 
which  meet  the  relevant  threshold. 

Money  Transmitter  Agents 

During  consideration  of  H.R.3235,  the  House  Banking  Committee  adopted  an 
amendment  to  the  Federal  Registration  Program  which  makes  clear  that  agents  ol 
money  transmitters  must  register  with  the  Department  of  Treasury.  It  authorizes 
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the  Department  to  set  a  threshold  level  for  registration  consistent  with  enforcement 
needs. 

Not  including  agents  of  these  companies  would  severely  limit  the  value  of  the  leg- 
islation for  the  purpose  of  identifying  those  who  ought  to  be  reporting  information 
under  the  BSA.  We  urge  the  Senate  to  adopt  a  similar  amendment  to  S.  1664. 

Uniform  State  Licensing 

We  must  strongly  obiect,  however,  to  many  of  the  provisions  contained  in  section 
7.  We  fail  to  see  now  tnis  section  adds  any  ammunition  to  the  fight  against  money 
laundering.  Section  7  calls  for  the  licensing  and  regulation  of  check  cashers  and 
money  transmitters  as  businesses,  an  issue  that  we  believe  is  a  consumer  protection 
regulatory  matter,  not  one  of  law  enforcement. 

A  Diverse  Industry 

S.  1664  includes  a  "Sense  of  the  Congress"  resolution  urging  the  States  to  estab- 
lish uniform  laws  for  regulating  check  cashers  and  other  non-depository  financial  in- 
stitutions. There  is  no  findings  section  for  this  provision,  so  no  reason  at  all  is  pro- 
vided to  justify  why  State  laws  governing  check  cashers  should  be  uniform.  Our  in- 
dustry is  diverse,  with  different  product  mixes,  population  density,  and  cost  struc- 
tures. There  is  no  reasonable  way  to  establish  a  uniform  law  that  would  fairly  serve 
any  consistent  purpose.  A  review  of  the  content  of  regulations  in  those  States  which 
now  have  licensing  requirements  would  show  differences  in  regulations  based  on  the 
specific  structure  of  the  industry  in  each  of  those  States.  The  nature  of  these  regula- 
tions does  not  lend  itself  to  uniformity. 

Regulation — A  State  Decision 

The  decision  to  regulate  check  cashers  or  money  transmitter  businesses  should  be 
left  to  the  discretion  of  the  individual  States.  Each  State  legislature  can  decide  on 
its  own  whether  regulations  are  needed  for  our  industry,  and  in  fact,  they're  already 
making  those  individual  decisions.  Check  cashers  are  now  regulated  in  11  States, 
and  more  will  be  considering  regulations  this  legislative  session.  Without  calls  for 
uniformity,  or  a  "model,"  they  are  considering  bills  tailored  to  their  individual  cir- 
cumstances, or  deciding  that  licensing  and  regulation  are  not  necessary.  No  compel- 
ling argument  has  been  made  for  coercing  all  States  to  regulate  in  the  same  man- 
ner. 

A  few  short  years  ago  only  three  States  regulated  check  cashers,  and  now  the 
number  is  up  to  eleven.  Others  have  considered,  and  rejected  the  idea.  They  ought 
to  be  free  to  do  so.  In  fact,  in  some  States  there  are  only  a  few  check  cashers  in 
business.  Should  these  States  have  to  establish  a  regulatory  scheme,  and  one  that 
does  not  provide  any  funding  for  that  purpose? 

A  Better  Model 

The  decision  to  establish  a  licensing  program  carries  many  implications  for  States, 
including  the  expenditure  of  scarce  resources.  If  Congress  wants  to  enact  a  resolu- 
tion urging  the  States  to  develop  a  model  statute,  then  it  would  be  far  better  to  ad- 
vocate adoption  of  a  model  anti-money  laundering  bill,  calling  on  States  to  coordi- 
nate enforcement  against  money  laundering  with  the  Trea.sury  Department.  Of 
course,  such  a  model  law  should  apply  to  all  non-bank  financial  institutions. 

Fee  Regulation 

During  the  House  Banking  Committee  markup,  an  amendment  was  added  to  the 
State  licensing  section  of  H.R.  3235  that  urges  States  to  "review  and  approve  the 
fee  structure"  DC  fore  issuing  licenses  to  chccK  cashers  and  money  transmitters.  We 
strongly  object  to  this  provision,  and  urge  the  Senate  to  reject  it.  It  was  not  the  sub- 
ject of  any  hearing.  It  is  not  even  clear  how  a  State  could  implement  it.  Does  it  for- 
bid a  check  cashcr  from  changing  rates  once  the  business  is  licensed?  Would  these 
businesses  be  locked  into  their  fees? 

I  know  of  no  precedent  where  the  Federal  Government  has  singled  out  an 
unsubsidized,  highly  competitive  industry  for  price  controls  outside  of  a  national 
emergency.  To  make  matters  worse,  no  similar  fees  are  placed  on  competitors,  in- 
cluding banks  and  savings  and  loans. 

Check  cashers  absorb  a  substantial  risk  in  cashing  checks.  Unlike  banks,  there 
are  no  funds  on  deposit  to  hold  until  a  check  clears.  Our  own  money  is  at  risk  in 
each  transaction,  and  risk  is  an  additional  cost  to  the  check  casher  not  faced  by  de- 
pository institutions. 

The  check  cashing  industry  is  subject  to  the  rigors  of  competition.  We  compete 
daily  with  banks,  groceries,  liquor  stores,  credit  unions,  and  a  multitude  of  busi- 
nesses which  may  cash  checks.  Some  consider  check  cashing  a  loss-leader,  and  don't 
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charge  compensatory  rates,  or  even  cash  them  for  "free"  spreading  costs  over  their 
other  products. 

Our  business  allows  for  a  relatively  low  cost  of  entry,  and  our  service  is  highly 
price  sensitive.  Competition  quickly  appears  where  there  are  favorable  market  con- 
ditions, and  accounts  for  the  doubling  of  check  cashers  during  the  past  5  to  7  years. 

All  these  factors — cost  plus  competition — go  into  the  setting  of  fees. 

If  there  are  specific  factors  peculiar  to  a  given  State,  it  is  free  today  to  regulate 
check  cashing  fees.  Eleven  States  have  decided  to  regulate  check  cashing  fees,  and 
the  level  of  rates  varies  and  sometimes  differs  depending  on  the  type  of  check  to 
be  cashed. 

Thank  you  for  providing  the  National  Check  Cashers  Association  this  opportunity 
to  present  our  views. 


PREPARED  STATEMENT  OF  EZRA  C.  LEVINE 

Partner,  Howrey  &  Simon 

On  behalf  of  the  Ad  Hoc  Group  of  Money  Transmitters 

Introduction 

Mr.  Chairman  and  Members  of  the  Banking  Committee,  as  a  partner  at  the 
Washington,  DC  based  law  firm  of  Howrey  &  Simon,  I  serve  as  counsel  to  the  Ad 
Hoc  Group  of  Money  Transmitters,*  and  in  that  capacity,  submit  this  prepared  testi- 
mony on  S.  1664,  the  Anti-Money  Laundering  Act  of  1993.  The  Ad  Hoc  Group  of 
Money  Transmitters  is  a  diverse  group  of  non-depository  financial  institutions  that 
provide  critical  financial  services  to  the  public  at  affordable  prices.  While  the  Ad 
Hoc  Group  members  are  the  major  vendors  of  money  transmission  services  offered 
to  the  American  public,  the  industry  as  a  whole  is  composed  of  many  firms,  includ- 
ing small  single-outlet  money  order  issuers,  currency  exchanges,  foreign  money 
transmitters,  and  regional  money  transmitters.  "Money  transmitter"  is  a  term  that 
is  used  to  describe  those  non-bank  institutions  that  provide  services  including  sales 
of  money  orders,  foreign  currency-denominated  checks  and  travelers  checks,  domes- 
tic and  foreign  funds  transfers  by  wire  and  payment  orders,  and  cash  advances. 

As  an  initial  matter,  a  brief  overview  of  tne  non-bank  money  transmitter  industry 
is  appropriate,  to  be  followed  by  the  Ad  Hoc  Group's  specific  concerns  about  S.  1664. 
Although  we  have  a  few  substantive  concerns  about  this  bill — some  of  which  have 
already  been  addressed  through  amendments  in  the  House  version  of  the  bill, 
H.R.  3235 — we  are  most  concerned  about  what  this  bill  says  about  our  industry. 

Specifically,  singling  out  the  non-bank  money  transmitter  industry  for  retnedial 
legislation  to  combat  money  laundering  reflects  a  fundamental  misunderstanding  of 
both  the  industry  and  the  money  laundering  problem.  First,  there  is  no  credible  evi- 
dence that  money  laundering  is  occurring  at  a  greater  rate  in  non-banks  than  in 
banks.  Indeed,  recent  evidence  and  logic  suggest  that  non-banks  are  the  least  likely 
conduit  for  laundering  large  sums  of  money.  Second,  there  is  a  misconception  that 
non-bank  money  transmitters  conduct  their  businesses  free  from  Government  over- 
sight or  regulation.  In  fact,  money  transmitters  are  subject  to  regulation  in  forty- 
four  States  and  to  Federal  regulation  under  titles  31  and  26. 

Enhancement  of  law  enforcement  efforts  to  combat  money  laundering  depends  not 
upon  the  imposition  of  additional  laws  and  regulations,  but  upon  effectively  promot- 
ing and  achieving  uniformity  among  the  widely  varying  State  laws  and  regulations 
that  are  already  on  the  books  and  eliminating  unnecessary  paper  work  that  has  not 
only  overwhelmed  law  enforcement  agencies  but  also  interfered  with  their  efforts. 
This  bill,  with  some  minor  adjustments,  can  accomplish  some  of  those  goals.  The 
Ad  Hoc  Group  actively  supports  constructive  efforts  on  both  the  Federal  and  State 
level  to  combat  money  laundering.  Ad  Hoc  Group  members  have  consistently  advo- 
cated uniform  State  laws  aimed  at  protecting  the  public  from  money  laundenng  and 
consumers  against  financial  risk  or  loss. 

Background  of  the  Industry 

The  non-bank  money  transmitter  industiy  serves  vital  national  financial  interests 
by  providing  economic  and  convenient  services  to  traditional  bank  customers,  to  the 
more  than  15  million  "unbanked"  families  in  the  United  States,  and  to  tourists  and 
foreign   visitors.   Non-bank    money  transmitters   provide   money  orders,   travelers 


*The  members  of  the  Ad  Hoc  Group  are  Thomas  Cook  Inc.;  Travelers  Express  Company,  Inc.; 
Western  Union  Financial  Services,  Inc.;  CitiCorp  Services,  Inc.;  Comdata  Network  Inc.;  Inte- 
grated Payment  Systems  Inc.;  and  Interpayment  Services,  Ltd. 
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checks,  foreign  currency-denominated  checks,  domestic  and  foreign  funds  transfers 
by  wire  and  payment  orders,  and  cash  advances.  Non-bank  money  transmitters  op- 
erate through  a  vast  network  of  authorized  vendors  which  are  often  small  busi- 
nesses such  as  convenience  stores,  supermaricets,  pharmacies,  travel  agents,  and 
gas  stations  to  provide  financial  services. 

Non-bank  money  transmitters  also  provide  services  to  traditional  bank  customers. 
By  charging  significantly  less  for  retail  financial  services  than  banks,  money  trans- 
mitters are  extremely  price  competitive.  Non-banks  have  a  growing  base  of  business 
from  traditional  banlt  retail  customers  and  businesses  that  seek  quality  service  at 
economical  prices.  Non-bank  money  transmitters  also  provide  important  services  to 
business  travelers  and  tourists  who  need  cash  and  the  ability  to  engage  in  financial 
transactions  away  from  home  where  banks  cannot  or  do  not  provide  service. 

Non-bank  money  transmitters  also  serve  customers  who  have  been  excluded  from 
traditional  banking.  After  bank  deregulation  in  the  1980's,  banks  fled  the  inner 
cities  and  increased  their  fees  for  consumer  banking  services.  Since  1990  alone,  fees 
charged  by  banks  for  checking  accounts  and  other  retail  services  have  risen  18  per- 
cent. As  a  result,  at  least  15  million  American  families  have  become  "unbanked  in 
that  they  maintain  no  depository  accounts.  These  Americans  nonetheless  have  a 
need  for  basic  financial  services:  They  need  to  pay  bills;  to  conduct  routine  day-to- 
day financial  transactions;  to  transmit  funds  to  relatives.  Non-bank  money  transmit- 
ters serve  these  "unbanked"  Americans  by  permitting  them  to  purchase  only  the  fi- 
nancial services  they  need  without  requiring  that  they  purchase  services  in  any 
minimum  dollar  amount  or  maintain  any  depository  account. 

Section-By-Section  Comments  on  S.  1664 

We  turn  next  to  our  specific  comments  on  S.  1664.  The  Ad  Hoc  Group  is  generally 
supportive  of  S.  1664's  eiTorts  to  streamline  current  money  laundering  reporting  and 
recordkeeping  requirements,  and  to  impose  minimal  Federal  registration  require- 
ments on  money  transmitters. 

Section  2 — Streamlining  of  Currency  Transaction  Reporting 

The  Ad  Hoc  Group  emphatically  supports  efforts  to  eliminate  the  filing  of 
unneeded  and  unhelpful  Currency  Transaction  Reports  ("CTR's").  To  that  end,  sec- 
tion 2  of  S.  1664  provides  exemptions  from  CTR  reporting  requirements  in  instances 
where  a  CTR  would  have  little  or  no  value  for  law  enforcement  purposes.  The  intent 
of  this  provision— to  eliminate  regulatory  burdens  on  both  Government  and  busi- 
nesses tnat  do  not  discernibly  advance  any  public  good  and,  in  fact,  hinder  law-en- 
forcement efibrts  by  generating  an  unmanageable  volume  of  records — is  commend- 
able. As  drafted,  however,  section  2  is  inexplicably  limited  to  "depository  institu- 
tions," and  thus  excludes  non-bank  money  transmitters.  This  limitation  is  irrational 
and  unjustified. 

First,  the  policy  underlying  section  2 — to  eliminate  the  burdens  on  both  Govern- 
ment and  industry  of  useless  CTR  filings — compels  its  application  to  depository  in- 
stitutions and  money  transmitters  alike.  Indeed,  once  the  Treasury  Department  has 
determined  that  a  particular  customer  or  class  of  customers  is  unlikely  to  be  en- 
gaged in  illicit  activities,  no  reason  exists  why  any  institution,  whether  depository 
or  non-depository,  should  be  required  to  file  a  CTR  with  respect  to  that  customer 
or  customers. 

Second,  excluding  money  transmitters  from  this  regulatory  streamlining  puts 
them  at  a  significant  competitive  disadvantage  vis-a-vis  the  depository  institutions 
with  whom  they  compete.  This  is  particularly  true  in  light  of  the  fact  that  money 
transmitters  are  typically  small-to-medium  sized  businesses  whose  costs  of  comply- 
ing with  CTR  filing  requirements  are  proportionately  greater  than  the  costs  to  large, 
sophisticated  depository  institutions.  In  short,  there  is  simply  no  principled  reason 
to  exclude  this  important  segment  of  currency  transaction  reporters  from  the  bill's 
streamlining  provisions. 

In  considering  these  same  issues,  the  House  Committee  on  Banking,  Finance  and 
Urban  Affairs,  which  currently  has  before  it  H.R.3235,  the  companion  bill  to 
S.  1664,  has  already  amended  H.R.3235  to  include  money  transmitters  among  the 
institutions  to  benefit  from  the  streamlining  of  the  format  of  Currency  Transaction 
Reports.  We  further  urge  the  inclusion  of  money  transmitters  in  the  bill's  exemp- 
tion-from-reporting  and  report-reduction  provisions  as  well. 

Section  3 — Suspicious  Transaction  Reporting 

The  Ad  Hoc  Group  supports  the  efforts  in  section  3  of  the  bill  to  create  a  single 
filing  system  for  suspicious  transaction  reporting.  In  light  of  the  fact  that  a  growing 
numDcr  of  States  already  require  suspicious  transaction  reporting,  however,  the  Ad 
Hoc  Group  urges  that  section  3  be  expanded  to  provide  that  suspicious  transaction 
reports  filed  with  a  federally  designated  recipient  may  be  shared  with  State  finan- 
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cial  institutions  supervisory  agencies.  Allowing  State  access  to  this  centralized  body 
of  information  would  aid  State  enforcement  efforts  and  limit  adoption  by  States  of 
duplicative  and  costly  reporting  requirements. 

Section  5 — Reports  Regarding  Foreign  Instruments 

Section  5  of  S.  1664  would  authorize  the  Secretary  of  the  Treasury  to  promulgate 
additional  reporting  requirements  relating  to  instruments  drawn  on  foreign  finan- 
cial institutions.  Given  that  the  overriding  intent  of  S.  1664  is  to  reduce  the  report- 
ing requirements,  it  seems  particularly  inappropriate  at  this  juncture  to  increase  re- 
porting obligations  without  carefully  consiaering  whether  such  additional  reporting 
will,  on  balance,  enhance  law  enforcement  efiorts  to  combat  money  laundering. 
There  is  no  reason  to  believe  that  serious  consideration  has  yet  been  given  to  wheth- 
er foreign-drawn  instruments  present  a  money  laundering  problem — there  is  no  jus- 
tification, for  example,  for  treating  cashiers'  checks  issued  by  a  foreign  institution 
any  differently  than  those  issued  by  a  domestic  institution.  The  Ad  Hoc  Group  be- 
lieves that,  to  avoid  adding  to  the  current  glut  of  money  laundering  reports,  any  ex- 
pansion of  the  reporting  requirements  must  be  based  on  demonstrable  evidence  that 
that  expansion  is  necessary  and  worthwhile. 

Section  7 — Uniform  State  Laws 

The  Ad  Hoc  Group  has  been  at  the  forefront  of  promulgating  uniform  State  laws 
and  agrees  with  the  sense  of  Congress  in  section  7  of  the  bill  that  States  should 
establish  uniform  laws  for  licensing  and  regulating  the  industry.  The  Ad  Hoc  Group 
has  worked  with  an  organization  of  State  regulators,  the  Money  Transmitter  Regu- 
lators Association  ("MTKA"),  on  model  legislation  that  has  been  adopted  in  Indiana 
and  is  currently  moving  through  the  Idaho  and  Tennessee  legislatures.  Uniform 
State  laws  help  to  reduce  administrative  burdens  on  State  governments,  reduce  the 
costs  of  doing  business  for  multistate  and  national  money  transmitters,  and  enhance 
State  and  Federal  law  enforcement  efTorts. 

The  Ad  Hoc  Group  opposes,  however,  section  7's  requirement  that  the  Treasury 
Department  recommend  sanctions  to  be  taken  against  States  that  have  failed  to 
take  sufficient  steps  to  regulate  non-bank  financial  institutions.  Such  authority 
could  have  a  detrimental  impact  on  efforts  to  regulate  non-banks  that  are  currently 
underway,  and  could  undermine  efforts  to  establish  uniform  State  laws.  The  threat 
of  sanctions  could,  for  example,  compel  States  to  legislate  and  promulgate  regula- 
tions without  due  consideration  of  tne  need  to  coordinate  their  efforts  with  other 
States  so  as  to  achieve  uniform  regulation.  In  recognition  of  these  dangers,  the 
House  Subcommittee  on  Financial  Institutions  Supervision,  Regulation,  and  Deposit 
Insurance  deleted  this  "sanction"  provision  from  H.R.  3235  during  markup. 

Section  8(a) — "Findings"  About  Money  Transmitting  Businesses 

The  Ad  Hoc  Group  strenuously  objects  to  the  "findings"  contained  in  section  8  of 
the  bill  that  "[mjoney  transmitting  businesses  are  largely  unregulated  businesses 
and  are  frequently  used  in  sophisticated  schemes  to"  launder  money.  These  "find- 
ings" are  the  prociuct  of  misconceptions  about  how  the  money  transmitter  industry 
operates  and  a  failure  to  distinguish  between  legitimate  money  transmitters  and  un- 
licensed, criminal  operators.  i       j » 

With  respect  to  the  allegation  that  money  transmitters  are  "largely  unregulated, 
just  the  opposite  is  true.  Forty-four  States  currently  regulate  and  license  money 
transmitters  and  check  sellers  and  almost  half  of  the  States  have  money  laundering 
statutes  that  apply  to  money  transmitters.  Licensees  typically  must  subm^  detailed 
information  incficating  that  they  will  operate  in  a  safe  and  sound  manner.  For  exam- 
ple, these  statutes  impose  bonding  and  net  worth  requirements.  In  addition,  a  grow- 
ing number  of  States  now  require  that  licensees  maintain  investments  equal  to  the 
amount  of  outstanding  payment  instruments— in  effect  this  is  a  100  percent  reserve 
requirement  compared  with  banks'  3  to  12  percent  reserve  requirements.  Under  all 
licensing  laws,  licensees  must  file  periodic  reports  with  State  regulators  and  submit 
to  on-site  examinations  by  State  agencies.  i.-    j.  +    tv. 

In  addition  to  State  regulation,  non-bank  money  transmitters  are  subject  to  the 
full  range  of  Federal  currency  reporting  and  recordkeeping  requirements  under  title 
31  as  "financial  institutions."  Low  volume  money  order  and  travelers  check  third 
party  vendors  which  do  not  qualify  as  "financial  institutions  under  title  31,  are  sud- 
ject  to  Form  8300  and  related  reporting  requirements  under  title  Zb.  iitle  ai  and 
title  26  reporting  requirements  impose  a  greater  burden  on  non-banks  because  ine 
cost  of  compliance  with  CTR  filing  and  recordkeeping  requirements  are  proportion- 
ately greater  for  money  transmitters  than  for  banks. 

With  respect  to  the  allegation  that  money  transmitters  act  as  havens  for  money 
laundering,  there  is  no  empirical  evidence  whatever  that  money  laundering  ol  drug 
profits  occurs  in  non-banks  at  a  greater  rate  than  in  banks.  Indeed,  a  recently  ap- 
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pointed  Florida  law  revision  task  force  found  no  evidence  of  widespread  money  laun- 
dering in  non-banks.  The  allegations  of  money  laundering  in  non-banks  that  have 
surfaced  recently  have,  without  exception,  involved  "casas  de  cambio,"  "giro  houses," 
and  other  unlicensed,  illegitimate  operators.  There  are  several  reasons  why  money 
launderers  prefer  to  avoid  doing  business  with  legitimate  money  transmitters. 

First,  transactions  at  non-bank  money  transmitters  are  not  a  cost  effective  or  efli- 
cient  means  of  laundering  large  amounts  of  currency  and,  as  a  consequence,  are  not 
a  primary  conduit  for  illicit  funds.  That  is  because  non-bank  transactions  are  lim- 
ited to  or  typically  involve  small  dollar  amounts.  Instead,  money  laundering  usually 
occurs  by  physical  shipment  of  currency  out  of  the  United  States  or  through  bank 
wire  transactions. 

Second,  the  non-bank  money  transmitters  which  utilize  third  party  vendors  care- 
fully screen  potential  vendors  and  provide  vendors  with  plain  language  anti-money 
laundering  compliance  information.  Industry  members  monitor  vendor  compliance 
with  applicable  regulations,  review  compliance  programs  with  their  vendors,  and 
publish  newsletters  and  updates  about  regulatory  requirements.  Industry  members 
report  non-complying  venaors  to  appropriate  Federal  and  State  agencies  and  termi- 
nate the  agency  relationship.  As  a  result,  money  transmitter  agents  are  equipped 
to  detect  and  report  illicit  activities. 

Third,  the  relatively  small  size  of  the  non-bank  money  transmitter  industry  sug- 
gests that  it  provides  the  least  likely  place  to  launder  larger  sums.  For  example, 
banks  transfer  electronically  over  $800  billion  per  day,  or  more  than  $450  trillion 
per  year.  By  comparison,  two  of  the  largest  funds  by  wire  transmitters  transfer  only 
$5  billion  per  year.  Thus,  it  is  illogical  to  focus  anti-money  laundering  efTorts  on 
non-banks  given  this  disparity  and  the  volume  of  funds  transferred. 

The  Ad  Hoc  Group  believes  that  the  legislative  "findings"  contained  in  section  8(a) 
are  erroneous  and  that  inclusion  of  such  findings  in  any  legislation  ultimately 
passed  would  unfairly  prejudice  consumers  and  State  lawmakers  against  the  legiti- 
mate money  transmitter  industry.  Because  inclusion  of  these  "findings"  in  legisla- 
tion is  unnecessary,  the  Ad  Hoc  Group  respectfully  requests  that  they  either  be  de- 
leted or  reformulated  to  present  an  accurate  picture  of  the  industry  and  the  prob- 
lems that  section  8  is  intended  to  redress. 

Section  8(b) — Registration  of  Agents 

With  regard  to  the  substantive  provisions  of  section  8,  the  Ad  Hoc  Group  supports 
the  proposal  that  money  transmitting  businesses  be  required  to  register  with  the 
Federal  Government  but  believes  that  the  terms  of  any  such  registration  require- 
ment should  be  tailored  to  achieve  law  enforcement  objectives.  As  drafted,  section 
8  could  be  interpreted  to  require  all  authorized  vendors — sometimes  referred  to  as 
"agents" — of  a  money  transmitter  to  register  with  the  Treasury  Department.  Such 
massive  registration  is  unnecessary,  counterproductive,  and  burdensome  not  only  for 
the  proposed  registrants  but  for  the  Treasury  Department.  In  the  aggregate  there 
are  over  one  hundred  thousand  agents  in  the  United  States  today. 

Members  of  the  Ad  Hoc  Group  utilize  tens  of  thousands  of  authorized  vendors 
around  the  country,  including  many  "mom  and  pop"  proprietorships.  Many  of  these 
authorized  vendors  provide  money  orders  and  other  money  transmitting  services  to 
customers  only  as  a  minor  and  incidental  part  of  their  business  and,  in  many  cases, 
engage  in  only  a  few  transactions  each  month.  These  services  do  not  generate  large 
profits  for  the  authorized  vendors,  but  rather  are  provided  as  a  convenience  to  their 
customers  (much  like  selling  U.S.  postage  stamps,  which  many  authorized  vendors 
also  do).  In  most  cases  the  principal  business  of  the  authorized  vendor  is  wholly 
apart  from  and  unrelated  to  the  provision  of  financial  services.  Authorized  vendors 
are  already  intimidated  by  the  existing  Federal  regulatory  reporting  and  record- 
keeping requirements  of  title  31  and  title  26,  and  by  the  severe  criminal  and  mone- 
tary penalties  (including  forfeiture  of  assets)  that  can  result  from  a  lapse  in  compli- 
ance. These  vendors  do  not  possess  the  administrative  resources  or  the  sophistica- 
tion to  keep  up  with  additional  Federal  regulations.  If  required  to  comply  with  addi- 
tional regulations,  it  is  our  belief  that  many  vendors  will  simply  cease  offering 
money  transmission  services  altogether. 

Although  we  fail  to  see  how  the  registration  of  "agents"  would  combat  money 
laundering,  there  is  a  viable  alternative  to  requiring  thousands  of  agents  to  register 
independently.  The  proper  source  for  information  about  authorized  vendors  is  the 
licensees  themselves.  Licensees  maintain  information  about  their  authorized  ven- 
dors on  a  regular  basis  in  central  data  systems — including  the  information  listed  in 
section  8(b)'s  registration  requirement.  Consequently,  licensees  constitute  a  central- 
ized repository  of  preci.sely  the  information  sought  under  section  8  and  offer  Federal 
authorities  a  less  ourdensome  way  to  collect  that  information.  Licensees  could  pro- 
vide Treasury  with  lists  of  agents  and  their  addresses  upon  request  and  thereby 
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eliminate  hundreds  of  thousands  of  additional  pages  of  paper  for  Treasury — some- 
thing this  bill  was  designed  to  do.  The  House  Banking  Committee  amended 
H.R.3235  in  markup  to  adopt  this  approach. 

By  limiting  section  8(b)'s  registration  requirement  to  exclude  businesses  for  whom 
"money  transmitting  business  (as  defined  in  the  bUl)  constitutes  only  an  incidental 
part  of  their  business,  authorities  would  continue  to  have  access  to  the  information 
identified  in  section  8(b)  and  authorized  vendors  would  be  spared  an  unnecessary 
regulatory  burden.  To  effect  this  change  in  the  bill,  we  believe  that  the  phrase  "as 
its  principal  business"  should  be  added  to  the  end  of  the  definition  of  a  "Money 
Transmitting  Business." 

Moreover,  if  authorized  vendors  are  required  to  register  independently  of  their  re- 
spective licensees,  the  requirement  that  they  provide  the  name  and  address  of  each 
person  who  "participates  in  the  conduct  of  the  affairs  of  the  business"  is  extremely 
overbroad.  Although  such  a  requirement  may  be  appropriate  in  the  context  of  depos- 
itory institutions — where  all  employees  are  involved  in  providing  financial  serv- 
ices— it  is  woefully  overbroad  as  applied  to  money  transmitters.  Many  if  not  most 
employees  of  an  authorized  vendor — including  clerical  personnel,  maintenance  work- 
ers, etc. — are  completely  uninvolved  in  providing  money  tramsmission  services  and, 
as  such,  should  not  be  the  subject  of  a  money  transmission  reporting  reqruirement. 
Requiring  information  about  these  employees  would  result  in  an  avalancne  of  use- 
less data  acquired  at  great  expense  to  the  money  transmitter  industry  and  would 
be  burdensome  to  Treasury.  Anti-money  laundering  provisions  like  this  one  are  de- 
signed for  depository  institutions  and  fail  to  reflect  the  unique  way  in  which  non- 
bank  money  transmitters  operate.  To  cure  this  defect  (and  assuming  that  authorized 
vendors  are  required  to  register  at  all),  the  Ad  Hoc  Group  believes  that  this  provi- 
sion must  be  limited  to  include  only  the  management  of^  an  authorized  vendor  in 
charge  of  providing  money  transmitter  services. 

Section  S(h)— Additional  Limitations  Needed  on  Registration  Requirement 

In  addition,  it  is  important  that  any  Federal  registration  requirement  not  be  al- 
lowed to  expand  and  grow  into  a  full-blown  Federal  licensing  scheme.  Because 
money  transmitters  are  already  subject  to  licensing  at  the  State  level,  such  an  ex- 
pansion of  the  Federal  registration  concept  would  unnecessarily  duplicate  the  regu- 
latory function  now  exercised  by  the  States  at  the  expense  of  the  money  transmitter 
industry.  The  Ad  Hoc  Group  believes  that  section  8(b)'s  requirement  that  registrants 
provide  "[s]uch  other  information  as  the  Secretary  of  the  Treasury  may  require"  is 
overbroad  and  poses  precisely  such  a  danger.  The  Group  urges  the  Committee  to 
limit  the  Secretary's  authority  in  this  regard  by  either  deleting  this  provision  en- 
tirely, or  by  limiting  the  kind  of  information  the  Secretary  may  require  to,  for  exarn- 
ple,  "information  reasonably  necessary  to  identify  the  registrant."  If  authority  is 
given  to  the  Secretary  to  expand  the  scope  of  required  information,  any  such  expan- 
sion should  be  subject  to  rulemaking  procedures  and  be  required  to  be  supported 
by  a  finding  that  the  expansion  will  not  impose  undue  burdens  on  money  transmit- 
ters and  is  necessary  for  law  enforcement  efforts. 

*     *     * 

Finally,  the  Ad  Hoc  Group  urges  Congress  to  await  the  recommendations  of  the 
Treasury  Department's  recently  formed  Bank  Secrecy  Act  Advisory  Group  prior  to 
moving  forward  with  this  legislation.  This  group,  composed  of  representatives  from 
Government  and  industry,  will  soon  address  some  of  the  issues  encompas^d  by  this 
bill.  The  findings  and  recommendations  of  the  Advisory  Group  undoubtedly  wUl  be 
of  assistance  in  formulating  fair  and  effective  legislation. 

Conclusion 

The  Ad  Hoc  Group  appreciates  this  opportunity  to  submit  this  testimony  to  the 
Banking  Committee  and  is  prepared  to  work  with  the  Committee  to  enact  this  im- 
portant legislation. 


144 


B08    XIU.EJ) 


STATE    OF    NEVADA 


WIU.IAM  A  8IBL£.  Ckai 
STtVC  OuCHARME.  .H«- 
C.    BRIAM    HAMRIS.    M«m 


GAMING  CONTROL  BOARD 

1150  E.  William  St..  Carson  Cltv.  NV     89710 

4220  S.  Marvland  PUwy-.  BIdg.  D.  La»  Vega*.  NV     89158 

495  Apple  St..  Reno,  NV     89502 


March  14,  1994 


Carson  City 
(702)  687-6525 


Ms.  Kelly  Cordes,  Chief  Clerk 

Senate  Committee  on  Banking,  Housing, 

and  Urban  Affairs 
Dirksen  Senate  Office  Building,  Room  534 
Washington,  D.C.   20510 

Dear  Ms.  Cordes: 


I  appreciate  the  opporcunity  Chairman  Riegle  has 
extended  the  Nevada  Gaming  Control  Board  to  testify  on  S.  1664, 
the  Anti-Money  Laundering  Act  of  1994.   Unfortunately,  the  date 
of  the  hearing,  March  15,  1994,  is  in  conflict  with  my  schedule; 
accordingly,  I  will  not  be  able  to  appear  in  person  at  the 
hearing.   However,  I  have  taken  the  liberty  of  summarizing  the 
Board's  S.  1664  comments  in  the  attached  document  whicn  I  am 
submitting  for  the  record. 

If  I  can  be  of  further  assistance  to  the  Committee 
regarding  this  matter,  please  feel  free  to  call. 

Sincerely, 


William  A. 
Chai  rman 


Bible 


WAB/GG:sb 

Attachment 

cc:  Richard  Bryan 
Steve  DuCharme 
C.  Brian  Harris 
Gregory  Gale 
Central  Files 
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PREPARED  STATEMENT  OF  WILLIAM  A.  BIBLE 
Chairman,  Nevada  State  Gaming  Control  Board 

Chairman  Riegle  and  Members  of  the  Committee,  the  Nevada  State  Gaming  Con- 
trol Board  appreciates  the  opportunity  to  testify  on  S.  1664,  the  Anti-Money  Laun- 
dering Act  ot  1993,  and  to  provide  testimony  on  the  Gaming  Control  Board's  enforce- 
ment efforts  to  prevent  money  laundering.  The  Board  fully  supports  all  reasonable 
efforts  by  the  Federal  Government  to  adopt  statutes  and  regulations  that  streamline 
the  currency  transaction  reporting  process,  provide  meaningful  law  enforcement  in- 
formation to  State  and  Federal  regulatory  agencies,  and  restrict  the  use  of  casinos 
for  money  laundering  purposes.  After  reviewing  S.  1664,  I  have  concluded  that  the 
programs  and  requirements  to  be  implemented  by  this  bill  are  consistent  with  these 
objectives. 

S.  1664  Comments 

Sections  1  and  4-9  of  the  bill  have  no  direct  or  indirect  bearing  on  the  Nevada 
casino  industry  or  the  Nevada  Gaming  Control  Board  and,  accordingly,  I  have  no 
specific  comments  on  these  sections.  I  do,  however,  generally  applaud  the  efforts  of 
the  Federal  Government  to  strengthen  regulatory  control  of  check  cashing,  currency 
exchange,  and  money  transmitting  businesses.  Very  strict  controls  are  currently  in 
place  to  regulate  financial  institutions  and  certain  non-bank  financial  institutions 
(e.g.,  casinos),  and  it  follows  that  these  other  non-bank  financial  institutions  should 
be  more  strictly  controlled.  Other  sections  of  the  bill  will,  if  adopted,  improve  exist- 
ing Federal  regulatory  efforts  regarding  monev  laundering  detection  and  prevention. 

There  are  two  sections  of  S.  1664  for  which  I  have  specific  comments.  Although 
these  sections  also  do  not  have  a  direct  impact  on  the  Nevada  casino  industry,  Ne- 
vada is  indirectly  affected  by  the  proposals. 

Section  2 — "Reform  of  CTR  Exemption  Requirements  to  Reduce  Number  and 
Size  of  Reports  Consistent  With  Effective  Law  Enforcement" 

I  understand  that  the  purpose  of  this  section  of  the  bill  is  three-fold: 

1.  To  provide  guidelines  that  will  exempt  financial,  depository  institutions  from 
filing  CTR's  on  transactions  with  other  depository  institutions,  governmental  agen- 
cies, or  businesses  whose  reports  "have  little  or  no  value  for  law  enforcement  pur- 
poses." 

2.  With  a  more  aggressive  exemption  program  in  place,  the  bill  directs  Treasury 
to  "seek  to  reduce"  the  number  of  reports  required  to  be  filed  by  depository  institu- 
tions by  at  least  30  percent. 

3.  To  direct  Treasury  to  redesign,  where  necessary,  the  format  of  reports  required 
to  be  filed  by  depository  institutions  pursuant  to  section  5313(A)  of  title  31,  United 
States  Code,  to  eliminate  information  that  has  little  value  for  law  enforcement  pur- 
poses, and  to  reduce  the  time  and  effort  required  for  the  institution  to  prepare  the 
reports. 

Although  casinos  are  not  depository  institutions  and  this  section  of  the  proposed 
bill  will  not  affect  any  of  the  country's  gaming  establishments,  I  view  two  concepts 
presented  in  this  section  as  being  very  significant.  First,  the  bill  acknowledges  that 
reporting  certain  types  of  transactions  between  some  businesses  provides  informa- 
tion that  has  Httle  or  no  value  to  Treasury  from  a  law  enforcement  perspective. 
Rather  than  having  the  businesses  and  institutions  incur  the  costs  to  report  these 
transactions  and  have  Treasury  incur  costs  to  process  the  reports,  the  unnecessary 
reporting  will  be  identified  and  exempted  by  Treasury.  As  a  result,  there  wiU  be  a 
planned  30  percent  reduction  in  reporting  which  is  very  significant. 

If  this  concept  is  applied  to  the  casino  industry's  Federal  currency  transaction  re- 
porting requirements,  I  believe  reporting  can  be  streamlined  and  only  information 
necessary  for  Treasury's  law  enforcement  purposes  will  be  filed.  Accordingly,  I  sup- 
port this  concept  for  depository  institutions,  and  am  hopeful  that  the  same  objec- 
tives can  be  maintainea  when  Treasury  establishes  final  currency  transaction  re- 
porting requirements  for  the  gaming  industry. 

Second,  the  bill  requires  Treasury  to  review  the  current  reporting  forms  for  depos- 
itory institutions,  and  to  delete  any  information  that  is  not  necessary  for  law  en- 
forcement purposes.  This  is  another  positive  step  in  the  right  direction  toward  the 
streamlining  of  the  reporting  process,  and  I  am  supportive  oT  the  concept. 

Section  3— "Single  Designee  for  Reporting  of  Suspicious  Transactions" 

I  understand  that  this  section  of  the  bill  wiU  require  all  reports  of  suspicious 
transactions  to  be  filed  with  one  designated  Federal  officer  or  agency.  Then  the  des- 
ignee will  coordinate  dissemination  oT  the  suspicious  transaction  information  to  the 
appropriate  agency  for  follow-up. 
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The  casinos  in  the  State  of  Nevada  are  not  currently  required  to  me  suapiciuuo 
transaction  reports  with  the  Gaming  Control  Board  and,  therefore,  no  such  trans- 
actions are  being  referred  to  Treasury.  The  Board  acknowledges  the  importance  of 
suspicious  transaction  reports  from  a  law  enforcement  perspective,  and  I  support 
the  amendment  of  Nevada's  gaming  regulations  to  require  such  reporting.  The 
Board  looks  forward  to  working  with  Treasury  in  developing  suspicious  transaction 
reporting  requirements  that  are  clearly  written  and  enforceaole,  with  the  overall  ob- 
jective o?  providing  meaningful  and  useful  law  enforcement  information.  The  reports 
that  will  be  submitted  once  Nevada's  suspicious  transaction  reporting  requirements 
are  adopted  will  then  be  filed  to  Treasury's  designee  pursuant  to  S.  1664,  if  this  re- 
quirement is  adopted.  The  Board  supports  this  section  of  the  bill. 

General  Comments  on  Treasury's  Title  31  Exemption  Authority 

S.  1664  in  its  current  form  does  not  address  Treasury's  authority  to  grant  casino- 
related  title  31  exemptions  to  those  States  that  have  established  a  regulatory  sys- 
tem that  substantially  meets  the  Federal  casino  currency  reporting  and  record- 
keeping requirements.  However,  I  understand  that  a  bill  is  being  considered  in  the 
House  (H.R.  3235)  that  includes  a  section  requiring  the  Secretary  of  Treasury  to  re- 
voke all  such  exemptions  that  have  been  previously  granted  by  the  Secretary.  If 
such  a  provision  was  to  be  included  in  S.  1664,  the  Board  would  take  serious  excep- 
tion to  the  bill  since  Nevada  is  a  firm  supporter  of  the  Secretary  of  Treasury  having 
discretionary  authority  to  grant  exemptions  from  the  Federal  casino  currency  re- 
porting and  recordkeeping  requirements. 

As  the  Committee  knows,  the  State  of  Nevada  was  wanted  an  exemption  from 
the  Federal  casino  currency  requirements  in  May,  1985.  The  exemption  was  granted 
by  Treasury  because  Nevada  established,  through  statute  and  regulation  (Nevada 
Gaming  Commission  regulation  6A),  a  system  that,  at  that  time,  met  the  Federal 
casino  currency  reporting  and  recordkeeping  requirements.  Coincident  with  the 
granting  of  the  exemption,  Nevada's  gaming  authorities  entered  into  a  Memoran- 
dum of  Agreement  with  Treasury  that  required  the  State  of  Nevada  to  enforce  these 
casino  currency  laws  and  regulations,  witn  Treasury  retaining  certain  oversight  ca- 
pabilities. The  agreement  required  Nevada  to  keep  Treasury  fully  informed  of  all 
significant  casino  noncompliance,  and  to  cooperate  with  any  requests  from  Treasury 
related  to  their  investigative  or  oversight  efforts. 

Since  1985,  the  Board  has  abided  by  the  agreement  and  has  fully  cooperated  with 
Treasury  in  all  aspects  of  their  oversight  actions.  We  have  responded  to  their  re- 
quests and  have  worked  with  Treasury  during  two  oversight  examinations  per- 
formed in  1987  and  1990.  The  Board  enjoys  a  good  working  relationship  with  Treas- 
ury, which  we  hope  will  continue. 

The  Federal  Government  benefits  from  this  relationship,  authorized  through  title 
3rs  exemption  process,  since  the  State  of  Nevada  devotes  significant  resources  to 
properly  enforce  the  State's  casino  currency  laws  and  regulations,  with  the  ultimate 
objective  of  insuring  that  Nevada's  casinos  neither  participate  in  nor  allow  any  type 
of  money  laundering  activity.  I^ast  year  the  Board  expended  nearly  20,000  man- 
hours  enforcing  regulation  6A  in  the  State's  211  casinos  that  are  required  to  comply 
with  the  regulation.  This  is  in  addition  to  the  extensive  time  that  Board  Agents  rou- 
tinely spend  on-site  regulating  all  other  aspects  of  Nevada's  gaming  laws  and  regu- 
lations. Board  Agents  are  already  very  familiar  with  the  operational  controls  and 
recordkeeping  systems  of  Nevada's  casinos;  accordingly,  examinations  of  casino  oper- 
ations for  currency  transaction  compliance  is  easily  integrated  in  with  the  Board's 
other  responsibilities. 

With  the  Board  expending  these  significant  enforcement  efforts,  the  Federal  Gov- 
ernment can  avoid  duplicity  and  will  not  need  to  also  allocate  comparable  resources 
toward  these  regulatory  efforts.  The  Internal  Revenue  Service  and  Treasury  can  re- 
direct personnel  to  other  areas  knowing  that  Nevada's  regulators  are  enforcing  ca- 
sino currency  transaction  requirements,  while  maintaining  their  oversight  authority. 
Additionally,  Nevada's  casinos  benefit  by  only  having  to  accommodate  auditors  from 
one  public  agency,  thereby  avoiding  the  costs  and  inefficiencies  of  duplicative  audits. 

The  Nevada  Gaming  Control  Board  and  the  Nevada  Gaming  Commission  strictly 
enforce  all  aspects  of  regulation  6A.  Fines  ranging  from  $10,000  to  $250,000  may 
be  levied  for  each  currency  violation,  amounts  that  are  similar  to  Federal  levels. 
Since  the  inception  of  regulation  6A  in  1985,  a  total  of  $1,782,000  in  fines  have  been 
levied  for  currency  violations.  Most  recently,  one  Nevada  licensee  was  fined  $1  mil- 
lion for  numerous  reporting  and  recordkeeping  violations. 

In  addition  to  the  levying  of  fines,  Nevada's  gaming  authorities  have  one  recourse 
that  is  not  available  to  the  Federal  Government — the  revocation  of  a  casino's  gam- 
ing license.  Although  this  ultimate  penalty  has  not  yet  been  imposed  for  regulation 
6A  violations,  the  authority  to  impose  such  a  penalty  exists.  Accordingly,  because 
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it's  license  is  in  jeopardy,  a  Nevada  casino  has  a  strong  disincentive  to  participate 
in  money  laundering  activities. 

The  Board  believes  that  regulation  6A  is  a  good  regulatory  model  for  casino  cur- 
rency transaction  reporting  and  recordkeeping;  however,  Treasury  has  indicated 
that  some  changes  in  regulation  6A  will  be  necessary  if  it  is  to  continue  to  be  sub- 
stantially similar  to  the  Federal  casino  currency  requirements  which  are  to  be  sig- 
nificantly amended  effective  December  1,  1994.  As  previously  discussed,  this  "sub- 
stantially similar"  test  must  be  satisfied  if  the  Secretary  of  Treasury  is  to  continue 
to  grant  the  State  of  Nevada  an  exemption. 

The  Gaming  Control  Board  and  Treasuiy  have  held  a  number  of  discussions  re- 
garding this  matter  in  the  last  few  months.  For  your  information,  in  October  1993 
Deputy  Assistant  Secretary  (Enforcement)  Faith  Hochberg,  Office  of  Financial  En- 
forcement Director  Peter  Djinis,  and  other  Treasury  and  Internal  Revenue  Service 
oflicials  met  with  Board  and  gaming  industry  representatives  in  Las  Vegas  to  dis- 
cuss Treasury's  proposed  regulations  and  to  see  firsthand  how  Nevada's  casinos 
comply  with  the  requirements  of  regulation  6A.  I  believe  this  meeting  was  beneficial 
in  that  Treasury  became  more  fully  informed  of  the  reporting  and  recordkeeping  re- 
quirements of  regulation  6A,  and  the  Board  received  valuable  insights  into  why  cer- 
tain Treasury  regulation  amendments  are  being  proposed. 

Nevada's  gaming  authorities  are  committed  to  working  with  Treasury  officials  in 
the  coming  months  to  develop  an  amended  regulation  6A  that  will  be  substantially 
similar  to  the  Federal  requirements.  The  Board  is  also  committed  to  the  "level  play- 
ing field"  concept  whereby  all  of  the  country's  casinos  will  comply  with  similar  cur- 
rency transaction  reporting  and  recordkeeping  requirements. 

However,  this  regulation  amendment  process  and  Nevada's  commitment  of  re- 
sources necessary  to  fully  enforce  all  aspects  of  regulation  6A  will  no  longer  be  nec- 
essary if  S.  1664  eventually  includes  a  provision  that  requires  the  Secretary  of 
Treasury  to  revoke  all  exemptions.  That  is  why  I  would  ask  the  Committee  to  main- 
tain this  bill  in  its  current  form,  and  not  supplement  S.  1664  with  any  such  require- 
ments. 

Conclusion 

Once  again,  I  do  appreciate  the  opportunity  to  offer  my  testimony  on  S.  1664,  and 
to  discuss  the  enforcement  of  Federal  and  Nevada  casino  currency  transaction  laws 
and  regulations.  The  Board  believes  the  Federal  Government  is  heading  in  the  right 
direction  in  streamlining  the  currency  reporting  process,  thereby  reducing  the 
amount  of  reports  that  have  no  use  in  law  enforcement  matters.  Money  laundering 
activity  is  a  serious  concern  of  the  Nevada  Gaming  Control  Board,  and  the  State 
will  continue  to  expend  whatever  resources  are  necessary  to  insure  Nevada's  casinos 
are  not  party  to  any  such  activities.  Of  course,  this  will  only  be  possible  if  Treasury 
continues  to  exempt  Nevada  from  the  Federal  requirements. 
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